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PREFACE

This texthnﬁk hasbeen- develnp-ed by NBF according to the National Curriculum of
Pakistan 2020~ 2!523 The aim of this textbook is to enhance learning abilities through
inculcation of logical thinking in learners, and to develop higher order thinking
processes by systematically building upon the foundation of learning from the previous
grades. A key emphasis of the present textbook is on creating real life linkages of the
concepts and methods introduced. This éppraach was devised with the intent of
enabling students to solve daily life problems as they go up the learning curve and for
them to fully grasp the conceptual basis.

After amalgamation of the efforts of experts and experienced authors, this book was
reviewed and finalized after extensive reviews by professional educationists. Efforts

were made to make the contents student friendly and m d&vdap the concepts in
interesting ways.. -~ Q A\

The National Book medannn Is always strﬁnng fur 1rnpruvement in the quality of its
books. The esgnl: baok ‘features an improved design, better illustration and
interesting ﬁctmtles relating to real life to make it attractive for young learners.

However, there is always room for improvement and the suggestions and feedback of

students, teachers and the community are most welcome for further enriching the
subsequent editions of this book. |

May Allah guide and help us (Ameen).

Dr. Kamran Jahangir
Managing Director

; -...:!'.;."._I"-?;’f_i'i-t_ NN



The Practical Impnrtance uf the Texl:buok iri Everyday Life

The following is a unit-by: unit 5ummar5r ef w!'let is presented in each unit with its practical
enpm'tencem nl,ir Er‘h'tﬂ‘da}' life.

UNIT 1 Cumputer Systems: This unit focuses on Human Computer Interaction (HCI). HCl is a
field of study about designing and development of interactive systems that are efficient,

effective and user-friendly while using digital devices. HCl plays an important role in
interaction between the computer system and the user in providing ways through which the
user can input data, receive feedback and navigate through the system.

UNIT 2 Computational Thinking & Algorithms: This unit is about developing algorithms which
is the first step for writing computer programs. Leaming how to develop algorithms holds
immense significance for students as it enhances their ability to think critically and provide-
structured approach to computational problem-solving

UNIT 3 Programming Fundamentals: In this unit students learn programming fundamentalsin
Python. Python is a high level object-oriented programming language. This unit describes
advanced programming constructs such as data structures, file handling:and) databases and
how to implement complex algorithms in Python. In teday*s modernworld, having computer
programming skill is essential es it pla:fs an mportan& role'in automation of tasks that we
perform in our daily life. ’ \TAO P

UNIT 4 Data and Anﬁl 52 Thi.r. unit fncmes on data analysis. It contains material on Machine
Learning (ML), Iﬂ'ﬁ. powerful technology that is transforming many industries by making
processes efficient and effective. It provides solutions to many problems related to various
fields such as marketing and advertising, financial services, healthcare and self-driving cars.
Material on data visualization is also explored which is representation of information in the
form of chart, graph, maps, diagram, etc.

UNIT 5 Applications of Computer Science: This unit describes the applications of Internet of
Things (loT), Blockchain and Cloud Computing that are applicable in government and private
sectors in Pakistan, Applications of these enhances our daily life by improving productivity,
efficiency and security. Material on neural networks and deep learning is also presented that is
used for development of complex systems. Data sharing and privacy conflicts are explored at
the end of the unit to understand issues related withit.

UNIT 6 Impacts of Computing: This unit focuses on issues faced by people when collaborating
on digital or online platforms. Today, much of our daily life revolves ereundtl'ie Internet and
this exposes us to a wide range of online threats; This unit deseribfes security measures and
safe practices such as 2FA, bmrnetne venﬁeatlen end eeewe ways for transmitting data, to
mitigateonlinethreats. ) | . 00 | N

UNIT 7 Digital Liter: This unit preSEnts matenal that describes the creation of artefact
that answers a research question, communicates results and conclusions through digital
resources or tools. It plays an important role in strengthening research, analytical skills and
fostersdigital literacy.

UNIT 8 Entrepreneurship in Digital Age: This unit explores the creation of a Minimum Viable
Product (MVP) for entrepreneurs and businesses. MVP provides low-risk testing ground before
making huge investment into a product. It allows entrepreneurs and businesses to validate
their business ideas, minimize costs and mitigate risks while launching anew product.
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'Lrj_ Learning Qutcomes

At the end of this unit students will be able to:

explain the usability, security and accessibility of devices, the systems they are
integrated with.

explain human interaction with computer systems in terms of:

Usability
Common problems S
Methudsfurimpmvements ~ Dan NN [ (B )0

Ethical, sucial,ecnnnm!r; aﬁdenwrunmental impli‘catmns

identify and expla{n tradeﬂffs \between the usability and security of computing
systems reqpmmgnﬂcyhersecunty measures by considering different factors such as
efficiency, %ﬂst privacy, and ethics.
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Introduction

In today’s rapidly evolving digital world, technology plays a central role in our everyday lives.
Whether we are using smartphones, accessing online services, or interacting with smart devices

at home, the design and functionality of these technologies deeply impact our experiences. As we

dive deeper into the world of technology, three key concepts emerge as critical toour interaction .
with these systems. These are usability, security, and accessibility.

> Usability ensures that devices and systems are easy to use and understand. Without it, even
advanced technology can become frustrating and ineffective.

- Security protects our data and interactions in a world of evolving cyber threats. Strong
measures are essential Lo safeguard sensitive information and prevent severe consequences.

- Accessibility guarantees that technology is available to everyone, including those with
disabilities. As our world becomes increasingly digital, it is important that no one is left
behind. Accessible design makes sure that all users, regardless of their physical abilities, can
fully interact with and benefit from technology.

Whatwill You Learn?

This unit explores the key principles of usability, security, and accessibility, highlighting their role

in designing effective and inclusive technology. You will also learn about Human-Computer

Interaction (HCI) and its focus on user needs. Additionally, the unit examines the trade-offs

between usability and security, providing insights into how designers and engineers balance

these often conflicting requirements to create systems that protect users without compromising
their experience.

1.1 System/Device Usability, Security, and Accessibility

When devices and systems are designed, they should be easy to use (usability), safe and secure
from threats (security), and accessible to everyone, including people with disabilities
(accessibility). Understanding these aspects is crucial because they affect how we interact with
technology and how technology affects our lives.

1.1.1 Device/System Usability .

Usability is a key factor in the success of any
device or system. It refers to how easily and
efficiently users can interact with technology,
directly affecting their satisfaction and
productivity. By applying usability principles,
designers can create user-friendly systems that
meet user needs and provide a seamless
experience.

Awell-designed system with high usability is easy
to learn, simple to use, and aligned with user
expectations. It enables users tc achieve their
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goals effectively, efficiently, and with minimal effort, ensuring a positive and satisfying
experience. Fig.1.1 illustratessuch a system.

Key Aspects of Usability:
The following are the key aspects of Usability.

3 Effectiveness: The degree to which users can successfully complete tasks using the device or
system.

2 Efficiency: The speed and minimal effort with which tasks can be accomplished.

3 satisfaction: The user's sense of comfort and positive experience while interacting with the
system.

Principles of Usability

Several key principles guide the design of user-friendly systems, ensuring they meet the needs
and expectations of their users. These principles include:

<& Simplicity

< Consistency

2 Feedback

% Error Prevention
2 Learnability

2 Accessibility

1. Simplicity:

The design should be as straightforward as possible, removing
unnecessary complexity and focusing on core functionalities.
| Example: The Apple iPod (Fig.1.2), with its simple click-wheel
interface, allowed users to navigate music/video quickly and
easily, without the clutter of extraneous buttons.
Google's homepage (Fig.1.3) is iconic for its simplicity,

concentrating on the primary function—searching—without
overwhelming users with excessive information or options.

Google

a s @

|
2. Consistency: IR

Interfaces should maintain a consistent design across different parts of the system, making it

easier for users to predict how the system will behave and reducing the cognitive load required to
useit.
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Example: Microsoft Office uses ﬁimitapmenus and fnulbm acrnss Wnrcl Excel, and PowerPoint,
helping users tranmti on smunthly hetween applications, as shown in Fig.1.4.
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The system should provide clear, immediate feedback %
to users regarding their actions, helping them | (Inprogress|About 6 minuteremaining
understand if their inputs were successful and what

the system is doing In response.

Example: E-commerce sites like Amazon provide immediate feedback when an item is added to
the shopping cart, often with a pop-up or visual confirmation, reassuring the user that their
action was successful. Another example is the progress bar in software installations, as shown in
Fig.1.5, which indicates the ongoing process and how much time is remaining.

4, Error Prevention:

The designshould prevent errors before they occur and offer easy waysto correct them if they do.

Example: When you try to close a document without sawng.ﬁ*wnrd p!lmcessdr like Microsoft Word
prompts you to save your work, preventing nc::idantal data lgss. As shown in Fig.1.6.

‘ mnﬂﬂ”-m i
’h- dick "Don't Sawe’, 8 recent copy of this file will be tempomily pelisble.




f--------.---------l--#--mﬁ_n—----—-

o] b T e WY LR
. y \ sl P L~

5. Learnability:

The Syrstern Eﬁlﬂp(d be Easy f-::tr new users to learn, allowing them to become proficient quickly,
with minimal training or guidance.

) Example: Mobile apps often include a tutorial or walkthrough for first-time users, helping them
get started quickly.

' 6. Accessibility:
The system should be designed so that it can be easily used by everyone, regardless of their

abilities. This includes making sure that people with disabilities can also use it comfortably. The
goal is to ensure that the system is inclusive, meaning it

works well for as many people as possible, no matter

their physical or cognitive abilities. :
Example1: Voice Over feature on Phones (Fig.1.7) N
Voice Over feature allows visually impaired users to f- | )ik
interact with their Phones by reading ﬂut text ﬂ'l"l 'the Y

screen. Users can r;awgatz tthgh abpi. read

messages, and even |use | t‘.he \camera with voice
guidance, | 2 ltqg {he device accessible to those who —

are blind or have low vision.

Example2: TV Remote Controls (Device Accessibility)
Some TV remotes are designed with large buttons and
high-contrast colors to assist users with vision or
dexterity issues, These remotes are easier to see and )

press, making them more accessible to elderly users, as
shown in Fig.1.8. '

s 1.1.2 Usability Testing

Usability testing is a key method used to evaluate how user-friendly and effective a system or
g device is. There are several types of usability testing, each with a specific focus and approach.

The following are some common types of usahmty testing me:hgds; TOML
1. Moderated Usability Testing { =

In this type of testing; a facalltatar ar mndErator is present to gmde users through tasks, ask
questions, and observe hehawuﬁ in real-time. The moderator can also interact with users to
clarify 1n;t.[qc;_i.d;nsnrprnbecleeperlnta specific issues. Fig. 1.9 shows the whole process.

Example: A company developing a new software application conducts moderated usability
testing by inviting participants to a lab environment. The moderator asks users to perform
specific tasks, such as navigating through the app's features or completing a transaction. The
moderator observes how easily users can accomplish these tasks and asks questions about their
experience, helping to identify any usability issues.

S ... s onion (1) tnuiiComuersmens D SRR




2. Unmoderated Usabiljty Testing o et [
In unmoderated usability testing; users- cﬂmpiete teﬁks

on their own without a moderator's diract invdvément
This type of testing is.often “conducted remotely,
allowing partidpanh to use the system or device in
their natural environment. The sessions are typically
recorded for later analysis, as shown in Fig. 1.10.

Example: An e-commerce website wants to test how __
easily customers can find and purchase products. The ¢ ma A
company conducts unmoderated usability testing by [EEFIRHS
sending out tasks for users to complete at home, such as searching for a product, adding it to the
cart, and completing the checkout process, The user interactions are recorded, and the company

reviews the footage to identify any pain pointsor areas of confusion. .

3. Qualitative Usability Testing

Thie approach focuses on understanding the user's experience, | |
thoughts, and feelings while interacting with the-system-or, N NIPZAL &
device. The goal is togather in-depth insights into userbehavinr -
including what they find mtmtwe ur chalienglng As-shown in
Fig.1.11. AR oI

Example: A mubﬂe th dEVeluper n:cnducts qualitative usability
testing by interviewing users after they use the app. Users are
asked open-ended questions about their experience, such as
what they liked or disliked and any challenges they encountered. This feedback helps the
developer understand the user’s perspective and make improvements to the app’s design.

T e




4, Quantitative Usabﬂit}' Testing

Quantitative usability tes!;mg qnllem mﬂm‘ical data to
measure usabilil‘.y] aspects like” task completion time,
error rates, and. éuccess rates. This method is useful for
comparing different versions of a system or device or
setting benchmarks for usability.

Example: A company tests two versions of a website’s
navigation menu, In a quantitative usability test, users
are timed as they attempt to find specific information
using each menu version. The company collects data on
how long it takes users to complete the tasks and how &
often they make errors. This data is then analyzed to determine which menu is more efficient and
user-friendly. As shown in Fig.1.12. .

5. Remote Usability Testing

-~ Remote usability testing allows users to test a | Pnds

system or device from their own lqcatmn, uim
their own devices. This t’gpenf tesl;mg can| bé ﬂthﬂ i -
moderated or unmudemted,, and| it s’ iparticularly |
useful for reach 8 Md@r audience or observing (8
how users. frpi raet with a product in their natural |
environment. '

Example: Aglobal software company wants totesta
new feature with users in different countries.
Remote usability testing is conducted, with A B A - :
participants using the software on their own computers while being observed through screen-
sharing technology. The company gains insights into how the feature performs in different regions
and environments without needing to bring users into a lab. As shownin Fig.1.13.

6. A/B Testing

A/B testing, also known as split testing, involves
comparing two versions of a system or device to see
which one performs better in terms of usability, as )
shown in Fig.1.14. This type of testing is curnmanl;-.r v
used in webdesignand online mmce&. e

Example: An online retmler wants tﬁ determme '
whether a new htTm!page laynut will lead to more
sales, Th&y,dteatil two versions of the homepage
and use A/B testing to randomly show each version
to different users. By comparing the sales metrics and user engagement data between the two
versions, the retailer can determine which layout is more effective.
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1.1.3 Common Usabihtylﬁsues andHnw ta ﬁrvdehem

Usability issues can -'sigmﬁ\c:ar»ﬂwr irnpacr. the effectweness and user satisfaction of a system or
device. When users encuunter prohlems with usability, they may become frustrated, make
errors, or even aﬂan'dnn the product altogether. Understanding common usability issues and
knowing how to avoid them is crucial in designing user-friendly systems. .

! The following are some common usability issues, along with practical solutions and examples.

1. Complex Interfaces .
Complex interfaces are those that
overwhelm users with too much ""“"‘

information, too many options, or overly
complicated layouts. When users are m.ﬁ.,,ﬂ
faced with an interface that is difficult to | ™"
understand or navigate, they are more
likely to make mistakes, take longer to
complete tasks, or feel frustrated.

| Solution: To avoid complexity, focus on

| simplicity, Simplify the interface by 1

| prioritizing core functions and, remmnlng A

5 unnecessary features. The des'ign 5hauld h‘rghlight the most important tasks and provide a clear
andintuitive path fFf Etsﬁrs toaccomplish them.

Example: Exampﬂé Consider a mobile banking app (Fig.1.15) that lmtlalty has dozens of features

crammed into a single screen. Users might find it difficult to locate basic functions like checking

their balance or transferring funds. By simplifying the interface—perhaps by organizing features
f into easily accessible categories or hiding advanced options behind menus—the app becomes

much easier to use. A good example is the early versions of the PayPal app, which went through

multiple iterations to simplify its interface, eventually focusing on core actions like sending
! money and checking balances on the main screen.

1. Inconsistent Navigation ,

Inconsistent navigation occurs when the navigation structure or elements change from one

| section of the system to another. This incensistency can confuse users, making it difficult for them
to predict how to move around the system or find the information they need. As a result, users
may feel lost or frustrated. e
Solution: To maintain consistency, ensure that navigation menus; buttuns, and other fnterface
elements remain uniform across all parts of the sysl:em Cms:stenw in des:gn allows users to
develop a mental model of hnw the system. warks; r'naking it easier forthem to navigate.
Example: Imagine a website whet‘e the "(ﬁuntact Us" buttun is located at the top of the page on
some sections and at th$ tuptr.um on'others. Users might struggle to find the contact information

depending on wha'e they are on the site. A solution would be to place the "Contact Us" button in
the same location on every page, such as in a fixed header or footer. Amazon's website, for
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instance, keeps its navigation consistent, across- d'lffEl'Eﬁt peges wrth the search bar and
navigation menu always in the same place helmng users find what they need quickly.

3. Poor Error Messages ke
Poor error mssagds are thnse that areunclear, overly technical, or
provide little to no guidance on how to resolve the issue. When

users encounter such error messages, they can become confused,
frustrated, and unable to continue using the system effectively.

Solution: Write error messages that are clear, concise, and
helpful. Good error messages should explain what went wrong in
plain language and provide actionable steps that users can take to fix the problem.

Example: Consider an online form where a user enters an incorrect date format, and the system
simply displays "Error 150: Invalid input.”, as shown in Fig.1.16." This message is vague and doesn't
help the user correct the mistake. Instead, the error message should read something like, “Please
enter the date in the format MM/DD/YYYY." This clear guidance helps the user understand the
issue and correct it immediately. Google's forms often prewde suci'_l ckeal“ anﬂ helpful error
messages, ensuring users can easilyﬁx an'gr mistakes AN [ (Bl

4. Lackof Accessibility _ >

A lack of accessibility means thar, the system
or device is not gesigned te' accommodate
users with disabilities, such as those who are
visually impaired, hearing impaired, or have
motor disabilities. Ignoring accessibility can
exclude a significant portion of potential
users and lead to a poor user experience for
those with disabilities.

Solution: Implement accessibility features
to make the system usable for people with a
wide range of abilities. This includes adding screen reader support, keyboard navigation,
alternative text for images, and options for adjusting text size and color contrast.

Example: Consider a website with small text and low contrast colors that are difficult for visually
jmpaired users to read, as shown in Fig.1.17. By lmplementing ac:esslbititr features like text
enlargement options, high-contrast color schernes and. ensurhg the website is compatible with
screen readers, the website hecemes mere aecessibles Apple's website, for example, offers a
high-contrast mode and suppurts streen readers, making it accessible to users with visual
irnpairments \ :

NTRNAY
A lﬁeﬁscefSyssem Security’

Security in the context of devices and systems refers to the measures and controls implemented
to protect information and systems from unauthorized access, use, disclosure, disruption,

-nnn!--sgz 1S s G i 5 N ) O N ) L W D S S R R



medification, or destruction. It aims to safeguard data, anﬂ ensurp l:ha‘t sﬁtErns ium:tinn as
intended. The following are the kea;ubjectwesaf :ecuﬁw -

Key Objectives: ANTE QLS
Confidentiality: Ensurt_rllg that sensitive infurmatmn is accessible only to authorized users.
Integrity: Prntectmg data from being altered or tampered with by unauthorized individuals.

Availability: Ensuring that systems and data are
available for use when needed.

Principles of Security:

The development and maintenance of secure systems
rely on several foundational principles, commonly
referred to as the CIA triad—Confidentiality, Integrity,
and Availability, as shown in Fig.1.18. These principles
serve as the cornerstone for designing systems that
protect data and ensure that it remains safe and
accessible under various conditions. '

1. Confidentiality v QO

Confidentiality involves DfOtectIng sensitlméinfuﬂnattan f rom unautl'nrized access, ensuring that
only those who have the appmpﬂate pemissiﬁns or clearance can view or use the data.

Example; Cmmder a%mnfs database that stores customer credit card information. To keep
this data confidential, the company might encrypt the credit card numbers before storing themin
the database. This way, even if a hacker gains access to the database, they would not be able to
read or misuse the credit card information without the decryption key.

2. Integrity

Integrity refers to the accuracy and consistency of data. It ensures that information remains

unaltered during storage, transmission, or processing, except by those who are authorized to do .
so. This principle protects data from being tampered with or corrupted.

Example: When a user sends an important email, such as a contract, he/she might digitally sign a
it. Adigital signature is a way to ensure that the content of the email has not been altered after it

is sent. If the recipient receives the email with a valid signature, they can be canﬁdent that the

content isexactly as intended and has not been r.ampered with ey AL

B R

3. Availability B i Y NAn
Availability ensures that systems; andclamane accegsihle and usable when needed, even duringor
after a disruption. This plinr.'iple invnlues 'designing systems to withstand and recover from
failures or attacks quﬁnlﬁliﬁ, \ -

Example1: To guamntee availability, a business might implement more than one servers and data
storage. For instance, if one server fails, another can take over immediately, preventing stoppage
and ensuring that users can continue to access the system without interruption.
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SecurityPolicies and Best Practices: /[ 2 \ GV

Implementing strong SECUﬂt‘r' pﬂlicles and hest ;n'ac'tices Is essential fur protecting devices and
systems. T QLS

Data Prnte:tianjl?nhdesr ThHE are guidelmas for handling, storing, and transmitting sensitive
information to' prevent unauthorized access or disclosure. For example a company policy
requiring encryption of all sensitive customer data before transmission.

Regular Security Audits: Audits are conducting thorough assessments of systems and networks to
identify vulnerabilities and ensure compliance with security standards. For example an
organization performing quarterly security audits to check for any gaps in their defenses.

Employee Training and Awareness: Educating employees on security risks and best practices to
prevent human error, which isa common cause of security breaches.

Incident Response Planning: Preparing a plan to quickly and effectively respond to security
incidents to minimize damage.

P' Learning from Security Breaches

Case Study: The Target Data Breach uf 201 3 i =

Overview EBR TN [ =

In December 2013, Target, I.;urp:uration q majnr»u 5 retail chaln suffered a significant data

breach that cumpmmised l:he. mrmmtan& financial information of millions of customers.

Key Details _

< How It Hapbr:ﬂég Hackers accessed Target's network through a third-party vendor, using
stolen credentials.

3 Data Compromised: Approximately 40 million credit and debit card accounts and personal
information of 70 million customers were affected.

2 Financial Impact: The breach cost Target an estimated $162 million in legal fees,
settlements, and security upgrades.

3 Reputation Damage: Target's reputation suffered, leading to a decline in customer trust and
sales.

*» Regulatory Response: Target paid $18.5 million in a settlement with 47 states and
implemented stricter security measures,

Lessons Learned

2 Strengthen Cybersecurity: Companies must ensure robust security measures, especially
with third-party vendors.

2 Employee Training: Regular training on recognizing cyber threats is essential;

3 Incident Response Plan: Aclear plan for responding to breachescanmitig daniage

+» Regular Audits: Cnnducting semrity audits hehps 1de‘ntlfy an:! ﬁwulnera ilities. |

O ¢ ﬁ55¢gnment
Research two additional data hrea:hei 'For each breach, include:
i Eac{cgrﬁmd* 'Cormpany and context
ii. Dateof Breach
iii. Data Compromised
iv. Financial Losses
v. Reasons for the Breach
vi. Remedies Implemented
This exercise will help you understand the importance of cybersecurity in today's tﬂgﬁﬁi
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1.1.5 Device/System Accesmblhty \ (GO

Accessibility refers to the dasignnf dEvlcEs’ systerns and sen.'ices in a way that they can be used
by people with a wide range uf a-bf[itvas and disabilities. It involves making technology usable by
everyone, mctudqn@ those' with visual, auditory, physical, cognitive, or other types of
impairments. " '

Key Aspects of Accessibility:
The following are the key aspects of Accessibility.

2 Inclusivity: Ensuring that technology is accessible to the widest possible audience.

2 Adaptability: Allowing users to customize the way they interact with the system to suit their
needs.

> Compliance: Adhering to accessibility standards and legal requirements to ensure that
products are accessible.

Principles of Accessibility:

Accessibility is a fundamental aspect of design that ensures technﬁl&_n,y m he tE:Ed by everyone,
including individuals with disabilities, The pnncdptes pf al:t;m#ih;tﬁy guide the creation of
systems and interfaces that a:ﬂmnnmdatear wid&fahgeuf needs: By adhering to these principles,
dasigners can create pruduqu maf arp mcihs‘ive and usable by the broadest possible audience.

1. Perceivability [\[[\[)1/ 0
Perceivability means Ul&t. all users must be able to perceive the information and user interface

components, regardless of their sensory abilities. This principle ensures that content is accessible
to users with various sensory impairments, such as those who are blind, deaf, or colorblind,

Examples1: Websites should provide text alternatives (alt text) for images. This allows screen
readers to describe the content of the images to users who are visually impaired. For example an
online store includes alt text for product images so that a blind user can hear a description of the
item, such as “Red wool sweater with V-neck and ribbed cuffs, " through their screen reader. k

Examples2: Captions and Transcripts for Audio/Video:
Providing captions for videos and transcripts for audio content
ensures that users who are deaf or hard of hearing can access
the information. For example a YouTube tutorial video on | .
cooking includes captions so that users who are hearing | '
impaired can follow alung mth the lnstmctibni- AS Shwn n|ig
Fig.1.19. e S AN :

2. Operabi lity

Operability reﬂ'ers 1;0 the nb;hty of users to navigate and use the interface, regardless of their
physical or motor abilities. This principle focuses on ensuring that all users, including those with

disabilities, can interact with the systam effactively.
Example1: Keyboard Navigation: Users should be able to navigate through the interface using
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just a keyboard, without “Ee:ding,

| Example2: Vu{q:estlﬂmands Implernenti ng voice control features
allows users to operate systems hands-free. For example a smart
home system can be controlled via voice commands, enabling users
with mobility impairments to turn on lights or adjust the thermostat §
without needing to physically interact with the controls. As shown |

inFig.1.20.

3. Understandability

Understandability means that the design should make it

easy for all users to comprehend the information and know

how to operate the interface. This principle focuses on

creating content and interactions that are clear and
. straightforward.

Examplei: Simple Language: A government website §-
(www.fbr.gov.pk) provides instructions furﬁllmg taxesin\ |}
simple language, making tl;ne process. mrérﬂgu@demaﬁd Emﬁi‘fﬂﬂﬂ oo
for all tax payers, mcluﬂ‘iﬂg thuse with learning =2

disabilities, a 5hﬂﬁﬂmﬁ§ 11210

Examplel* ﬁrmr Prevention and Correction: An online form for registering an event highlights
. required fields and provides real-time feedback if a user forgets to fill out a section, along with
f instructions on how to correct the mistake.

4, Robustness

Robustness refers to the ability of content to be interpreted by a wide range of devices, including
assistive technologies. This principle ensures that content remains accessible even as
technologies evolve.

Example1: Cross-Browser Compatibility: Ensuring
that a website functions correctly across different
web browsers is crucial for accessibility. For
example an educational platform tests its website
to ensure it works well on Chrome, Firefox, Safari, - .
and Edge(As shown in Fig.1.22), so that students |
using different browsers have the sameﬂxperim :

Example2: Support for Hultlple Input Devices: A cornputer device is designed with multiple
input options to thtr tu users ‘with different preferences and needs. For example users can

interact w'itpl H{E computer using voice commands for those who find it difficult to use a
traditional mouse and keyboard. The touchscreen interface allows for gestures and touch
interactions, providing an alternative for users who have difficulty with physical input devices.

"
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1.1.6 Types of Disabilities and Accessi blllty Sulutmns

Designing technology that is msluswe and/ accaf.sihle o' Indwiduals with various disabilities
involves understanding the unique t:hall&nges e‘ach type of disability presents and implementing
tailored solutions. _ J. [N ol

The following arel mme accessibili ty solutions for different disabilities.
Visual Impairments:

Yisual impairments encompass conditions such as blindness, low vision, and color blindness.
Accessibility solutions for visual impairments aim to make content perceivable through
alternative means.

Solutions and Examples:

Screen Readers: These tools convert text and other visual [
elements into spoken words or braille. Effective implementation
requires semantic HTML and ARIA (Accessible Rich Internet [
hpplia:atinns} roles. For example JAWS (Job Access with Speech) or |
NVDA (Non Visual Desktop Access) reads aloud content on a web (4
page, such as "Welcome to our website. Tnday!dateESeptembeF =

1, 2024." This enables blind usersto na\ngaceandinter,attvﬂthwebmntent as shown in Fig.1.23.

High Eﬁﬂtﬁﬁtﬂndﬂ' Enhances readability by using contrasting colors to
_ h’iﬂfe text stand out against the background. For example Windows and
“§ macOs offer high contrast themes that switch text and background colors
¥ to improve visibility. Websites like BBC also provide high contrast modes
8 (oruserswith low vision. (Fig.1.24) [

Zoom Fum:tiuns Allows users to magnify text and images on | =
the screen to better accommodate low vision. For example
Google Chrome and Mozilla Firefox browsers have built-in
zoom features that enable users to increase the size of text
andimages, making them easier to read, as shown in Fig.1.25.

Hearing Impairments:

Hearing impairments can range from partial hearing loss to complete deafness. Accessibility
solutions for hearing impairments focus on prmrldlng lnfurmatmn thmugh mua't ‘and textual

Solutions and Examples:

Closed Captions: Text that appears ﬂn streeh tn transcribe spoken
dialogue, sound ife;ts, 'and ' other audio cues in videos. For
example YnuTubEl- ﬁrﬂwdes closed captions for videos, enabling
users who are dealf or hard of hearing to read the dialogue and sound
effects as they watch, as shown in Fig.1.26.
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Transcripts: Written vers’fnhs of au:hn cnntent which atlﬂw users to read the content instead of
listening. For example TED Taiks prowd&s transcripts for each talk, allowing users to read the
content in addmﬁp k]u prinstead of watching the video.

Sign Language Interpretation: Includes sign language videos that interpret spoken content into
i sign language. For example Microsoft Teams and other video conferencing tools allow users to
include sign language interpreters in video calls. Similarly, news channels like PTV News enhance
accessibility by adding sign language interpreters through a side video, making news broadcasts
understandable for deaf viewers, as shown in Fig.1.27.

Mnturlmpairments O R\ P

Motor impairments._ aﬂ’ect h pErsan's al:ﬂllt',pr to use traditional input devices like a mouse or

keyboard.- Ac-;psmiﬁhty solutions focus on providing alternative methods for interacting with
devices.

Solutions and Examples:

Voice Recognition Software: Enables users to.control their device and dictate text using voice
commands. For example Dragon NaturallySpeaking allows users to navigate their computer,
compose documents, and execute commands through voice recognition.

Alternative Input Devices: Includes specialized devices like adaptive keyboards, eye-tracking
| . systems, and adaptive mouse.

On-Screen Keyboards:

: Virtual keyboards displayed
on the screen that can be
used with touchscreens or
other input methods. For §
example On-Screen
Keyboard provides a virtuat,
keyboard that users can §
control usinga mmFse‘, tnuth '
screen, or pther- adaptive
devices, as shown in
Fig.1.28.
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1.2 Human-Cumput&r Interactiun (HCI)

Human-Computer Interaction' {HCI} isa multfdisclplinary field that studies how people interact
with cumputers, dpgll;dl devices, and software applications. The goal of HCI is to improve the
interaction between users and systems by making these systems more user-friendly, efficient, .
and accessible. Good HCI can reduce user frustration, increase productivity, and ensure that
technology meets the needs of its users.

Example: The design of a smartphone's touchscreen interface involves HCI principles to ensure
that icons are large enough to be tapped easily, and that gestures (like swiping or pinching) are in-
built.

1.2.1 Elements of Human-Computer Interaction

Human-Computer Interaction (HCl) is a complex and dynamic field that focuses on the design,
evaluation, and implementation of interactive systems for human use. The effectiveness of any
interactive system depends on several key elements that must be taremuy cnnsiderﬁd duﬁng the
design process. These elementsinclude: 2N (€ _c_'___‘;‘_:-.'-. i

> Tasks o\ ~r A 3 Lol o

2 Interface RARIRL0S
> En\r'irunment f TN
Users:

Users are the individuals who interact with a system. This involves studying their needs, abilities,
limitations, and preferences. Users can vary widely in their skills, knowledge, experience, and
expectations. Designers must consider the diversity of users, including factors such as age,
cultural background, physical abilities, and technological proficiency.

Example: Designing a word processor for a professional writer involves understanding their need .

for robust editing tools, an organized workspace, and features that enhance their writing
process, such as grammar checking, advanced formatting options, and distraction-free modes.

Tasks:

Tasks refer to the specific activities that users need to perform using the system. !deut:fying and
understanding these tasks is essential for deslgning an 1nterface that*suppmts users in achieving
their goals efficiently and effectively. : d AT N

Example: On an e-commerce website; Ee*,r tas.ks mfght mc!ude searchmg for products, filtering

results, reading reviews, adding it.erm toa shopplng cart, and completing a purchase. Designers
must ensure that. mhlwf'these tasks is straightforward and easy to perform. As shown in Fig.

1.29. NS
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interface:

The Interface is the point of interaction between the user and the system. It is where the design
of the system comes to life, allowing users to interact with it through various mput and output

mechanisms. The interface can take many forms, !ncludmg grabhlcal user‘interface's (GUIs),
voice command systems, gesture- hased mter!ﬂv;e's and rm:ﬂ‘e

Example: The layout of a wdEﬂ en:ht:-ng saftware 5 mterface is crucnal for user productivity. Tools
like cut, paste, and trim should be' eamly accessible, .and the timeline should be carefully
designed to_allow| fér precise edits. A well- -designed interface might also include customizable
workspaces, 'Jhere users can arrange tools and panels according to their workflow preferences.
As shown inFig.1.30.
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Environment: _ T A0 o\
The Environment refers to-the physical jand socfal
context in which the interaction between the user
and the systﬂil‘mta " place. The environment can
significantly Influence how a system is used, and
designers must consider these factors when creating
interfaces. The environment includes the physical
surroundings (e.g., lighting, noise levels, and
available space) and the social context (e.g.,
whether the system will be used individually or :
collaboratively). :
_Example: A public kiosk interface, such as those found in airports or shopping malls, must be
designed for quick, efficient use in potentially noisy, crowded environments. The interface should
be simple, with large buttons and clear instructions to accommodate users who may be ina hurry
or distracted by their surroundings. Additionally, the kiosk might negq_:[ to be ﬂe;;gﬁed for use by
standing users, meaning the screen should be at a qpmfnrlqmghgigr@}%g{_ud;;_#j}ﬂé.‘-ﬁs' shown in Fig.
1.2.2 Usability in Human-Computer Interaction

Usability is a I’uq@amﬁﬂ_ﬁi'ﬁéﬁﬁeﬁﬂi'ﬁ'ﬂﬁhan-tﬂmputer Interaction (HCI), and it plays a crucial
role in detenﬁi’p!ﬁﬂ.ﬁ&v}'e'ﬁéctive and enjoyable a system is for its users. Usability refers to the

extent to which a system can be used by specific users to achieve specified goals with
effectiveness. A system with high usability is one that is easy to use and learn.

Key Components of usability in HCI:
Usability can be broken down into several key components, each of which contributes to the
overall user experience in HCI. These components include Learnability, Efficiency, Memorability,

Error Handling, and Satisfaction.

Learnability:

Learnability refers to how easy it is for new users to accomplish basic tasks
the first time they encounter the system. A highly learnable system allows

users to quickly grasp how to use it without needing extensive guidance or Online Banking
prior experience. This is especially important for applications or devices § )|\
intended for a broad audience, where users-may have varyingiwds W coaniaine
technical expertise. g \/7 Tl O A L oy
Example: Consider & mobile bankirig app designed for a diverse user base. f§ S _—

Anew user should be able to quicklylearn how to navigate theapp to check | SIS
- their accmnf'bal]dﬁe% transfer funds, or view transaction history. The use - GO
of onboarding tutorials or interactive guides can further enhance §
learnability, ensuring that users feel confident and capable from their first
interaction as shown in Fig.1.32.
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Efficiency pertains to hnw mlt!dy and effectiveiy users can perform tasks once they have learned

how to lntaraqt] with the system. An efficient system allows users to achieve their goals with
minimal time and effort.

' Example: A professional graphic designer using design software like Adobe Photoshop needs to
perform tasks such as editing images, creating layouts, and applying filters swiftly, Efficiency in

i this context means providing shortcut keys, customizable toolbars, and responsive tools that
allow the designer to work with speed and precision.

Memorability:

Memorability refers to how easily users can remember how to use a system after a period of not
using it. Asystem with high memorability ensures that users can return to it after some time and
still remember how to perform key tasks without needing to relearn the interface.

Example: Imagine a user who only occasionally uses an online form submission system, such asa
tax filing website. After several months, when they return to the site; tﬁey should be able to
easily recall how to navigate the system;fill .aut- the neces;a:? forms, and submit their
information. This can be fan:ilita'l:ed ttn‘uugh tunsistént design patterns, clear labeling, and a
logical flow of steps. 'r‘ Ara |l o=

LTI L

Error H&ndlirw 7 AU

Error Hanﬂ&ind mvulves the system's ability to prevent errors,
guide users in correcting them, and help users recover from
mistakes. Good error handling is essential for maintaining user {
trust and ensuring a smooth interaction, even when things go |
wrong.

Example: An online booking system (Fig.1.33) for airline tickets
should prompt users to correct mistakes, such as entering an
, invalid date or leaving a required field blank. Instead of allowing
the user to proceed with faulty data, the system might highlight the problematic fields in red and
provide an error message explaining what needs to be corrected. Additionally, providing helpful
suggestions or autofill options can prevent common errors, such as typosin names or addresses.

1.2.3 Cnmrnnn Problems in Human-Computer Interaction

Human-Computer Interaction {HEI} is a critical field that focuses on improving the interaction
between users and computer systems. While significant progress has been made in designing
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more user-friendly and efficient systems, maral cunm un pmhlbms suu pen‘ist. These issues can
negatively impact user experience, ' leat:ﬁns m fnmtrati‘nn, errors, and even exclusion of certain
user groups. Addressing ﬂiﬁa challeng;es is essential for creating systems that are accessible,
user-friendly, and, eﬂklerll forall users.

Interface Issues:

Poorly designed interfaces are one of the most common problems in HCI. The interface is the
primary means through which users interact with a system, and its design can make or break the
user experience. Common issues with interfaces include untidy layouts that could lead users to
unclear navigation paths that make it difficult to locate important features. These problems can
lead to confusion, inefficiency, and increased errors.

Example: Consider an e-commerce website with a poorly designed navigation menu. If the menu
is untidy with too many options, users may struggle to find the categories they are looking for. For
instance, a user searching for electronics might have to examine through an extensive list of
unrelated categories, leading to frustration. R
Accessibility Challenges: RNHANES (@)
Accessibility in HCl refers to the design of systems I:hat can hg uSed by pleup’ce w1th a wide range of
abilities and disapilities. Hﬂwevﬂr, many sy'stems are not designed with accessibility in mind,

leading to challenges for users wltn visual; ‘auditory, motor, or cognitive impairments, These
challenges aftenaﬁsgm&nwe designers do not fully consider the needs of all potential users.

Example: A webﬁi‘te that lacks altemnative text (Alt text feature) for images is inaccessible to
users with visual impairments who rely on screen readers. These users might miss out on
important content or context provided by images, making their experience incomplete or
frustrating. Similarly, a mobile app that relies solely on sound for notifications may be unusable by

individuals with hearing impairments.

Performance Issues:

Performance issues, such as slow or unresponsive systems, can severely impact the usability of a .
system. Users expect systems to respond quickly to their
inputs, and any delay can lead to frustration and a decrease in .
productivity. Performance problems can be caused by a variety x “m
of factors, including poor system optimization, excessive =<2

resource use, or network latency. When systemsare slow or fail . { ~-;:'Wm REAIA p,,m
to load content efficiently, users m:.wI abandnn ta!lﬁ or lublt. fnr__ 1 """"’“

alternative solutions, O\~~~ YA WD | o
Example: Imagine using an anline h&nking app that takes an
excessive amount qf Iﬂnth to load account information dr
process transactinns (Fig.1.34). Users may become impatient Cancel
and concerned about the security of their transactions, leading,

them to avoid using the app in the future.
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Poor Error Handling and Feedhack.

Effective error handling and f‘eedback are crucml components of a user-friendly system. When
users enceunter errpm, tl'aear need clear, constructive feedback to understand what went wrong
and how to ﬁx it. Systems that provide poor or inadequate error messages can leave users
confused and frustrated, leading to mistakes and inefficiency. Conversely, well-designed error

handling helps users recover from mistakes quickly and with confidence, improving the overall
user experience.

Example: Consider a form submission process on a website where the user is required to enter
several fields of information. If the user leaves a required field blank or enters data in the wrong
format, the system should provide an immediate, clear error message that explains what needs to
be corrected. For instance, if an email field is left empty or filled incorrectly, the system should
display a message like, "Please enter a valid email address.” Without this guidance, users might

not understand why their submission is not being accepted, leading to frustration and patent#ally
abandoning the form altogether.

1.2.4, MethodsfnrlmprevingHuman-Cumputerlnteractien

Improving Human-Computer Interaction ¢ {Hcl} invuweﬁ uaﬁads strategies and methodologies
aimed at creating systems that aremnre userdfnendly, efﬂcient and complete. By addressing key
aspects such as user-centered t:lesin'n, ecceis!hility, interface simplification, performance
epﬂmizatinn,lnnqgrrer prevention, developers can significantly enhance the users' experience.

User-Cent&redlnesign (UCD):

User-Centered Design (UCD) is a design philosophy that places
the end users at the core of the design process. It is an iterative
approach where user feedback is continuously gathered and
integrated throughout the development cycle. This method
ensures that the final product aligns closely with the users'
needs, preferences, and limitations, resulting in a more
effective and satisfying user experience.

ExamPIe: Consider the development of a new educational
software intended for use in schools. By involving teachers and LA
students in the design process from the beginning, developers can gather valuable feedback on
features such as interactive elements, user interfaces, and content nrganiﬁtiun Early testing
might reveal that students prefer interactive quizzes- even static reading material, leading to
adjustments that enhance engagement andieamingeut{:nmes As shown in Fig.1.35.

AccessibilityEnhancemntsf L RO
Accessibility enhqn-cennnts focus on makmg systems usable for individuals with a range of

disabilities; This involves designing systems that are perceivable, practicable, understandable,

and user-friendly, ensuring that people with,visual, auditory, motor, or cognitive impairments can
effectively interact with the system.

Example: An educational platform that includes captions and transcripts for all video content




ey s

improves accessibility for students with hearing i'rnpairmtentﬁ, Additinnaﬂy, incorporating
keyboard navigation and screen reader:umpatibihty ensures that users with motor impairments
orvisual disabilities can intErar.I‘. with the platform effectively.

o [
Simplifying Userinterfaces*
Simplifying user interfaces involves reducing unnecessary complexity and presenting information
in a clear, concise manner. A well-designed interface should prioritize essential features and
streamline interactions to minimize user effort and cognitive load.

Example: A streamlined email application that features a minimalist design with only the most
commonly used tools (such as compose, inbox, and search) can significantly enhance user
efficiency. By avoiding complex menus and excessive options, users can quickly access and
manage their emails without unnecessary distractions.

Improving Performance

Optimizing system performance is essential for ensuring that applications run smmthly and
respond promptly to user inputs. Performance issues such as slow load times nr unree;pun:;we
interfaces can detract from the user experience andhinder prm:luct!wty, -

- Example: Reducing the load time of a large &:ﬂhmerce ‘website b}.r optimizing images,

.....

compressing files, and Implehentlng \efl‘lcieﬂt mﬂ‘ing practices can greatly improve user
experience, \

Error Freventhﬂi aﬁd Recwery

Effective error prevention and recovery mechanisms are crucial for minimizing the impact of user
mistakes and system errors. Systems should be designed to prevent errors whenever possible and
provide clear feedback and recovery options when errors do occur,

Example: A spreadsheet application that prompts users to save changes before closing the file
helps prevent data loss. Additinrtally, an online form with real-time validation checks for required
fields and provides immediate feedback when errors are detected can help users correct mistakes
before submission.

1.2.5 Ethical, Social, Economic, and Environmental Implications in HCI

Human-Computer Interaction (HCI) is not just about creating systems that are user-friendly and
efficient; it also encompasses broader considerations that affect society at large. Ethical, social,
economic, and environmental implications play -a cruc:al role/ in fhe dévelnpment and
deployment of any new system. Understanding these aspeeti is 'essential for designing systems
that are not only effective but al;p resgqqsibte and sustainable,

Ethical Impli:atinns

Ethical implicatiqns n HCI address how technology affects users’ rights, privacy, and dignity.
Ethical design ensures that technology is developed an:l used in ways that are respectful and fair,
protecting users from harm and misuse, T

2 Data Privacy: One of the major ethical concerns is how user data is collected, stored, and
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used. Developers must emure that user &ata is handled with cunﬁdmtiality and used only for
its intended purﬂqsg,.\u;ers should have control over their data and be informed ahwthuw itis

used. SRl Y
Example: Sncial media - platforms such as, Instagram,
' Facebook, WhatsApp and Twitter (Fig.1.36), collect vast
amounts of personal data from users. Ethical practices
' require these platforms to implement strong data protection

measures, obtain explicit user consent before collecting
data, and provide clear options for users to manage their
privacy settings.

2 User Consent; Users should be informed and provide

consent before engaging with systems that collect or use their data. Consent should be clear
and informed. '

Example: Mobile apps that request access to personal information, m::hasrlm:atim or contacts,
should provide users with a clear Expianatlun of why thIS acl:e“iﬁ linecehsarrand obtain explicit

consent before pruceedlng DAt ALY Y
Social Implications: 'f-‘._ "; ( q"”‘.., v ;'5 '?Z,I\"_'_\_ LN
. Socfal implications fértuhhwtechnolugy influences cnmnmnication social interactions, and

. access to inp:prﬁh tln HCI can have both positive and negative effects on social structures and
relationships.

Example: Smartphones and social media enable instant msa_gina and video calls, fostering
_ global communication. However, excessive screen time and reliance on digital interactions can
. affect face-to-face communication s_ki lls and lead to issues such as social isolation,

Economic Implications:

Technology impacts the economy by creating new nppurtunities and challenges Understanding
these implications helps in designing systems S

that support economic growth while
addressing potential disruptions. . e L
Example1: The rise of e-commerce ptati‘nrms il

like Amazon (Fig.1.37) has generﬂted Jobs in
tech, logistics, anq Fustnmr service. These
platforms have also led to the growth of
related industries, such as digital marketing
and online payment systems.
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Example2: The automation of: manufactunﬂg pmtes:es
through robotics (Fig.1.38)\ can| lead-to increased |
production efﬁmqpcq hu’t may also result in job losses
for assembly \line workers. Training and reskilling
programs can help mitigate these effects,

Environmental Implications:

The environmental impact of technology involves
considering energy consumption, resource use, and waste management. Sustainable practices in
HCl are crucial for minimizing the ecological footprint of technology.

Example1: Companies like Google and Microsoft are investing in renewable energy to power their
data centers, aiming to reduce their carbon footprint and promote sustainability.

Example2: Electronics manufacturers are implementing take-back programs and designing
products with recyclable materials to reduce e-waste. Initiatives such as .ﬁpples recycling
program help ensure that old devices are properly rec]r-::led PR f-.“
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1.3 Trade-offs between U-salm t’} amd Securi‘t?‘ in Cernputlng
O\ systems

When designing col ing 5j5ferh§ ar.hleﬂng a balance between usability and security is
crucial. Both fathr‘sL essential, but they often come into conflict. The following is a detailed
look at the trade-offs between usability and security, along with recommendations for
cybersecurity measures considering efficiency, cost, privacy, and ethics.

1.3.1 Trade-offs between Usability and Security

Usability focuses on how easy and intuitive a system is for users, while security aims to protect
the system from unauthorized access and attacks. The trade-offs arise because enhancing
security can sometimes degrade usability, and vice versa.

The following table represents the trade-offs between usability and security in computing
systems, along with examples.

Security Usability Example

Enhances security by adding
extra verification steps like
multi-factor authentication

Aluthentication
Complexity
access much hnrder

4

(MFA), making unaut]mnzédi

Reduces usability as MFA
requires, additional. steps.
like entering cades from 3

| phone, slowing down user
| agcess. and causing
|\ | patential frustration,

| _'. '.| \ '._ e

_A_user_loggirig inte a barnk
“actoynt needs to enter a
_password and then a code
sent to their phone,
increasing security but
delaying access.

[ w&tr_ﬁ ‘unﬁﬁvc data by

ctinn user permissions,
‘ensuring only authorized
individuals can access or
modify information.

Hinders usability when
users frequently
encounter permission
issues, requiring them to
request access, which can
slow down theirwork.

An employee needs

frequent permission from IT
to access certain files,

delaying their ability to
complete tasks efficiently.

[ WE
i
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’ Encryption

Regular
Updates and
Patches

Security

| Secures data by converting
it into a format only
accessible with a decryption
key, protecting against
unauthorized access even if
datais intercepted.

Usability

Impacts usability as
‘encryption can slow down
data access and
processing, and managing
encryption keys can be
complex and time-
consuming,

Encrypting patient records
keeps them secure but may
slow down access, which
can be challenging during
emergencies.

Maintains security by fixing
vulnerabilities and
protecting against new

threats through regular

Disrupts usability as
updates may require
system restarts or
interrupt work, and they
can sometimes introduce

Frequent software updates
may interrupt employees’
waork, requiring them to
restart their systems, which
can be inconvenient during

updates.

compatibility issues. busy times.

1.3.2 Recommendations for Cybersecurity measures

When designing and implementing cybersecurity measures;- itis ﬂMRﬁ{thht tnrcunsider various
factors tostrike a balance between security andmerexpﬁeptgihe key factors to consider are
efficiency, cost, privacy, and ethics, “Each (of | thesr playsa crucial role in determining how
effective and sustainable the sacmfy soluitions will be.

Efficiency: E cy in cybersec urity involves implementing 5olutinn5 that protect systems
without ‘sig*ljﬁéantly hindering user productivity. The following computing solutions illustrate the
principle of efficiency in cybersecurity measures.

<» Auto-Save and Backup Systems:
Automatically saving work and backing up files regularly helps ensure that data is not lost in case

of a system crash or cyberattack. This increases efficiency by reducing the risk of lost work and
the need to redo tasks.

Example: Google Docs automatically saves documents in real-time to Google Drive, so users don't
have to worry about losing their work if their computer shuts down unexpectedly.

<» Password Managers:

Password manager stores and autofill strong, unique passwords for different websites, reducing
the time and effort users spend managing multiple passwords wh!le enham:mg Sﬂcuril:y

Example: Using a password manager like LastPass or Bitwarda’h. usemtan autmnuticuliy log into
websites without needing to rememher cqmale)t passwurds niaking the login process quicker and

more secure. AT~ VO WD

Cost; Cost considera{iﬁﬂs are :htital when deten-mmng the scope and scale of cybersecurity
measures, 'ﬂ\g dnal Fstﬂ“fmplemenl effective security within budget constraints. The following
computiné solutions illustrate the principle of costin cybersﬂurit:f measures.

.l
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2 Freemium Security Software: AN & AL
Many security software pruvider‘s (offer fr&e hasi‘u vemuns uf the:r products, which can be
sufficient for small bminesses or mdmduat users,  allowing them to secure their systems without
incurring high costs. [T || NN e

Example: Avast ufi'Jers a free version of its antivirus software that provides essential protection
against viruses and malware, which is often adequate for home users.

2 Cloud-Based Security Services:

Cloud-based security solutions often have lower upfront costs compared to on-premises
hardware, as they eliminate the need for expensive infrastructure and maintenance.

Example: Asmall business might choose to use a cloud-based firewall service, such as Cloudflare,
to protect their website from attacks, avoiding the cost of purchasing and maintaining their own
hardware.

< Open Source Solutions:

Open source tools and frameworks offer cost-effective alternatives to expensive: pr‘nprietary
software, providing robust security features without signlﬁqant ﬁnmmihnﬂesfment

-----

Example: The OWASP (Open Web Apphcatmn SEcuﬂtlerbjéctl provides a variet_v of open-source
tools that help developers identify and mmgﬁtﬁ security vulnerabilities in web applications,
reducing the need for expensive cdmmemiat solutions.

g xlx O

Privacy: Frwacypr&keéttnn is a foundation of cybersecurity, ensuring that users' personal data is
handled responsibly and securely. The following computing solutions illustrate the principle of
privacy in cybersecurity measures.

2 Private Browsing Modes:
Private browsing, or “incognito” mode, in web browsers prevents the storage of browsing history,
cookies, and other data, helping protect user privacy on shared or public computers.

Example: When using a public computer at a library, users can enable incognito mode in Chrome
or Firefox to ensure their browsing activity isn't stored, protecting their privacy.

2 Anonymization and Encryption:
These techniques protect user privacy by ensuring that even if data is accessed hy unauthnrizede
parties, it cannot be traced back to individuals or easily deciphered. = -

Example: Healthcare providers often encrypt patient m:qrdsand anmgmi:ze data hefure sharing
it for research purposes, ensuri ng that persnhai hﬂ.-aith infarmatmrr remains confidential.

D Two-Factor Authentication {IFAI

2FA adds an extra layer]| ph stturit? by requiring users to
provide two forms of identification (such as a password
and a code sent to their phone), which helps protect
. their accounts from unauthorized access. As shown in
Fig. 1.39.
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Example: When lugging, lntu their ama’ll’ E user might enter their password and then receive a
text message h one- thﬁe cm:le. ensuring that only they can access their account even if

someone elséknows their password.
. Ethics: Ethical considerations in cybersecurity involve respecting user rights and maintaining
trust through transparent and fair practices. The following computing solutions illustrate the
" principle of ethics in cybersecurity measures.

2 User-Friendly Privacy Settings:

Designing privacy settings that are easy to understand and adjust ensures that all users,
regardless of their technical knowledge, can control how their data is used.

Example: Facebook provides a simple privacy checkup tool that guides users through their
privacy settings step by step, making it easy to adjust who can see their posts and personal
information.

<> Accessibility Features for Disabled Users:

Ensuring that security measures are accgqsltﬂe te uﬁam '
with disabilities is an ethical rg/_pwsjhﬂjtm helpin;ta
prevent exclusion from dlh;&ﬂt mt& Bl

Example: An online | fhanking- btaffnfh might offer voice
rF.v«:tngnﬂ:iat:un,g5 account access, making it easier for users
with physical disabilities to log in securely without needing ,

to type a password as showninFig.1.40.

- Useful Links
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S Summary
3 Usability: Measurﬁspﬂw Efml‘ttess[rand effectively userscan interact with a system.
 Moderated Lisability Testing: Involves a facilitator guiding and observing users.

2 Unmoderated Usability Testing: Users complete tasks independently, often remotely.
» Qualitative Usability Testing: Focuses on user experiences and feedback.

2 Quantitative Usability Testing: Measures usability with numerical data.

> Remote Usability Testing: Testing conducted from the user's location.

3 A/BTesting: Compares two versions of a system to evaluate performance.

% Complexinterfaces: Overwhelming users with too much information or complexity.
2 Inconsistent Navigation: Variability in navigation elements across the system.

2 Poor Error Messages: Unclear or unhelpful error messﬁges.

9 Lack of Accessibility: Failure toaccommodate users with disabilities. _ i\

» Security: Measures to protect information and ";ﬁﬁpmﬁf:fﬁim uﬁauﬂmrfigd acemss and

L -
e

threats. M0N0
D Malware: Malicious snfthlr'airedeﬁéﬁEdtG\hhrrniy/gtems
> Phishing:xp-:gﬁngi'ﬁﬁj?ﬁﬁéni;}fsitlﬁ:dﬁtain sensitive information.
> Man-in-the-Middle (MitM) Attacks: Interception and potential alteration of
communication.
2 Denial of Service (DoS) Attacks: Overloading a system to make it unavailable.

2 Insider Threats: Security risks from within an organization.

> Accessibility: Design to ensure usability by people with a range of abilities and
disabilities.

2 Visual Impairments; Solutions like screen readers, high contrast modes, and zoom
functions.

3 Hearing Impairments: Solutions like closed captions, transcripts, and sign language
interpretation.

» Motor Impairments: Solutions like voice recognit

fon software, allt_q_r_npt_ivgfmﬁﬁtfﬂévicei,

and on-screen keyboards. = o anto iy e
» Human-Computer Interaction _[_l-li:i_:fl_l:"'-_ A'm "_lug!'ﬁtbli'ﬁa'ﬁ"ﬁield

studying interactions

between people and computers, to make systems more user-friendly, efficient, and
a{:tessihle_._ AN AR\R\Eh

> Users: Inﬂiﬁd'ﬁhi’ﬁﬁ'iniemcting with a system; their needs, abilities, limitations, and

preferences must be considered.,




+» Tasks: Specific activi L’ies users perfannusmg the: system

2 Interface:. Thpf pmnt of' mteractiun between the user and the system, including GUIs,
voice cnh‘lh'rands and gesture-based cantmls

3 Environment; The physical and social context of the interaction, such as lighting, noise,
and whether the use is solitary or collaborative.

2 Interface Issues: Problems with poorly designed interfaces, such as untidy layouts and
unclear navigation.

3 Accessibility Challenges: Issues in making systems usable for people with disabilities,
including visual, auditory, motor, or cognitive impairments.

2 Performance Issues: Problems such as slow or unresponsive systems affecting usability.
3 Poor Error Handling and Feedback: Inadequate error messages and feedback leading to

user frustration.
2 User-Centered Design (UCD): A design approach fﬂcuﬂngﬂn—useﬁ_ m md feedback
throughout the development cyr,le o N0 N ¢ :

|,'\-'.-|| ' |

> Accessibility Enhanmmentﬁ, UEﬁlgmf‘IE system; to ‘be usahle by people with various
disabilities. AT QLS Ll

> Eimpllfyll Lﬁarlnterfate:v Reda.lcmg complexity and presenting information clearly.
3 Improsfi ng Perfm‘ma nce: Optimizing system performance to ensure smooth operation.

D Error Prevention and Recovery: Mechanisms to prevent and recover from errors
effectively.

3 Ethical Implications: Concerns about user rights, privacy, and dignity.
> Social Implications: The impact of technology on communication and social interactions.

3 Economic Implications: The effect of technology on the economy, including job creation
and disruption.

> Environmental Implications: Considering energy consumption, resource use, and waste
management in technology.

» Authentication Complexity: Balancing security measures like multl factor

authentication with user convenience. N\ (E e W\
2 Access Controls: Restricting dat.a, access tu pmtect ‘.&E{:l}ﬁtjfwhﬂe cunsmenng the impact
onuserworkflow. .\ V//\\| U2

.-/\_

& Encryption: Prutectmg data wi-th Eﬁcryptmn while managing the potential impact on
PElfUﬂnlemcq RN ol

> Reiular Updates and Patches: Maintaining system security through updates while
managing disruptions tousability.




Exnrm se  VAASRES

E’ Select the best answ&r f'ur the fﬁ!iuuﬂng Multrple—thuice Questions (MCQs).
1. Asoftware pr uc i'ecéh.res negative user reviews due to being difficult to use. Which of
the following factors is least likely responsible?
a. Inefficiency b. Ineffectiveness c. High satisfaction  d. High complexity
2. Aweb form alerts the user when an email address is entered incorrectly before
submission. Which usability principle does this best represent?
a. User satisfaction b. Error prevention
c. Performance optimization d. Feedback mechanism

3. If you want to observe users' emotional reactions and gather verbal feedback while they
perform tasks, which usability testing method would be most suitable?

a. Moderated Usability Testing b. A/B Testing
c. Unmoderated Usability Testing d. Remote Usability Testing

4. Which practice best supports confidentiality in a hospital's patleutmmrdsﬁy%m*
a. Ensuring the system is always online R = e N VAT

b. Allowing only authorized doctors to accwpﬁlmt ﬁafa i ;.-___. o
c. Letting patients edit l:hein nwn ﬁ{m freeig( WA T
d. Encrypting data for p;{ghhc aclpess

5. Auser receives. ﬁsqelrhmgly leglt:mate email from their bank requesting login details. This
is an example of;
a. Phishing . b. Malware c. Spyware d. Spoofing
6. Acompany wants to protect client data during transmission over the internet. Which
security method should they apply?
a) Firewall b. Encryption C. Access Control d. Antivirus Software
7. What is the main objective of Human-Computer Interaction (HCI)?
a. System performance b. User interaction
¢. Software complexity d. Hardware costs
8. Which of the following is NOT considered a key element of HCI?
a. Users b. Tasks c, Budget d. Interface
9. Which of the following is a common issue related to accessibility in HER ..
a. Slow load times b. Inadequate error mesmges
c. Lack of alternative text for images | ﬂ Cu-mplicatlzd aumentlcatiun processes
10. Which method involves plachg Ureanﬂﬁuiﬂs at the core of the design process in HCI?
a. Performance Optimization || |\ |\~ b. Error Prevention
c. User- &nt&rﬁmﬁlﬂqﬁgﬁ {UED] d. Simplifying User Interfaces
11. What does the term ‘interface’ refer to in HCR ot
a. The physical device used b. Point where user interacts with system
c. The software programming language d. The hardware configuration
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12. Why is multi-factnr authenl;itatiﬂn {MF.!E} n{ten seen as a trade-off between security and
usability? . - i o YL
a. It's expénsive to implement

b. It improves system speed
c. It increases security but can slow dmun user access

d. It reduces the need for encryption
13. Which issue is caused by encryption?

—y

a. Processing speed  b. Data access c. Key management  d. Interface
14. How can auto-save improve cybersecurity efficiency?
a. Recovery b. Encryption c. Complexity d. Management
15. Which ethical consideration involves transparency in data use?
a. Efficiency b, Cost ¢. Privacy d. Accessibility
‘ Give short answers to the following Short Respnnse Questlngs (SRQ;}
. Whatare the key components of usability in HCIZ | _';:':_ \ u

List and briefly describe the four key etgmmts of HL‘i

What is the difference hel:weeri modqratédand Unmnderated usability testing?

What does ‘error handliqg mean in the context of HCI?

What s Tﬁanpﬂyﬁmr-ﬂeﬁtefed Design (UCDY'in HCI?

Give three benefits and two drawbacks of using password managers?

How does user feedback contribute to effective system design?

8. Provide anexample of how user feedback led to a design change.

9. Give two considerations for designing accessible systems for users with disabilities.

10. Suggest three features that should be included in a new educational software application to
enhance accessibility for users with disabilities.

-’t Give long answers to the fullovﬂhg Extended Response Questions (ERQs).

1. Describe how accessibility challenges impact the usability of a digital system and provide
examples of improvements that can address these challenges.

1. What are the main elements involved in Human-Computer Interaction {HCI} design? Explain
each element’s rolein creating effective interactive sw_.rstems,, \ (@ gy

3. Explain the ethical considerations in Human Eumputer htemctiﬁn {HCI] mlh examples. Why
are these t;anslderatmns important in the de'slgn and deployment of computing systems?

4. You are developing a mew software tool for remote team collaboration. What usability and
security features would' you integrate to support efficient teamwork while protecting
sensiti‘vgldaiatfl

5. You are tasked with designing an e-commerce website. The site must be both user-friendly and
secure. List three features you would include to achieve this balance and explain why.

6. Discuss the trade-offs between usability and security in computing systems. Pravide examples

of how these trade-offs might manifest in real-world applications.

:“‘F‘E-"‘:“!""!“‘"
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7. Youare tasked with designing an e-commerce website. The site must bE bﬂtﬁ user-fl'lE'l'ldl? and
secure. List three features you wouldiin cluﬂe ti}at':h Ev? th'ls ba&a nce and explainwhy.

8. How do, security measum l'.jlqa l’nuitl*fﬁf."tﬂf authentication (MFA) and encryption impact
usability, and how ;;an deslgnm balance these trade-offs?

], ._J| e
(]‘? Actwitjr 1: USEhIlIt}“ and Accessibility Design Challenge)

rﬂh]ecﬂve: To understand and apply principles of usability and accessibility in system design. g

Group Project: Divide students into small groups and task them with designing a mock interface for a
hypothetical app that must be user-friendly and accessible to people with disabilities,
Instructions:

* Choosean application (e.g., a fitness tracker, e-learning platform, or social media app).

3 Apply usability principles (simplicity, consistency, feedback, error prevention, learnability) to

the design.

 Incorporate accessibility features (e.g., voice guidance, large buttons, high-contrast modes).

% Create wireframes or mockups of the interface.

 Present the design to the class and explain how the features suppurt bad: t.ﬁahility and

\ accessibility. = - \ Al % .*- z) Y |k A U -
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=P | Activity 2: secud;gﬂeqsures Evaluatfop \SLD

Objective: To analgze iln;l pqtt ﬁi ﬂ#ferent security measures on system usability and functionality.
Individual Rese J:hJLm:I Presentation: Students research and present on different security measures
and their potential impacts on usability.
Instructions:

<% Choose onesecurity measure (e.g., multi-factor authentication, encryption, or firewalls).

<% Explain how this measure works and its purpose.

=% Discuss how it might affect the usability of a system (e.g., increased steps for user login,

potential for user confusion).
=¥ Provide real-world examples of systems where this trade-off is evident.

«% Present findings to the class and suggest ways to mitigate usability issues while maintaining
\ strong security. ) )

(’-ﬂ Activity 3: Design an Inclusive Interfac)
ﬁ

rﬂbjective Students will design a user interface for a 5paciﬁc tarﬂﬂt auqunc&cuﬁﬁHémig different
types of disabilities. A Dantfab

I ML {
*_.'-_‘_.' '-.." -':l..l" \'

Instructions: WA AL
«» Identify User Needs: umqe studgntsﬂ mm gmups and assign each group a different disability
{visual, auditory, mntnr}

% Design Eqﬁaf thdh gmup mll demgn an interface for a common application (e.g., a public
information kiosk, a health tracking app) that caters to their assigned disability.

% Design Elements: Ensure designs include features like screen readers, high contrast modes,
alternative input methods, etc.
«» Presentation: Groups present their designs to the class, explaining how their interface meets

\ accessi bilitr stanﬂ rﬁ, P,
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m A:tiﬂqm us.abﬂ*lty Testlng Simulatiun)

Dbje:tlvu-JE: practice and understand different usability testing methods. W
Simulation Exercise: Conduct a simulated usability test of a given website or app, applying different
testing methods.

Instructions:

1. Preparation: Select a website or app to test.

2. Testing Methods: Use different types of usability testing methods (moderated, unmoderated,
qualitative, quantitative) to evaluate the system, Forexample:

*  Moderated Test: Have a classmate use the system while you observe and take notes.

% Unmoderated Test: Have another student perform tasks on their own and record their
interactions.

Qualitative Test; Conduct interviews with users togather their feedback.

Quantitative Test: Measure task completion times and error rates.

3. Analysis: Compile the results from different tests and iden t1fy mmmpn uiiﬁimi' ﬁiu\es

4. R.npurtlng- Prepare a report summ aﬁzjng the Qndirrgfs Bhd dﬁllaﬂﬁt dmprovements based on the

o

o
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F‘ﬂ A;F!'(pltﬁ 5“ Evﬂluatmg and Improving an Educational App's Interface ’
w&te&hpp Taleemabad \

> Taleemabad isa popular educational app aimed at teaching children _
inafunand interactive way. It provides engaging content in subjects . : |
like mathematics, English, and Urdu through games and animated Hi Khalid

lessons, Broc Fre

Short Activity Overview: i

Evaluate the Taleemabad app's interface, identify areas of |
improvement, and suggest user-centered changes that could enhance |
. learning and usability.

Questions for Evaluation:
1. Is the app easy to navigate for bothchildren and parents?
2. Is the app's design colorful and engaging for children?
3. Does the design support ease of use, oris it overwhelming? : e
4. Can children easily start and finish a lesson? 12\ O

5. Is the app's flow intuitive. _fur -,rpung uaer: wltnuu“ a'dult""'
assistance? ?__ﬁ 7O WML
Suggestions for lmprnvtmgntr‘ o J Gt
1 W“at‘”ﬂ“-’ld ?ﬂuﬂiigﬁ'st tomake the app more user- frlendly? o ‘
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