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PREFACE

This texthnﬁk hasbeen- develnp-ed by NBF according to the National Curriculum of
Pakistan 2020~ 2!523 The aim of this textbook is to enhance learning abilities through
inculcation of logical thinking in learners, and to develop higher order thinking
processes by systematically building upon the foundation of learning from the previous
grades. A key emphasis of the present textbook is on creating real life linkages of the
concepts and methods introduced. This éppraach was devised with the intent of
enabling students to solve daily life problems as they go up the learning curve and for
them to fully grasp the conceptual basis.

After amalgamation of the efforts of experts and experienced authors, this book was
reviewed and finalized after extensive reviews by professional educationists. Efforts

were made to make the contents student friendly and m d&vdap the concepts in
interesting ways.. -~ Q A\

The National Book medannn Is always strﬁnng fur 1rnpruvement in the quality of its
books. The esgnl: baok ‘features an improved design, better illustration and
interesting ﬁctmtles relating to real life to make it attractive for young learners.

However, there is always room for improvement and the suggestions and feedback of

students, teachers and the community are most welcome for further enriching the
subsequent editions of this book. |

May Allah guide and help us (Ameen).

Dr. Kamran Jahangir
Managing Director

; -...:!'.;."._I"-?;’f_i'i-t_ NN



The Practical Impnrtance uf the Texl:buok iri Everyday Life

The following is a unit-by: unit 5ummar5r ef w!'let is presented in each unit with its practical
enpm'tencem nl,ir Er‘h'tﬂ‘da}' life.

UNIT 1 Cumputer Systems: This unit focuses on Human Computer Interaction (HCI). HCl is a
field of study about designing and development of interactive systems that are efficient,

effective and user-friendly while using digital devices. HCl plays an important role in
interaction between the computer system and the user in providing ways through which the
user can input data, receive feedback and navigate through the system.

UNIT 2 Computational Thinking & Algorithms: This unit is about developing algorithms which
is the first step for writing computer programs. Leaming how to develop algorithms holds
immense significance for students as it enhances their ability to think critically and provide-
structured approach to computational problem-solving

UNIT 3 Programming Fundamentals: In this unit students learn programming fundamentalsin
Python. Python is a high level object-oriented programming language. This unit describes
advanced programming constructs such as data structures, file handling:and) databases and
how to implement complex algorithms in Python. In teday*s modernworld, having computer
programming skill is essential es it pla:fs an mportan& role'in automation of tasks that we
perform in our daily life. ’ \TAO P

UNIT 4 Data and Anﬁl 52 Thi.r. unit fncmes on data analysis. It contains material on Machine
Learning (ML), Iﬂ'ﬁ. powerful technology that is transforming many industries by making
processes efficient and effective. It provides solutions to many problems related to various
fields such as marketing and advertising, financial services, healthcare and self-driving cars.
Material on data visualization is also explored which is representation of information in the
form of chart, graph, maps, diagram, etc.

UNIT 5 Applications of Computer Science: This unit describes the applications of Internet of
Things (loT), Blockchain and Cloud Computing that are applicable in government and private
sectors in Pakistan, Applications of these enhances our daily life by improving productivity,
efficiency and security. Material on neural networks and deep learning is also presented that is
used for development of complex systems. Data sharing and privacy conflicts are explored at
the end of the unit to understand issues related withit.

UNIT 6 Impacts of Computing: This unit focuses on issues faced by people when collaborating
on digital or online platforms. Today, much of our daily life revolves ereundtl'ie Internet and
this exposes us to a wide range of online threats; This unit deseribfes security measures and
safe practices such as 2FA, bmrnetne venﬁeatlen end eeewe ways for transmitting data, to
mitigateonlinethreats. ) | . 00 | N

UNIT 7 Digital Liter: This unit preSEnts matenal that describes the creation of artefact
that answers a research question, communicates results and conclusions through digital
resources or tools. It plays an important role in strengthening research, analytical skills and
fostersdigital literacy.

UNIT 8 Entrepreneurship in Digital Age: This unit explores the creation of a Minimum Viable
Product (MVP) for entrepreneurs and businesses. MVP provides low-risk testing ground before
making huge investment into a product. It allows entrepreneurs and businesses to validate
their business ideas, minimize costs and mitigate risks while launching anew product.
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'Lrj_ Learning Qutcomes

At the end of this unit students will be able to:

explain the usability, security and accessibility of devices, the systems they are
integrated with.

explain human interaction with computer systems in terms of:

Usability
Common problems S
Methudsfurimpmvements ~ Dan NN [ (B )0

Ethical, sucial,ecnnnm!r; aﬁdenwrunmental impli‘catmns

identify and expla{n tradeﬂffs \between the usability and security of computing
systems reqpmmgnﬂcyhersecunty measures by considering different factors such as
efficiency, %ﬂst privacy, and ethics.
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Introduction

In today’s rapidly evolving digital world, technology plays a central role in our everyday lives.
Whether we are using smartphones, accessing online services, or interacting with smart devices

at home, the design and functionality of these technologies deeply impact our experiences. As we

dive deeper into the world of technology, three key concepts emerge as critical toour interaction .
with these systems. These are usability, security, and accessibility.

> Usability ensures that devices and systems are easy to use and understand. Without it, even
advanced technology can become frustrating and ineffective.

- Security protects our data and interactions in a world of evolving cyber threats. Strong
measures are essential Lo safeguard sensitive information and prevent severe consequences.

- Accessibility guarantees that technology is available to everyone, including those with
disabilities. As our world becomes increasingly digital, it is important that no one is left
behind. Accessible design makes sure that all users, regardless of their physical abilities, can
fully interact with and benefit from technology.

Whatwill You Learn?

This unit explores the key principles of usability, security, and accessibility, highlighting their role

in designing effective and inclusive technology. You will also learn about Human-Computer

Interaction (HCI) and its focus on user needs. Additionally, the unit examines the trade-offs

between usability and security, providing insights into how designers and engineers balance

these often conflicting requirements to create systems that protect users without compromising
their experience.

1.1 System/Device Usability, Security, and Accessibility

When devices and systems are designed, they should be easy to use (usability), safe and secure
from threats (security), and accessible to everyone, including people with disabilities
(accessibility). Understanding these aspects is crucial because they affect how we interact with
technology and how technology affects our lives.

1.1.1 Device/System Usability .

Usability is a key factor in the success of any
device or system. It refers to how easily and
efficiently users can interact with technology,
directly affecting their satisfaction and
productivity. By applying usability principles,
designers can create user-friendly systems that
meet user needs and provide a seamless
experience.

Awell-designed system with high usability is easy
to learn, simple to use, and aligned with user
expectations. It enables users tc achieve their
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goals effectively, efficiently, and with minimal effort, ensuring a positive and satisfying
experience. Fig.1.1 illustratessuch a system.

Key Aspects of Usability:
The following are the key aspects of Usability.

3 Effectiveness: The degree to which users can successfully complete tasks using the device or
system.

2 Efficiency: The speed and minimal effort with which tasks can be accomplished.

3 satisfaction: The user's sense of comfort and positive experience while interacting with the
system.

Principles of Usability

Several key principles guide the design of user-friendly systems, ensuring they meet the needs
and expectations of their users. These principles include:

<& Simplicity

< Consistency

2 Feedback

% Error Prevention
2 Learnability

2 Accessibility

1. Simplicity:

The design should be as straightforward as possible, removing
unnecessary complexity and focusing on core functionalities.
| Example: The Apple iPod (Fig.1.2), with its simple click-wheel
interface, allowed users to navigate music/video quickly and
easily, without the clutter of extraneous buttons.
Google's homepage (Fig.1.3) is iconic for its simplicity,

concentrating on the primary function—searching—without
overwhelming users with excessive information or options.

Google

a s @

|
2. Consistency: IR

Interfaces should maintain a consistent design across different parts of the system, making it

easier for users to predict how the system will behave and reducing the cognitive load required to
useit.
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Example: Microsoft Office uses ﬁimitapmenus and fnulbm acrnss Wnrcl Excel, and PowerPoint,
helping users tranmti on smunthly hetween applications, as shown in Fig.1.4.
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The system should provide clear, immediate feedback %
to users regarding their actions, helping them | (Inprogress|About 6 minuteremaining
understand if their inputs were successful and what

the system is doing In response.

Example: E-commerce sites like Amazon provide immediate feedback when an item is added to
the shopping cart, often with a pop-up or visual confirmation, reassuring the user that their
action was successful. Another example is the progress bar in software installations, as shown in
Fig.1.5, which indicates the ongoing process and how much time is remaining.

4, Error Prevention:

The designshould prevent errors before they occur and offer easy waysto correct them if they do.

Example: When you try to close a document without sawng.ﬁ*wnrd p!lmcessdr like Microsoft Word
prompts you to save your work, preventing nc::idantal data lgss. As shown in Fig.1.6.

‘ mnﬂﬂ”-m i
’h- dick "Don't Sawe’, 8 recent copy of this file will be tempomily pelisble.
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5. Learnability:

The Syrstern Eﬁlﬂp(d be Easy f-::tr new users to learn, allowing them to become proficient quickly,
with minimal training or guidance.

) Example: Mobile apps often include a tutorial or walkthrough for first-time users, helping them
get started quickly.

' 6. Accessibility:
The system should be designed so that it can be easily used by everyone, regardless of their

abilities. This includes making sure that people with disabilities can also use it comfortably. The
goal is to ensure that the system is inclusive, meaning it

works well for as many people as possible, no matter

their physical or cognitive abilities. :
Example1: Voice Over feature on Phones (Fig.1.7) N
Voice Over feature allows visually impaired users to f- | )ik
interact with their Phones by reading ﬂut text ﬂ'l"l 'the Y

screen. Users can r;awgatz tthgh abpi. read

messages, and even |use | t‘.he \camera with voice
guidance, | 2 ltqg {he device accessible to those who —

are blind or have low vision.

Example2: TV Remote Controls (Device Accessibility)
Some TV remotes are designed with large buttons and
high-contrast colors to assist users with vision or
dexterity issues, These remotes are easier to see and )

press, making them more accessible to elderly users, as
shown in Fig.1.8. '

s 1.1.2 Usability Testing

Usability testing is a key method used to evaluate how user-friendly and effective a system or
g device is. There are several types of usability testing, each with a specific focus and approach.

The following are some common types of usahmty testing me:hgds; TOML
1. Moderated Usability Testing { =

In this type of testing; a facalltatar ar mndErator is present to gmde users through tasks, ask
questions, and observe hehawuﬁ in real-time. The moderator can also interact with users to
clarify 1n;t.[qc;_i.d;nsnrprnbecleeperlnta specific issues. Fig. 1.9 shows the whole process.

Example: A company developing a new software application conducts moderated usability
testing by inviting participants to a lab environment. The moderator asks users to perform
specific tasks, such as navigating through the app's features or completing a transaction. The
moderator observes how easily users can accomplish these tasks and asks questions about their
experience, helping to identify any usability issues.

S ... s onion (1) tnuiiComuersmens D SRR




2. Unmoderated Usabiljty Testing o et [
In unmoderated usability testing; users- cﬂmpiete teﬁks

on their own without a moderator's diract invdvément
This type of testing is.often “conducted remotely,
allowing partidpanh to use the system or device in
their natural environment. The sessions are typically
recorded for later analysis, as shown in Fig. 1.10.

Example: An e-commerce website wants to test how __
easily customers can find and purchase products. The ¢ ma A
company conducts unmoderated usability testing by [EEFIRHS
sending out tasks for users to complete at home, such as searching for a product, adding it to the
cart, and completing the checkout process, The user interactions are recorded, and the company

reviews the footage to identify any pain pointsor areas of confusion. .

3. Qualitative Usability Testing

Thie approach focuses on understanding the user's experience, | |
thoughts, and feelings while interacting with the-system-or, N NIPZAL &
device. The goal is togather in-depth insights into userbehavinr -
including what they find mtmtwe ur chalienglng As-shown in
Fig.1.11. AR oI

Example: A mubﬂe th dEVeluper n:cnducts qualitative usability
testing by interviewing users after they use the app. Users are
asked open-ended questions about their experience, such as
what they liked or disliked and any challenges they encountered. This feedback helps the
developer understand the user’s perspective and make improvements to the app’s design.

T e




4, Quantitative Usabﬂit}' Testing

Quantitative usability tes!;mg qnllem mﬂm‘ical data to
measure usabilil‘.y] aspects like” task completion time,
error rates, and. éuccess rates. This method is useful for
comparing different versions of a system or device or
setting benchmarks for usability.

Example: A company tests two versions of a website’s
navigation menu, In a quantitative usability test, users
are timed as they attempt to find specific information
using each menu version. The company collects data on
how long it takes users to complete the tasks and how &
often they make errors. This data is then analyzed to determine which menu is more efficient and
user-friendly. As shown in Fig.1.12. .

5. Remote Usability Testing

-~ Remote usability testing allows users to test a | Pnds

system or device from their own lqcatmn, uim
their own devices. This t’gpenf tesl;mg can| bé ﬂthﬂ i -
moderated or unmudemted,, and| it s’ iparticularly |
useful for reach 8 Md@r audience or observing (8
how users. frpi raet with a product in their natural |
environment. '

Example: Aglobal software company wants totesta
new feature with users in different countries.
Remote usability testing is conducted, with A B A - :
participants using the software on their own computers while being observed through screen-
sharing technology. The company gains insights into how the feature performs in different regions
and environments without needing to bring users into a lab. As shownin Fig.1.13.

6. A/B Testing

A/B testing, also known as split testing, involves
comparing two versions of a system or device to see
which one performs better in terms of usability, as )
shown in Fig.1.14. This type of testing is curnmanl;-.r v
used in webdesignand online mmce&. e

Example: An online retmler wants tﬁ determme '
whether a new htTm!page laynut will lead to more
sales, Th&y,dteatil two versions of the homepage
and use A/B testing to randomly show each version
to different users. By comparing the sales metrics and user engagement data between the two
versions, the retailer can determine which layout is more effective.
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1.1.3 Common Usabihtylﬁsues andHnw ta ﬁrvdehem

Usability issues can -'sigmﬁ\c:ar»ﬂwr irnpacr. the effectweness and user satisfaction of a system or
device. When users encuunter prohlems with usability, they may become frustrated, make
errors, or even aﬂan'dnn the product altogether. Understanding common usability issues and
knowing how to avoid them is crucial in designing user-friendly systems. .

! The following are some common usability issues, along with practical solutions and examples.

1. Complex Interfaces .
Complex interfaces are those that
overwhelm users with too much ""“"‘

information, too many options, or overly
complicated layouts. When users are m.ﬁ.,,ﬂ
faced with an interface that is difficult to | ™"
understand or navigate, they are more
likely to make mistakes, take longer to
complete tasks, or feel frustrated.

| Solution: To avoid complexity, focus on

| simplicity, Simplify the interface by 1

| prioritizing core functions and, remmnlng A

5 unnecessary features. The des'ign 5hauld h‘rghlight the most important tasks and provide a clear
andintuitive path fFf Etsﬁrs toaccomplish them.

Example: Exampﬂé Consider a mobile banking app (Fig.1.15) that lmtlalty has dozens of features

crammed into a single screen. Users might find it difficult to locate basic functions like checking

their balance or transferring funds. By simplifying the interface—perhaps by organizing features
f into easily accessible categories or hiding advanced options behind menus—the app becomes

much easier to use. A good example is the early versions of the PayPal app, which went through

multiple iterations to simplify its interface, eventually focusing on core actions like sending
! money and checking balances on the main screen.

1. Inconsistent Navigation ,

Inconsistent navigation occurs when the navigation structure or elements change from one

| section of the system to another. This incensistency can confuse users, making it difficult for them
to predict how to move around the system or find the information they need. As a result, users
may feel lost or frustrated. e
Solution: To maintain consistency, ensure that navigation menus; buttuns, and other fnterface
elements remain uniform across all parts of the sysl:em Cms:stenw in des:gn allows users to
develop a mental model of hnw the system. warks; r'naking it easier forthem to navigate.
Example: Imagine a website whet‘e the "(ﬁuntact Us" buttun is located at the top of the page on
some sections and at th$ tuptr.um on'others. Users might struggle to find the contact information

depending on wha'e they are on the site. A solution would be to place the "Contact Us" button in
the same location on every page, such as in a fixed header or footer. Amazon's website, for
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instance, keeps its navigation consistent, across- d'lffEl'Eﬁt peges wrth the search bar and
navigation menu always in the same place helmng users find what they need quickly.

3. Poor Error Messages ke
Poor error mssagds are thnse that areunclear, overly technical, or
provide little to no guidance on how to resolve the issue. When

users encounter such error messages, they can become confused,
frustrated, and unable to continue using the system effectively.

Solution: Write error messages that are clear, concise, and
helpful. Good error messages should explain what went wrong in
plain language and provide actionable steps that users can take to fix the problem.

Example: Consider an online form where a user enters an incorrect date format, and the system
simply displays "Error 150: Invalid input.”, as shown in Fig.1.16." This message is vague and doesn't
help the user correct the mistake. Instead, the error message should read something like, “Please
enter the date in the format MM/DD/YYYY." This clear guidance helps the user understand the
issue and correct it immediately. Google's forms often prewde suci'_l ckeal“ anﬂ helpful error
messages, ensuring users can easilyﬁx an'gr mistakes AN [ (Bl

4. Lackof Accessibility _ >

A lack of accessibility means thar, the system
or device is not gesigned te' accommodate
users with disabilities, such as those who are
visually impaired, hearing impaired, or have
motor disabilities. Ignoring accessibility can
exclude a significant portion of potential
users and lead to a poor user experience for
those with disabilities.

Solution: Implement accessibility features
to make the system usable for people with a
wide range of abilities. This includes adding screen reader support, keyboard navigation,
alternative text for images, and options for adjusting text size and color contrast.

Example: Consider a website with small text and low contrast colors that are difficult for visually
jmpaired users to read, as shown in Fig.1.17. By lmplementing ac:esslbititr features like text
enlargement options, high-contrast color schernes and. ensurhg the website is compatible with
screen readers, the website hecemes mere aecessibles Apple's website, for example, offers a
high-contrast mode and suppurts streen readers, making it accessible to users with visual
irnpairments \ :

NTRNAY
A lﬁeﬁscefSyssem Security’

Security in the context of devices and systems refers to the measures and controls implemented
to protect information and systems from unauthorized access, use, disclosure, disruption,
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medification, or destruction. It aims to safeguard data, anﬂ ensurp l:ha‘t sﬁtErns ium:tinn as
intended. The following are the kea;ubjectwesaf :ecuﬁw -

Key Objectives: ANTE QLS
Confidentiality: Ensurt_rllg that sensitive infurmatmn is accessible only to authorized users.
Integrity: Prntectmg data from being altered or tampered with by unauthorized individuals.

Availability: Ensuring that systems and data are
available for use when needed.

Principles of Security:

The development and maintenance of secure systems
rely on several foundational principles, commonly
referred to as the CIA triad—Confidentiality, Integrity,
and Availability, as shown in Fig.1.18. These principles
serve as the cornerstone for designing systems that
protect data and ensure that it remains safe and
accessible under various conditions. '

1. Confidentiality v QO

Confidentiality involves DfOtectIng sensitlméinfuﬂnattan f rom unautl'nrized access, ensuring that
only those who have the appmpﬂate pemissiﬁns or clearance can view or use the data.

Example; Cmmder a%mnfs database that stores customer credit card information. To keep
this data confidential, the company might encrypt the credit card numbers before storing themin
the database. This way, even if a hacker gains access to the database, they would not be able to
read or misuse the credit card information without the decryption key.

2. Integrity

Integrity refers to the accuracy and consistency of data. It ensures that information remains

unaltered during storage, transmission, or processing, except by those who are authorized to do .
so. This principle protects data from being tampered with or corrupted.

Example: When a user sends an important email, such as a contract, he/she might digitally sign a
it. Adigital signature is a way to ensure that the content of the email has not been altered after it

is sent. If the recipient receives the email with a valid signature, they can be canﬁdent that the

content isexactly as intended and has not been r.ampered with ey AL

B R

3. Availability B i Y NAn
Availability ensures that systems; andclamane accegsihle and usable when needed, even duringor
after a disruption. This plinr.'iple invnlues 'designing systems to withstand and recover from
failures or attacks quﬁnlﬁliﬁ, \ -

Example1: To guamntee availability, a business might implement more than one servers and data
storage. For instance, if one server fails, another can take over immediately, preventing stoppage
and ensuring that users can continue to access the system without interruption.
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SecurityPolicies and Best Practices: /[ 2 \ GV

Implementing strong SECUﬂt‘r' pﬂlicles and hest ;n'ac'tices Is essential fur protecting devices and
systems. T QLS

Data Prnte:tianjl?nhdesr ThHE are guidelmas for handling, storing, and transmitting sensitive
information to' prevent unauthorized access or disclosure. For example a company policy
requiring encryption of all sensitive customer data before transmission.

Regular Security Audits: Audits are conducting thorough assessments of systems and networks to
identify vulnerabilities and ensure compliance with security standards. For example an
organization performing quarterly security audits to check for any gaps in their defenses.

Employee Training and Awareness: Educating employees on security risks and best practices to
prevent human error, which isa common cause of security breaches.

Incident Response Planning: Preparing a plan to quickly and effectively respond to security
incidents to minimize damage.

P' Learning from Security Breaches

Case Study: The Target Data Breach uf 201 3 i =

Overview EBR TN [ =

In December 2013, Target, I.;urp:uration q majnr»u 5 retail chaln suffered a significant data

breach that cumpmmised l:he. mrmmtan& financial information of millions of customers.

Key Details _

< How It Hapbr:ﬂég Hackers accessed Target's network through a third-party vendor, using
stolen credentials.

3 Data Compromised: Approximately 40 million credit and debit card accounts and personal
information of 70 million customers were affected.

2 Financial Impact: The breach cost Target an estimated $162 million in legal fees,
settlements, and security upgrades.

3 Reputation Damage: Target's reputation suffered, leading to a decline in customer trust and
sales.

*» Regulatory Response: Target paid $18.5 million in a settlement with 47 states and
implemented stricter security measures,

Lessons Learned

2 Strengthen Cybersecurity: Companies must ensure robust security measures, especially
with third-party vendors.

2 Employee Training: Regular training on recognizing cyber threats is essential;

3 Incident Response Plan: Aclear plan for responding to breachescanmitig daniage

+» Regular Audits: Cnnducting semrity audits hehps 1de‘ntlfy an:! ﬁwulnera ilities. |

O ¢ ﬁ55¢gnment
Research two additional data hrea:hei 'For each breach, include:
i Eac{cgrﬁmd* 'Cormpany and context
ii. Dateof Breach
iii. Data Compromised
iv. Financial Losses
v. Reasons for the Breach
vi. Remedies Implemented
This exercise will help you understand the importance of cybersecurity in today's tﬂgﬁﬁi
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1.1.5 Device/System Accesmblhty \ (GO

Accessibility refers to the dasignnf dEvlcEs’ systerns and sen.'ices in a way that they can be used
by people with a wide range uf a-bf[itvas and disabilities. It involves making technology usable by
everyone, mctudqn@ those' with visual, auditory, physical, cognitive, or other types of
impairments. " '

Key Aspects of Accessibility:
The following are the key aspects of Accessibility.

2 Inclusivity: Ensuring that technology is accessible to the widest possible audience.

2 Adaptability: Allowing users to customize the way they interact with the system to suit their
needs.

> Compliance: Adhering to accessibility standards and legal requirements to ensure that
products are accessible.

Principles of Accessibility:

Accessibility is a fundamental aspect of design that ensures technﬁl&_n,y m he tE:Ed by everyone,
including individuals with disabilities, The pnncdptes pf al:t;m#ih;tﬁy guide the creation of
systems and interfaces that a:ﬂmnnmdatear wid&fahgeuf needs: By adhering to these principles,
dasigners can create pruduqu maf arp mcihs‘ive and usable by the broadest possible audience.

1. Perceivability [\[[\[)1/ 0
Perceivability means Ul&t. all users must be able to perceive the information and user interface

components, regardless of their sensory abilities. This principle ensures that content is accessible
to users with various sensory impairments, such as those who are blind, deaf, or colorblind,

Examples1: Websites should provide text alternatives (alt text) for images. This allows screen
readers to describe the content of the images to users who are visually impaired. For example an
online store includes alt text for product images so that a blind user can hear a description of the
item, such as “Red wool sweater with V-neck and ribbed cuffs, " through their screen reader. k

Examples2: Captions and Transcripts for Audio/Video:
Providing captions for videos and transcripts for audio content
ensures that users who are deaf or hard of hearing can access
the information. For example a YouTube tutorial video on | .
cooking includes captions so that users who are hearing | '
impaired can follow alung mth the lnstmctibni- AS Shwn n|ig
Fig.1.19. e S AN :

2. Operabi lity

Operability reﬂ'ers 1;0 the nb;hty of users to navigate and use the interface, regardless of their
physical or motor abilities. This principle focuses on ensuring that all users, including those with

disabilities, can interact with the systam effactively.
Example1: Keyboard Navigation: Users should be able to navigate through the interface using
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just a keyboard, without “Ee:ding,

| Example2: Vu{q:estlﬂmands Implernenti ng voice control features
allows users to operate systems hands-free. For example a smart
home system can be controlled via voice commands, enabling users
with mobility impairments to turn on lights or adjust the thermostat §
without needing to physically interact with the controls. As shown |

inFig.1.20.

3. Understandability

Understandability means that the design should make it

easy for all users to comprehend the information and know

how to operate the interface. This principle focuses on

creating content and interactions that are clear and
. straightforward.

Examplei: Simple Language: A government website §-
(www.fbr.gov.pk) provides instructions furﬁllmg taxesin\ |}
simple language, making tl;ne process. mrérﬂgu@demaﬁd Emﬁi‘fﬂﬂﬂ oo
for all tax payers, mcluﬂ‘iﬂg thuse with learning =2

disabilities, a 5hﬂﬁﬂmﬁ§ 11210

Examplel* ﬁrmr Prevention and Correction: An online form for registering an event highlights
. required fields and provides real-time feedback if a user forgets to fill out a section, along with
f instructions on how to correct the mistake.

4, Robustness

Robustness refers to the ability of content to be interpreted by a wide range of devices, including
assistive technologies. This principle ensures that content remains accessible even as
technologies evolve.

Example1: Cross-Browser Compatibility: Ensuring
that a website functions correctly across different
web browsers is crucial for accessibility. For
example an educational platform tests its website
to ensure it works well on Chrome, Firefox, Safari, - .
and Edge(As shown in Fig.1.22), so that students |
using different browsers have the sameﬂxperim :

Example2: Support for Hultlple Input Devices: A cornputer device is designed with multiple
input options to thtr tu users ‘with different preferences and needs. For example users can

interact w'itpl H{E computer using voice commands for those who find it difficult to use a
traditional mouse and keyboard. The touchscreen interface allows for gestures and touch
interactions, providing an alternative for users who have difficulty with physical input devices.

"
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1.1.6 Types of Disabilities and Accessi blllty Sulutmns

Designing technology that is msluswe and/ accaf.sihle o' Indwiduals with various disabilities
involves understanding the unique t:hall&nges e‘ach type of disability presents and implementing
tailored solutions. _ J. [N ol

The following arel mme accessibili ty solutions for different disabilities.
Visual Impairments:

Yisual impairments encompass conditions such as blindness, low vision, and color blindness.
Accessibility solutions for visual impairments aim to make content perceivable through
alternative means.

Solutions and Examples:

Screen Readers: These tools convert text and other visual [
elements into spoken words or braille. Effective implementation
requires semantic HTML and ARIA (Accessible Rich Internet [
hpplia:atinns} roles. For example JAWS (Job Access with Speech) or |
NVDA (Non Visual Desktop Access) reads aloud content on a web (4
page, such as "Welcome to our website. Tnday!dateESeptembeF =

1, 2024." This enables blind usersto na\ngaceandinter,attvﬂthwebmntent as shown in Fig.1.23.

High Eﬁﬂtﬁﬁtﬂndﬂ' Enhances readability by using contrasting colors to
_ h’iﬂfe text stand out against the background. For example Windows and
“§ macOs offer high contrast themes that switch text and background colors
¥ to improve visibility. Websites like BBC also provide high contrast modes
8 (oruserswith low vision. (Fig.1.24) [

Zoom Fum:tiuns Allows users to magnify text and images on | =
the screen to better accommodate low vision. For example
Google Chrome and Mozilla Firefox browsers have built-in
zoom features that enable users to increase the size of text
andimages, making them easier to read, as shown in Fig.1.25.

Hearing Impairments:

Hearing impairments can range from partial hearing loss to complete deafness. Accessibility
solutions for hearing impairments focus on prmrldlng lnfurmatmn thmugh mua't ‘and textual

Solutions and Examples:

Closed Captions: Text that appears ﬂn streeh tn transcribe spoken
dialogue, sound ife;ts, 'and ' other audio cues in videos. For
example YnuTubEl- ﬁrﬂwdes closed captions for videos, enabling
users who are dealf or hard of hearing to read the dialogue and sound
effects as they watch, as shown in Fig.1.26.
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Transcripts: Written vers’fnhs of au:hn cnntent which atlﬂw users to read the content instead of
listening. For example TED Taiks prowd&s transcripts for each talk, allowing users to read the
content in addmﬁp k]u prinstead of watching the video.

Sign Language Interpretation: Includes sign language videos that interpret spoken content into
i sign language. For example Microsoft Teams and other video conferencing tools allow users to
include sign language interpreters in video calls. Similarly, news channels like PTV News enhance
accessibility by adding sign language interpreters through a side video, making news broadcasts
understandable for deaf viewers, as shown in Fig.1.27.

Mnturlmpairments O R\ P

Motor impairments._ aﬂ’ect h pErsan's al:ﬂllt',pr to use traditional input devices like a mouse or

keyboard.- Ac-;psmiﬁhty solutions focus on providing alternative methods for interacting with
devices.

Solutions and Examples:

Voice Recognition Software: Enables users to.control their device and dictate text using voice
commands. For example Dragon NaturallySpeaking allows users to navigate their computer,
compose documents, and execute commands through voice recognition.

Alternative Input Devices: Includes specialized devices like adaptive keyboards, eye-tracking
| . systems, and adaptive mouse.

On-Screen Keyboards:

: Virtual keyboards displayed
on the screen that can be
used with touchscreens or
other input methods. For §
example On-Screen
Keyboard provides a virtuat,
keyboard that users can §
control usinga mmFse‘, tnuth '
screen, or pther- adaptive
devices, as shown in
Fig.1.28.
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1.2 Human-Cumput&r Interactiun (HCI)

Human-Computer Interaction' {HCI} isa multfdisclplinary field that studies how people interact
with cumputers, dpgll;dl devices, and software applications. The goal of HCI is to improve the
interaction between users and systems by making these systems more user-friendly, efficient, .
and accessible. Good HCI can reduce user frustration, increase productivity, and ensure that
technology meets the needs of its users.

Example: The design of a smartphone's touchscreen interface involves HCI principles to ensure
that icons are large enough to be tapped easily, and that gestures (like swiping or pinching) are in-
built.

1.2.1 Elements of Human-Computer Interaction

Human-Computer Interaction (HCl) is a complex and dynamic field that focuses on the design,
evaluation, and implementation of interactive systems for human use. The effectiveness of any
interactive system depends on several key elements that must be taremuy cnnsiderﬁd duﬁng the
design process. These elementsinclude: 2N (€ _c_'___‘;‘_:-.'-. i

> Tasks o\ ~r A 3 Lol o

2 Interface RARIRL0S
> En\r'irunment f TN
Users:

Users are the individuals who interact with a system. This involves studying their needs, abilities,
limitations, and preferences. Users can vary widely in their skills, knowledge, experience, and
expectations. Designers must consider the diversity of users, including factors such as age,
cultural background, physical abilities, and technological proficiency.

Example: Designing a word processor for a professional writer involves understanding their need .

for robust editing tools, an organized workspace, and features that enhance their writing
process, such as grammar checking, advanced formatting options, and distraction-free modes.

Tasks:

Tasks refer to the specific activities that users need to perform using the system. !deut:fying and
understanding these tasks is essential for deslgning an 1nterface that*suppmts users in achieving
their goals efficiently and effectively. : d AT N

Example: On an e-commerce website; Ee*,r tas.ks mfght mc!ude searchmg for products, filtering

results, reading reviews, adding it.erm toa shopplng cart, and completing a purchase. Designers
must ensure that. mhlwf'these tasks is straightforward and easy to perform. As shown in Fig.

1.29. NS
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interface:

The Interface is the point of interaction between the user and the system. It is where the design
of the system comes to life, allowing users to interact with it through various mput and output

mechanisms. The interface can take many forms, !ncludmg grabhlcal user‘interface's (GUIs),
voice command systems, gesture- hased mter!ﬂv;e's and rm:ﬂ‘e

Example: The layout of a wdEﬂ en:ht:-ng saftware 5 mterface is crucnal for user productivity. Tools
like cut, paste, and trim should be' eamly accessible, .and the timeline should be carefully
designed to_allow| fér precise edits. A well- -designed interface might also include customizable
workspaces, 'Jhere users can arrange tools and panels according to their workflow preferences.
As shown inFig.1.30.
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Environment: _ T A0 o\
The Environment refers to-the physical jand socfal
context in which the interaction between the user
and the systﬂil‘mta " place. The environment can
significantly Influence how a system is used, and
designers must consider these factors when creating
interfaces. The environment includes the physical
surroundings (e.g., lighting, noise levels, and
available space) and the social context (e.g.,
whether the system will be used individually or :
collaboratively). :
_Example: A public kiosk interface, such as those found in airports or shopping malls, must be
designed for quick, efficient use in potentially noisy, crowded environments. The interface should
be simple, with large buttons and clear instructions to accommodate users who may be ina hurry
or distracted by their surroundings. Additionally, the kiosk might negq_:[ to be ﬂe;;gﬁed for use by
standing users, meaning the screen should be at a qpmfnrlqmghgigr@}%g{_ud;;_#j}ﬂé.‘-ﬁs' shown in Fig.
1.2.2 Usability in Human-Computer Interaction

Usability is a I’uq@amﬁﬂ_ﬁi'ﬁéﬁﬁeﬁﬂi'ﬁ'ﬂﬁhan-tﬂmputer Interaction (HCI), and it plays a crucial
role in detenﬁi’p!ﬁﬂ.ﬁ&v}'e'ﬁéctive and enjoyable a system is for its users. Usability refers to the

extent to which a system can be used by specific users to achieve specified goals with
effectiveness. A system with high usability is one that is easy to use and learn.

Key Components of usability in HCI:
Usability can be broken down into several key components, each of which contributes to the
overall user experience in HCI. These components include Learnability, Efficiency, Memorability,

Error Handling, and Satisfaction.

Learnability:

Learnability refers to how easy it is for new users to accomplish basic tasks
the first time they encounter the system. A highly learnable system allows

users to quickly grasp how to use it without needing extensive guidance or Online Banking
prior experience. This is especially important for applications or devices § )|\
intended for a broad audience, where users-may have varyingiwds W coaniaine
technical expertise. g \/7 Tl O A L oy
Example: Consider & mobile bankirig app designed for a diverse user base. f§ S _—

Anew user should be able to quicklylearn how to navigate theapp to check | SIS
- their accmnf'bal]dﬁe% transfer funds, or view transaction history. The use - GO
of onboarding tutorials or interactive guides can further enhance §
learnability, ensuring that users feel confident and capable from their first
interaction as shown in Fig.1.32.

e — |
- ad




FI W Y BT A e A Sl R i B Lkl EEBEEE S e

Efﬁdeﬂﬂ (";. , P A ) ¥ \~. \ st
Efficiency pertains to hnw mlt!dy and effectiveiy users can perform tasks once they have learned

how to lntaraqt] with the system. An efficient system allows users to achieve their goals with
minimal time and effort.

' Example: A professional graphic designer using design software like Adobe Photoshop needs to
perform tasks such as editing images, creating layouts, and applying filters swiftly, Efficiency in

i this context means providing shortcut keys, customizable toolbars, and responsive tools that
allow the designer to work with speed and precision.

Memorability:

Memorability refers to how easily users can remember how to use a system after a period of not
using it. Asystem with high memorability ensures that users can return to it after some time and
still remember how to perform key tasks without needing to relearn the interface.

Example: Imagine a user who only occasionally uses an online form submission system, such asa
tax filing website. After several months, when they return to the site; tﬁey should be able to
easily recall how to navigate the system;fill .aut- the neces;a:? forms, and submit their
information. This can be fan:ilita'l:ed ttn‘uugh tunsistént design patterns, clear labeling, and a
logical flow of steps. 'r‘ Ara |l o=

LTI L

Error H&ndlirw 7 AU

Error Hanﬂ&ind mvulves the system's ability to prevent errors,
guide users in correcting them, and help users recover from
mistakes. Good error handling is essential for maintaining user {
trust and ensuring a smooth interaction, even when things go |
wrong.

Example: An online booking system (Fig.1.33) for airline tickets
should prompt users to correct mistakes, such as entering an
, invalid date or leaving a required field blank. Instead of allowing
the user to proceed with faulty data, the system might highlight the problematic fields in red and
provide an error message explaining what needs to be corrected. Additionally, providing helpful
suggestions or autofill options can prevent common errors, such as typosin names or addresses.

1.2.3 Cnmrnnn Problems in Human-Computer Interaction

Human-Computer Interaction {HEI} is a critical field that focuses on improving the interaction
between users and computer systems. While significant progress has been made in designing
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more user-friendly and efficient systems, maral cunm un pmhlbms suu pen‘ist. These issues can
negatively impact user experience, ' leat:ﬁns m fnmtrati‘nn, errors, and even exclusion of certain
user groups. Addressing ﬂiﬁa challeng;es is essential for creating systems that are accessible,
user-friendly, and, eﬂklerll forall users.

Interface Issues:

Poorly designed interfaces are one of the most common problems in HCI. The interface is the
primary means through which users interact with a system, and its design can make or break the
user experience. Common issues with interfaces include untidy layouts that could lead users to
unclear navigation paths that make it difficult to locate important features. These problems can
lead to confusion, inefficiency, and increased errors.

Example: Consider an e-commerce website with a poorly designed navigation menu. If the menu
is untidy with too many options, users may struggle to find the categories they are looking for. For
instance, a user searching for electronics might have to examine through an extensive list of
unrelated categories, leading to frustration. R
Accessibility Challenges: RNHANES (@)
Accessibility in HCl refers to the design of systems I:hat can hg uSed by pleup’ce w1th a wide range of
abilities and disapilities. Hﬂwevﬂr, many sy'stems are not designed with accessibility in mind,

leading to challenges for users wltn visual; ‘auditory, motor, or cognitive impairments, These
challenges aftenaﬁsgm&nwe designers do not fully consider the needs of all potential users.

Example: A webﬁi‘te that lacks altemnative text (Alt text feature) for images is inaccessible to
users with visual impairments who rely on screen readers. These users might miss out on
important content or context provided by images, making their experience incomplete or
frustrating. Similarly, a mobile app that relies solely on sound for notifications may be unusable by

individuals with hearing impairments.

Performance Issues:

Performance issues, such as slow or unresponsive systems, can severely impact the usability of a .
system. Users expect systems to respond quickly to their
inputs, and any delay can lead to frustration and a decrease in .
productivity. Performance problems can be caused by a variety x “m
of factors, including poor system optimization, excessive =<2

resource use, or network latency. When systemsare slow or fail . { ~-;:'Wm REAIA p,,m
to load content efficiently, users m:.wI abandnn ta!lﬁ or lublt. fnr__ 1 """"’“

alternative solutions, O\~~~ YA WD | o
Example: Imagine using an anline h&nking app that takes an
excessive amount qf Iﬂnth to load account information dr
process transactinns (Fig.1.34). Users may become impatient Cancel
and concerned about the security of their transactions, leading,

them to avoid using the app in the future.
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Poor Error Handling and Feedhack.

Effective error handling and f‘eedback are crucml components of a user-friendly system. When
users enceunter errpm, tl'aear need clear, constructive feedback to understand what went wrong
and how to ﬁx it. Systems that provide poor or inadequate error messages can leave users
confused and frustrated, leading to mistakes and inefficiency. Conversely, well-designed error

handling helps users recover from mistakes quickly and with confidence, improving the overall
user experience.

Example: Consider a form submission process on a website where the user is required to enter
several fields of information. If the user leaves a required field blank or enters data in the wrong
format, the system should provide an immediate, clear error message that explains what needs to
be corrected. For instance, if an email field is left empty or filled incorrectly, the system should
display a message like, "Please enter a valid email address.” Without this guidance, users might

not understand why their submission is not being accepted, leading to frustration and patent#ally
abandoning the form altogether.

1.2.4, MethodsfnrlmprevingHuman-Cumputerlnteractien

Improving Human-Computer Interaction ¢ {Hcl} invuweﬁ uaﬁads strategies and methodologies
aimed at creating systems that aremnre userdfnendly, efﬂcient and complete. By addressing key
aspects such as user-centered t:lesin'n, ecceis!hility, interface simplification, performance
epﬂmizatinn,lnnqgrrer prevention, developers can significantly enhance the users' experience.

User-Cent&redlnesign (UCD):

User-Centered Design (UCD) is a design philosophy that places
the end users at the core of the design process. It is an iterative
approach where user feedback is continuously gathered and
integrated throughout the development cycle. This method
ensures that the final product aligns closely with the users'
needs, preferences, and limitations, resulting in a more
effective and satisfying user experience.

ExamPIe: Consider the development of a new educational
software intended for use in schools. By involving teachers and LA
students in the design process from the beginning, developers can gather valuable feedback on
features such as interactive elements, user interfaces, and content nrganiﬁtiun Early testing
might reveal that students prefer interactive quizzes- even static reading material, leading to
adjustments that enhance engagement andieamingeut{:nmes As shown in Fig.1.35.

AccessibilityEnhancemntsf L RO
Accessibility enhqn-cennnts focus on makmg systems usable for individuals with a range of

disabilities; This involves designing systems that are perceivable, practicable, understandable,

and user-friendly, ensuring that people with,visual, auditory, motor, or cognitive impairments can
effectively interact with the system.

Example: An educational platform that includes captions and transcripts for all video content




ey s

improves accessibility for students with hearing i'rnpairmtentﬁ, Additinnaﬂy, incorporating
keyboard navigation and screen reader:umpatibihty ensures that users with motor impairments
orvisual disabilities can intErar.I‘. with the platform effectively.

o [
Simplifying Userinterfaces*
Simplifying user interfaces involves reducing unnecessary complexity and presenting information
in a clear, concise manner. A well-designed interface should prioritize essential features and
streamline interactions to minimize user effort and cognitive load.

Example: A streamlined email application that features a minimalist design with only the most
commonly used tools (such as compose, inbox, and search) can significantly enhance user
efficiency. By avoiding complex menus and excessive options, users can quickly access and
manage their emails without unnecessary distractions.

Improving Performance

Optimizing system performance is essential for ensuring that applications run smmthly and
respond promptly to user inputs. Performance issues such as slow load times nr unree;pun:;we
interfaces can detract from the user experience andhinder prm:luct!wty, -

- Example: Reducing the load time of a large &:ﬂhmerce ‘website b}.r optimizing images,

.....

compressing files, and Implehentlng \efl‘lcieﬂt mﬂ‘ing practices can greatly improve user
experience, \

Error Freventhﬂi aﬁd Recwery

Effective error prevention and recovery mechanisms are crucial for minimizing the impact of user
mistakes and system errors. Systems should be designed to prevent errors whenever possible and
provide clear feedback and recovery options when errors do occur,

Example: A spreadsheet application that prompts users to save changes before closing the file
helps prevent data loss. Additinrtally, an online form with real-time validation checks for required
fields and provides immediate feedback when errors are detected can help users correct mistakes
before submission.

1.2.5 Ethical, Social, Economic, and Environmental Implications in HCI

Human-Computer Interaction (HCI) is not just about creating systems that are user-friendly and
efficient; it also encompasses broader considerations that affect society at large. Ethical, social,
economic, and environmental implications play -a cruc:al role/ in fhe dévelnpment and
deployment of any new system. Understanding these aspeeti is 'essential for designing systems
that are not only effective but al;p resgqqsibte and sustainable,

Ethical Impli:atinns

Ethical implicatiqns n HCI address how technology affects users’ rights, privacy, and dignity.
Ethical design ensures that technology is developed an:l used in ways that are respectful and fair,
protecting users from harm and misuse, T

2 Data Privacy: One of the major ethical concerns is how user data is collected, stored, and
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used. Developers must emure that user &ata is handled with cunﬁdmtiality and used only for
its intended purﬂqsg,.\u;ers should have control over their data and be informed ahwthuw itis

used. SRl Y
Example: Sncial media - platforms such as, Instagram,
' Facebook, WhatsApp and Twitter (Fig.1.36), collect vast
amounts of personal data from users. Ethical practices
' require these platforms to implement strong data protection

measures, obtain explicit user consent before collecting
data, and provide clear options for users to manage their
privacy settings.

2 User Consent; Users should be informed and provide

consent before engaging with systems that collect or use their data. Consent should be clear
and informed. '

Example: Mobile apps that request access to personal information, m::hasrlm:atim or contacts,
should provide users with a clear Expianatlun of why thIS acl:e“iﬁ linecehsarrand obtain explicit

consent before pruceedlng DAt ALY Y
Social Implications: 'f-‘._ "; ( q"”‘.., v ;'5 '?Z,I\"_'_\_ LN
. Socfal implications fértuhhwtechnolugy influences cnmnmnication social interactions, and

. access to inp:prﬁh tln HCI can have both positive and negative effects on social structures and
relationships.

Example: Smartphones and social media enable instant msa_gina and video calls, fostering
_ global communication. However, excessive screen time and reliance on digital interactions can
. affect face-to-face communication s_ki lls and lead to issues such as social isolation,

Economic Implications:

Technology impacts the economy by creating new nppurtunities and challenges Understanding
these implications helps in designing systems S

that support economic growth while
addressing potential disruptions. . e L
Example1: The rise of e-commerce ptati‘nrms il

like Amazon (Fig.1.37) has generﬂted Jobs in
tech, logistics, anq Fustnmr service. These
platforms have also led to the growth of
related industries, such as digital marketing
and online payment systems.

lm ey i Mt i hlaond 1. ] ol wal Bag - = -
e O o SN i D | N O el o MO G ) D N - O O O 1S



T P T T P ) T = T . VE i R

o £ 1 R N 1
o s 3 T

.r'. = '.'l i

Example2: The automation of: manufactunﬂg pmtes:es
through robotics (Fig.1.38)\ can| lead-to increased |
production efﬁmqpcq hu’t may also result in job losses
for assembly \line workers. Training and reskilling
programs can help mitigate these effects,

Environmental Implications:

The environmental impact of technology involves
considering energy consumption, resource use, and waste management. Sustainable practices in
HCl are crucial for minimizing the ecological footprint of technology.

Example1: Companies like Google and Microsoft are investing in renewable energy to power their
data centers, aiming to reduce their carbon footprint and promote sustainability.

Example2: Electronics manufacturers are implementing take-back programs and designing
products with recyclable materials to reduce e-waste. Initiatives such as .ﬁpples recycling
program help ensure that old devices are properly rec]r-::led PR f-.“
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1.3 Trade-offs between U-salm t’} amd Securi‘t?‘ in Cernputlng
O\ systems

When designing col ing 5j5ferh§ ar.hleﬂng a balance between usability and security is
crucial. Both fathr‘sL essential, but they often come into conflict. The following is a detailed
look at the trade-offs between usability and security, along with recommendations for
cybersecurity measures considering efficiency, cost, privacy, and ethics.

1.3.1 Trade-offs between Usability and Security

Usability focuses on how easy and intuitive a system is for users, while security aims to protect
the system from unauthorized access and attacks. The trade-offs arise because enhancing
security can sometimes degrade usability, and vice versa.

The following table represents the trade-offs between usability and security in computing
systems, along with examples.

Security Usability Example

Enhances security by adding
extra verification steps like
multi-factor authentication

Aluthentication
Complexity
access much hnrder

4

(MFA), making unaut]mnzédi

Reduces usability as MFA
requires, additional. steps.
like entering cades from 3

| phone, slowing down user
| agcess. and causing
|\ | patential frustration,

| _'. '.| \ '._ e

_A_user_loggirig inte a barnk
“actoynt needs to enter a
_password and then a code
sent to their phone,
increasing security but
delaying access.

[ w&tr_ﬁ ‘unﬁﬁvc data by

ctinn user permissions,
‘ensuring only authorized
individuals can access or
modify information.

Hinders usability when
users frequently
encounter permission
issues, requiring them to
request access, which can
slow down theirwork.

An employee needs

frequent permission from IT
to access certain files,

delaying their ability to
complete tasks efficiently.

[ WE
i
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’ Encryption

Regular
Updates and
Patches

Security

| Secures data by converting
it into a format only
accessible with a decryption
key, protecting against
unauthorized access even if
datais intercepted.

Usability

Impacts usability as
‘encryption can slow down
data access and
processing, and managing
encryption keys can be
complex and time-
consuming,

Encrypting patient records
keeps them secure but may
slow down access, which
can be challenging during
emergencies.

Maintains security by fixing
vulnerabilities and
protecting against new

threats through regular

Disrupts usability as
updates may require
system restarts or
interrupt work, and they
can sometimes introduce

Frequent software updates
may interrupt employees’
waork, requiring them to
restart their systems, which
can be inconvenient during

updates.

compatibility issues. busy times.

1.3.2 Recommendations for Cybersecurity measures

When designing and implementing cybersecurity measures;- itis ﬂMRﬁ{thht tnrcunsider various
factors tostrike a balance between security andmerexpﬁeptgihe key factors to consider are
efficiency, cost, privacy, and ethics, “Each (of | thesr playsa crucial role in determining how
effective and sustainable the sacmfy soluitions will be.

Efficiency: E cy in cybersec urity involves implementing 5olutinn5 that protect systems
without ‘sig*ljﬁéantly hindering user productivity. The following computing solutions illustrate the
principle of efficiency in cybersecurity measures.

<» Auto-Save and Backup Systems:
Automatically saving work and backing up files regularly helps ensure that data is not lost in case

of a system crash or cyberattack. This increases efficiency by reducing the risk of lost work and
the need to redo tasks.

Example: Google Docs automatically saves documents in real-time to Google Drive, so users don't
have to worry about losing their work if their computer shuts down unexpectedly.

<» Password Managers:

Password manager stores and autofill strong, unique passwords for different websites, reducing
the time and effort users spend managing multiple passwords wh!le enham:mg Sﬂcuril:y

Example: Using a password manager like LastPass or Bitwarda’h. usemtan autmnuticuliy log into
websites without needing to rememher cqmale)t passwurds niaking the login process quicker and

more secure. AT~ VO WD

Cost; Cost considera{iﬁﬂs are :htital when deten-mmng the scope and scale of cybersecurity
measures, 'ﬂ\g dnal Fstﬂ“fmplemenl effective security within budget constraints. The following
computiné solutions illustrate the principle of costin cybersﬂurit:f measures.

.l
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2 Freemium Security Software: AN & AL
Many security software pruvider‘s (offer fr&e hasi‘u vemuns uf the:r products, which can be
sufficient for small bminesses or mdmduat users,  allowing them to secure their systems without
incurring high costs. [T || NN e

Example: Avast ufi'Jers a free version of its antivirus software that provides essential protection
against viruses and malware, which is often adequate for home users.

2 Cloud-Based Security Services:

Cloud-based security solutions often have lower upfront costs compared to on-premises
hardware, as they eliminate the need for expensive infrastructure and maintenance.

Example: Asmall business might choose to use a cloud-based firewall service, such as Cloudflare,
to protect their website from attacks, avoiding the cost of purchasing and maintaining their own
hardware.

< Open Source Solutions:

Open source tools and frameworks offer cost-effective alternatives to expensive: pr‘nprietary
software, providing robust security features without signlﬁqant ﬁnmmihnﬂesfment

-----

Example: The OWASP (Open Web Apphcatmn SEcuﬂtlerbjéctl provides a variet_v of open-source
tools that help developers identify and mmgﬁtﬁ security vulnerabilities in web applications,
reducing the need for expensive cdmmemiat solutions.

g xlx O

Privacy: Frwacypr&keéttnn is a foundation of cybersecurity, ensuring that users' personal data is
handled responsibly and securely. The following computing solutions illustrate the principle of
privacy in cybersecurity measures.

2 Private Browsing Modes:
Private browsing, or “incognito” mode, in web browsers prevents the storage of browsing history,
cookies, and other data, helping protect user privacy on shared or public computers.

Example: When using a public computer at a library, users can enable incognito mode in Chrome
or Firefox to ensure their browsing activity isn't stored, protecting their privacy.

2 Anonymization and Encryption:
These techniques protect user privacy by ensuring that even if data is accessed hy unauthnrizede
parties, it cannot be traced back to individuals or easily deciphered. = -

Example: Healthcare providers often encrypt patient m:qrdsand anmgmi:ze data hefure sharing
it for research purposes, ensuri ng that persnhai hﬂ.-aith infarmatmrr remains confidential.

D Two-Factor Authentication {IFAI

2FA adds an extra layer]| ph stturit? by requiring users to
provide two forms of identification (such as a password
and a code sent to their phone), which helps protect
. their accounts from unauthorized access. As shown in
Fig. 1.39.
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Example: When lugging, lntu their ama’ll’ E user might enter their password and then receive a
text message h one- thﬁe cm:le. ensuring that only they can access their account even if

someone elséknows their password.
. Ethics: Ethical considerations in cybersecurity involve respecting user rights and maintaining
trust through transparent and fair practices. The following computing solutions illustrate the
" principle of ethics in cybersecurity measures.

2 User-Friendly Privacy Settings:

Designing privacy settings that are easy to understand and adjust ensures that all users,
regardless of their technical knowledge, can control how their data is used.

Example: Facebook provides a simple privacy checkup tool that guides users through their
privacy settings step by step, making it easy to adjust who can see their posts and personal
information.

<> Accessibility Features for Disabled Users:

Ensuring that security measures are accgqsltﬂe te uﬁam '
with disabilities is an ethical rg/_pwsjhﬂjtm helpin;ta
prevent exclusion from dlh;&ﬂt mt& Bl

Example: An online | fhanking- btaffnfh might offer voice
rF.v«:tngnﬂ:iat:un,g5 account access, making it easier for users
with physical disabilities to log in securely without needing ,

to type a password as showninFig.1.40.

- Useful Links
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S Summary
3 Usability: Measurﬁspﬂw Efml‘ttess[rand effectively userscan interact with a system.
 Moderated Lisability Testing: Involves a facilitator guiding and observing users.

2 Unmoderated Usability Testing: Users complete tasks independently, often remotely.
» Qualitative Usability Testing: Focuses on user experiences and feedback.

2 Quantitative Usability Testing: Measures usability with numerical data.

> Remote Usability Testing: Testing conducted from the user's location.

3 A/BTesting: Compares two versions of a system to evaluate performance.

% Complexinterfaces: Overwhelming users with too much information or complexity.
2 Inconsistent Navigation: Variability in navigation elements across the system.

2 Poor Error Messages: Unclear or unhelpful error messﬁges.

9 Lack of Accessibility: Failure toaccommodate users with disabilities. _ i\

» Security: Measures to protect information and ";ﬁﬁpmﬁf:fﬁim uﬁauﬂmrfigd acemss and

L -
e

threats. M0N0
D Malware: Malicious snfthlr'airedeﬁéﬁEdtG\hhrrniy/gtems
> Phishing:xp-:gﬁngi'ﬁﬁj?ﬁﬁéni;}fsitlﬁ:dﬁtain sensitive information.
> Man-in-the-Middle (MitM) Attacks: Interception and potential alteration of
communication.
2 Denial of Service (DoS) Attacks: Overloading a system to make it unavailable.

2 Insider Threats: Security risks from within an organization.

> Accessibility: Design to ensure usability by people with a range of abilities and
disabilities.

2 Visual Impairments; Solutions like screen readers, high contrast modes, and zoom
functions.

3 Hearing Impairments: Solutions like closed captions, transcripts, and sign language
interpretation.

» Motor Impairments: Solutions like voice recognit

fon software, allt_q_r_npt_ivgfmﬁﬁtfﬂévicei,

and on-screen keyboards. = o anto iy e
» Human-Computer Interaction _[_l-li:i_:fl_l:"'-_ A'm "_lug!'ﬁtbli'ﬁa'ﬁ"ﬁield

studying interactions

between people and computers, to make systems more user-friendly, efficient, and
a{:tessihle_._ AN AR\R\Eh

> Users: Inﬂiﬁd'ﬁhi’ﬁﬁ'iniemcting with a system; their needs, abilities, limitations, and

preferences must be considered.,




+» Tasks: Specific activi L’ies users perfannusmg the: system

2 Interface:. Thpf pmnt of' mteractiun between the user and the system, including GUIs,
voice cnh‘lh'rands and gesture-based cantmls

3 Environment; The physical and social context of the interaction, such as lighting, noise,
and whether the use is solitary or collaborative.

2 Interface Issues: Problems with poorly designed interfaces, such as untidy layouts and
unclear navigation.

3 Accessibility Challenges: Issues in making systems usable for people with disabilities,
including visual, auditory, motor, or cognitive impairments.

2 Performance Issues: Problems such as slow or unresponsive systems affecting usability.
3 Poor Error Handling and Feedback: Inadequate error messages and feedback leading to

user frustration.
2 User-Centered Design (UCD): A design approach fﬂcuﬂngﬂn—useﬁ_ m md feedback
throughout the development cyr,le o N0 N ¢ :

|,'\-'.-|| ' |

> Accessibility Enhanmmentﬁ, UEﬁlgmf‘IE system; to ‘be usahle by people with various
disabilities. AT QLS Ll

> Eimpllfyll Lﬁarlnterfate:v Reda.lcmg complexity and presenting information clearly.
3 Improsfi ng Perfm‘ma nce: Optimizing system performance to ensure smooth operation.

D Error Prevention and Recovery: Mechanisms to prevent and recover from errors
effectively.

3 Ethical Implications: Concerns about user rights, privacy, and dignity.
> Social Implications: The impact of technology on communication and social interactions.

3 Economic Implications: The effect of technology on the economy, including job creation
and disruption.

> Environmental Implications: Considering energy consumption, resource use, and waste
management in technology.

» Authentication Complexity: Balancing security measures like multl factor

authentication with user convenience. N\ (E e W\
2 Access Controls: Restricting dat.a, access tu pmtect ‘.&E{:l}ﬁtjfwhﬂe cunsmenng the impact
onuserworkflow. .\ V//\\| U2

.-/\_

& Encryption: Prutectmg data wi-th Eﬁcryptmn while managing the potential impact on
PElfUﬂnlemcq RN ol

> Reiular Updates and Patches: Maintaining system security through updates while
managing disruptions tousability.




Exnrm se  VAASRES

E’ Select the best answ&r f'ur the fﬁ!iuuﬂng Multrple—thuice Questions (MCQs).
1. Asoftware pr uc i'ecéh.res negative user reviews due to being difficult to use. Which of
the following factors is least likely responsible?
a. Inefficiency b. Ineffectiveness c. High satisfaction  d. High complexity
2. Aweb form alerts the user when an email address is entered incorrectly before
submission. Which usability principle does this best represent?
a. User satisfaction b. Error prevention
c. Performance optimization d. Feedback mechanism

3. If you want to observe users' emotional reactions and gather verbal feedback while they
perform tasks, which usability testing method would be most suitable?

a. Moderated Usability Testing b. A/B Testing
c. Unmoderated Usability Testing d. Remote Usability Testing

4. Which practice best supports confidentiality in a hospital's patleutmmrdsﬁy%m*
a. Ensuring the system is always online R = e N VAT

b. Allowing only authorized doctors to accwpﬁlmt ﬁafa i ;.-___. o
c. Letting patients edit l:hein nwn ﬁ{m freeig( WA T
d. Encrypting data for p;{ghhc aclpess

5. Auser receives. ﬁsqelrhmgly leglt:mate email from their bank requesting login details. This
is an example of;
a. Phishing . b. Malware c. Spyware d. Spoofing
6. Acompany wants to protect client data during transmission over the internet. Which
security method should they apply?
a) Firewall b. Encryption C. Access Control d. Antivirus Software
7. What is the main objective of Human-Computer Interaction (HCI)?
a. System performance b. User interaction
¢. Software complexity d. Hardware costs
8. Which of the following is NOT considered a key element of HCI?
a. Users b. Tasks c, Budget d. Interface
9. Which of the following is a common issue related to accessibility in HER ..
a. Slow load times b. Inadequate error mesmges
c. Lack of alternative text for images | ﬂ Cu-mplicatlzd aumentlcatiun processes
10. Which method involves plachg Ureanﬂﬁuiﬂs at the core of the design process in HCI?
a. Performance Optimization || |\ |\~ b. Error Prevention
c. User- &nt&rﬁmﬁlﬂqﬁgﬁ {UED] d. Simplifying User Interfaces
11. What does the term ‘interface’ refer to in HCR ot
a. The physical device used b. Point where user interacts with system
c. The software programming language d. The hardware configuration
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12. Why is multi-factnr authenl;itatiﬂn {MF.!E} n{ten seen as a trade-off between security and
usability? . - i o YL
a. It's expénsive to implement

b. It improves system speed
c. It increases security but can slow dmun user access

d. It reduces the need for encryption
13. Which issue is caused by encryption?

—y

a. Processing speed  b. Data access c. Key management  d. Interface
14. How can auto-save improve cybersecurity efficiency?
a. Recovery b. Encryption c. Complexity d. Management
15. Which ethical consideration involves transparency in data use?
a. Efficiency b, Cost ¢. Privacy d. Accessibility
‘ Give short answers to the following Short Respnnse Questlngs (SRQ;}
. Whatare the key components of usability in HCIZ | _';:':_ \ u

List and briefly describe the four key etgmmts of HL‘i

What is the difference hel:weeri modqratédand Unmnderated usability testing?

What does ‘error handliqg mean in the context of HCI?

What s Tﬁanpﬂyﬁmr-ﬂeﬁtefed Design (UCDY'in HCI?

Give three benefits and two drawbacks of using password managers?

How does user feedback contribute to effective system design?

8. Provide anexample of how user feedback led to a design change.

9. Give two considerations for designing accessible systems for users with disabilities.

10. Suggest three features that should be included in a new educational software application to
enhance accessibility for users with disabilities.

-’t Give long answers to the fullovﬂhg Extended Response Questions (ERQs).

1. Describe how accessibility challenges impact the usability of a digital system and provide
examples of improvements that can address these challenges.

1. What are the main elements involved in Human-Computer Interaction {HCI} design? Explain
each element’s rolein creating effective interactive sw_.rstems,, \ (@ gy

3. Explain the ethical considerations in Human Eumputer htemctiﬁn {HCI] mlh examples. Why
are these t;anslderatmns important in the de'slgn and deployment of computing systems?

4. You are developing a mew software tool for remote team collaboration. What usability and
security features would' you integrate to support efficient teamwork while protecting
sensiti‘vgldaiatfl

5. You are tasked with designing an e-commerce website. The site must be both user-friendly and
secure. List three features you would include to achieve this balance and explain why.

6. Discuss the trade-offs between usability and security in computing systems. Pravide examples

of how these trade-offs might manifest in real-world applications.

:“‘F‘E-"‘:“!""!“‘"
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7. Youare tasked with designing an e-commerce website. The site must bE bﬂtﬁ user-fl'lE'l'ldl? and
secure. List three features you wouldiin cluﬂe ti}at':h Ev? th'ls ba&a nce and explainwhy.

8. How do, security measum l'.jlqa l’nuitl*fﬁf."tﬂf authentication (MFA) and encryption impact
usability, and how ;;an deslgnm balance these trade-offs?

], ._J| e
(]‘? Actwitjr 1: USEhIlIt}“ and Accessibility Design Challenge)

rﬂh]ecﬂve: To understand and apply principles of usability and accessibility in system design. g

Group Project: Divide students into small groups and task them with designing a mock interface for a
hypothetical app that must be user-friendly and accessible to people with disabilities,
Instructions:

* Choosean application (e.g., a fitness tracker, e-learning platform, or social media app).

3 Apply usability principles (simplicity, consistency, feedback, error prevention, learnability) to

the design.

 Incorporate accessibility features (e.g., voice guidance, large buttons, high-contrast modes).

% Create wireframes or mockups of the interface.

 Present the design to the class and explain how the features suppurt bad: t.ﬁahility and

\ accessibility. = - \ Al % .*- z) Y |k A U -
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=P | Activity 2: secud;gﬂeqsures Evaluatfop \SLD

Objective: To analgze iln;l pqtt ﬁi ﬂ#ferent security measures on system usability and functionality.
Individual Rese J:hJLm:I Presentation: Students research and present on different security measures
and their potential impacts on usability.
Instructions:

<% Choose onesecurity measure (e.g., multi-factor authentication, encryption, or firewalls).

<% Explain how this measure works and its purpose.

=% Discuss how it might affect the usability of a system (e.g., increased steps for user login,

potential for user confusion).
=¥ Provide real-world examples of systems where this trade-off is evident.

«% Present findings to the class and suggest ways to mitigate usability issues while maintaining
\ strong security. ) )

(’-ﬂ Activity 3: Design an Inclusive Interfac)
ﬁ

rﬂbjective Students will design a user interface for a 5paciﬁc tarﬂﬂt auqunc&cuﬁﬁHémig different
types of disabilities. A Dantfab

I ML {
*_.'-_‘_.' '-.." -':l..l" \'

Instructions: WA AL
«» Identify User Needs: umqe studgntsﬂ mm gmups and assign each group a different disability
{visual, auditory, mntnr}

% Design Eqﬁaf thdh gmup mll demgn an interface for a common application (e.g., a public
information kiosk, a health tracking app) that caters to their assigned disability.

% Design Elements: Ensure designs include features like screen readers, high contrast modes,
alternative input methods, etc.
«» Presentation: Groups present their designs to the class, explaining how their interface meets

\ accessi bilitr stanﬂ rﬁ, P,
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m A:tiﬂqm us.abﬂ*lty Testlng Simulatiun)

Dbje:tlvu-JE: practice and understand different usability testing methods. W
Simulation Exercise: Conduct a simulated usability test of a given website or app, applying different
testing methods.

Instructions:

1. Preparation: Select a website or app to test.

2. Testing Methods: Use different types of usability testing methods (moderated, unmoderated,
qualitative, quantitative) to evaluate the system, Forexample:

*  Moderated Test: Have a classmate use the system while you observe and take notes.

% Unmoderated Test: Have another student perform tasks on their own and record their
interactions.

Qualitative Test; Conduct interviews with users togather their feedback.

Quantitative Test: Measure task completion times and error rates.

3. Analysis: Compile the results from different tests and iden t1fy mmmpn uiiﬁimi' ﬁiu\es

4. R.npurtlng- Prepare a report summ aﬁzjng the Qndirrgfs Bhd dﬁllaﬂﬁt dmprovements based on the

o

o
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F‘ﬂ A;F!'(pltﬁ 5“ Evﬂluatmg and Improving an Educational App's Interface ’
w&te&hpp Taleemabad \

> Taleemabad isa popular educational app aimed at teaching children _
inafunand interactive way. It provides engaging content in subjects . : |
like mathematics, English, and Urdu through games and animated Hi Khalid

lessons, Broc Fre

Short Activity Overview: i

Evaluate the Taleemabad app's interface, identify areas of |
improvement, and suggest user-centered changes that could enhance |
. learning and usability.

Questions for Evaluation:
1. Is the app easy to navigate for bothchildren and parents?
2. Is the app's design colorful and engaging for children?
3. Does the design support ease of use, oris it overwhelming? : e
4. Can children easily start and finish a lesson? 12\ O

5. Is the app's flow intuitive. _fur -,rpung uaer: wltnuu“ a'dult""'
assistance? ?__ﬁ 7O WML
Suggestions for lmprnvtmgntr‘ o J Gt
1 W“at‘”ﬂ“-’ld ?ﬂuﬂiigﬁ'st tomake the app more user- frlendly? o ‘
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Computational Thinking -
& Algorithms
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At the end of this unit students will be able to:

Identify and apply complex algorithms on data structures such as trees and binary
search

understand and evaluate the computational solutions in terms of efficiem:y t;L\anty
and correctness
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0 VLD Introduction
Enmputati‘dﬁﬂl"ﬁﬁhmng (CT) is a problem-solving process rooted in computer science principles.
It enables individuals to tackle complex challenges by breaking them down into manageable parts
and approaching them logically and systematically. Although CT is fundamental to computer

science, its application extends far beyond — into science, engineering, business, medicine, and
’ everyday life.

The core pillars of computational thinking include:
2 Decomposition: breakinga problem into smaller, more manageable components.
3 Pattern Recognition: identifying similarities or trends to simplify complex tasks.
'I > Abstraction: focusing on important information and ignoring irrelevant details.
2 Algorithm Design: developing clear, step-by-step instructions tosolve a problem.

Together, these elements form the foundation for designing effective andefﬁﬁl mt computational
solutions. At this advanced level, Enmputatimal thlnktng s nnt mlyapplied to deﬂgn algorithms
but also is used to analyze and evatuate these! s‘-plwhm; in terms of correctness, clarity, and
efficiency. Understanding.data stﬂ,lqtures l§ ::entra{ to this process, as they greatly influence how
wella soluliun perfnrms

In this cbaplfﬂ) ﬁil#ﬂ i I:e explnred how computational thinking integrates with algorithms and
data structures to create solutions that are not only correct but also optimized and scalable.

2.1 Data Structures

Data structure defines the way for organizing and storing data so that it can efficiently be
accessed and modified. They provide a framework for managing and organizing data in computer
programs, allowing for various operations to be performed effectively.

Data structures are essential for efficiently organizing and managing data in computer programs.
They dictate how data is arranged in memory and impact the performance of various operations
like insertion, deletion and retrieval. For instance, arrays provide quick access to elements by
. index, while linked lists offer flexibility in dynamic data manipulation. The choice of data
structure e.g. stacks and queues, trees and graphs depends on the speclﬁc needs of the
application and the operations it performs. = oY

| I

Following are some common data structures: "\ . vINCA

2.1.1Arrays At e\ V7
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Arrays are the simplest data 5l;m:ture us&d in programming that contain different elements of
same size, C qnqduaur»memw locations are used to store these elements. The memeory locations
are identifiéd by indexes as shown in Fig.2.1.
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The arrays are considered efficient because they do not require additional data (metadata) to
store the elements. Additionally, because the memory locations are contiguous, therefare, it
makes accessing the elements fast.

However, the arrays are fixed in size and it requires to declare its size at the start. At some later
stage, when arrays need to be resized, it is costly to do so, because it may require creating new
arrays with larger size and shifting of elements from old array to new. Similarly, the arrays could
not be agood choice when elements are of different type.

The arrays are of two different types:

One-Dimentional (1-D) Array: In 1-D
array , various elements (of same type) .
are stored in a single list. The element_ w
can be reached by knnmng- ~Gl"lf.}‘f RO

single index, One- quqt{ﬁnat (D) i—"
Array example*i:;ﬂ n‘Flg 2.2,
Two-Dimentional (2-D) Array: The 2-D array is
also known as matrix, where the elements are _
stored in the form of matrix or table. The | |
elements can only be reached by knowing two | o |
indexes e.g. row and column. Fig.2.3 shows an |

example of Two-Dimentional (2-D) Arrays.

2.1.2 Linked Lists

Linked Lists are basic data structures in which elements (called nodes) are connected to each
other using the concept of pointers. The nodes contain the values te, l;iﬁtored &le pointer is the
reference (memory address) of the next nngte in Ihesequmtea's shp'émm F‘lg 2.4.

- e ._ .- ! R
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Head nodz Data node Next node

The linked lists are capable to store different types of data and it also makes insertion and
deletion operations easy as compared to arrays. The insertion/deletion could be performed at
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any position in the se ubnr;@ud?' ﬁﬁ!gﬁd\:?t Another advantage of linked lists is that they are
dynarniti @mpd to'specify the size of linked list at the start, rather they can grow and
shrink as qjj.\m'ement

Singly Linked List

Singly linked list is basic and simple type of list, it maintains two parts ineach node.
| < data to be stored

2 reference to next node in the sequence

Fig.2.5 shows an example scenario:

The last node of the linked list cuntajng,
inFig.2.6. M\ ﬂ '.". kS

Doubly Linked List

The doubly linked list is complex as compared to singly linked list but it also provides more
advantages. The major advantage is that it allows traversal in both directions and for that
purpose it needs to maintain pointers for both directions e.g. reference to previous node and
reference to next node. Therefore, the node in doubly linked list have three parts (Fig.2.7):

< reference to previous node in the sequence

2 datatobestored 0
2> reference to next nude in the Seql.ﬂEDC‘E‘-. (1 u'-. \ _\ "-."-._‘ B “J
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Fig.2.8 shows anexample scenario: e I, \] (5. jﬁ =

Prev.
e

|

Prw.

Hext

Prev
T i

Mext

The first node and the last node in the sequence of linked list contains NULL because it does not
refer to any other nodes.

Circular Linked List

It is a special type of linked list where all nodes are connected in a circle - forming a loop. Unlike
other types, where last node points to NULL, the last node in circular linked linked is connected
back ta the first node. Therefore, while traversing in circular linked linked, it never reached to
NULL. The structure of Ein:utarLink List is depicted in Fig 2.9,

-

(-

The circular linked list could be made from both of theabove types e.g. Singly linked list or doubly
linked list. Fig.2.10shows formation of a circular doubly linked list.

2.1.3. Stacks
The stacks use the LIFO (Last-In, First-Out) principle, where thr\ re@@jﬁ ch'Ied element
(last element in the atack) is the first to b@rem This| ‘q‘nportant’ for understanding

algorithms that need to manage tasgain\‘u a/ sﬁmjﬁﬁ q‘nﬁ&ﬁ "fhe LIFO principle makes it simple
because the operations on tﬁﬂﬂa@ are. perfarmed on tap position of the stack. Stack are
considered memor theh.ﬂze of the stack could be fixed or dynamic, it depends upon the

1rnplanentatium [\

Following are the basic operation that can be performed onsstack:
% Push: Add anew element at the top of stack

2 Pop: remove existing elenient from the top of stack
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> Top: retumthetnpelenf } ngit

2 IsEmpty: W 1\ \".Le . .
2 IsFull: Check, if stack is full

The wuﬂdna of Stackvdthcoreuperatinnsis shown F1|‘.| 2 11.

=y
2.1.4. Queues v g AN
The Queues use th R}L ﬂut] principle, where the first element added is the first
to be r or managing tasks that need to be processed in the order they

arrive. Unli slack, the operations on queues occur at two ends. The new elements are added at
the end of queue, whereas the existing elements are removed from the start of the quevue.

Following are the basic operation that can be performed on queues:

& Enqueue: Add a new element at the end(back/tail/rear) of the queue

2 Dequeue: remove existing element at the start (front/head) of the queue.
<» Front: return the start element without removing it

2 IsEmpty: Check, if queue is empty

D IsFull: Check, if queue is full

The working of Queues with core operations is shown Fig.2.12.
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They are key consideres key data strucl;urg Jn/ aig\onlhnwlﬂteﬂ br‘eédth ﬂrst search (BFS) and in
various real-world scenarios li schﬁulinﬁ“aﬁd\mffeﬁﬂg.

\x“ (] _-.\ ';"-.-f
2.1.5. Grap!]_r]r@;y}}l NN ot
The graph data structure also consist of nodes (called vertices) connected to each other by edges.

The graphs model complex relationships and networks. Graphs help in understanding problems
related to social networks, routing and resource management. They are essential for algorithms
related to network analysis, shortest paths (e.g., Dijkstra’s algorithm) and connectivity as shown
in Fig.2.13.
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Following are tr;eb@w\dﬂﬁnthat can be performed on graphs:
3 Add Vertex: AdJl\ anew node tothe graph

3 Add Edge: Create connection between two nodes

3 Remove Vertex/Edge: Delete node or edge from the graph

2 Traversal: Visiting graphin specific order.

Ty B

e U
Primarily, there are two typesof graphs: H-.r ArANY ,»f N\ k},;-

Illl. |III|I|III.:|I

Connected Graph: Agraph whgqr,rat lgast nrre [ﬁam eﬁmts between every pair of node. If you can
start at any node and reach any ﬂthe‘r {luda hn any -:hrectlunll, it is connected. An example is
siwwmnFig Z. 14 ”\\J “k"l \‘u r_}",‘__j.'- !

Directed Gmph‘i‘k. graph where edges have direction associated with them as represented in
Fig.2.15.
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2.1.6Trees r TR QLSS

The trees repre enhhiérarch*iml structures consisting of nodes. The top most node is called root.
The d1rectly‘¢annected nodes make a relationship of parent-child. The higher node in hierarchy is
parent, whereas, lower is child. The node which do not have child is referred as leaf node. The
relationship between nodes is referred as edge. Each node consist of two things: value and
pointer toits child. An example is shown in Fig.2.16.

The trees are crucial for understanding complex relationships between data. Trees are used in
various algorithms such as traversal (in-order, pre-order, post-order) and are foundational for
understanding more advanced data structures.

In computer Science, Directory structure in an operating system or Tag structure in HTML
Language are best examples tounderstand trees.

—

Following are the basic operation that can be performed on trees:
2 Insertion: Add a new node at specified locationin the tree
. 3 Deletion: Remove existing node
= Search: Find specific node in the tree
& Traversal: Visiting tree in specific order

Tree traversal

..\... I_'|

A tree traversal is always done in a systematic way and it ‘i{wnlvesa i’l mechanism to visit all the
nodes. There are several methnds for, ’tree utfaversal andeath have different purpose. Following is
a brief overview of some commnn ffEEttaversa[‘ methﬂds

> In-DrderTi‘aversal{fnr Binary'!—'rées} -see Fig.2.17;

2. "Ihsit the root node.
3. Traverse the right subtree.

o it N N e S - O el R . RS D ¢ R O Rl N e Bl D s N D ) B (R e |
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So the order of traversal of nodesis4->2->5->1->3-> 6.
This traversal is often used with binary search trees {BSTs} he:ause it visits nndea in ascendinq
order. :
2 Pre-Order Traversal - see Fig.2,18:
1. Visit the root node. 0 m/_\:ﬁuﬂq
2. Traverse the left suhtﬁ?” '5‘\’)\ AR
3. Travers i Btree.

Sotheorderof traversal of nodesis1->2->4->5->3->6,

This is useful when we need to work with the root node before its children.

3 Post-Order Traversal - see Fig.2.19: & N
1. Traverse the left subtree.
2. Traverse the right subtree.
3, Visit the root node.

Sothe order of traversal of nodesis4->5->2->6->3-> 1,
This is often used for deleting nodes or freeing memory, as it processes children before their
parent.
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Fig.2.20 shows examples of fnnrde,r, Preurdgr and Pasmrder Tmfersal

Data Structures Support Computational Thinking:

2 Problem Decomposition: Different data structures. help“bi’eak dﬂm problems into
manageable components, making it eaﬁl&r td deaign and implemeut algorithms.

2 Efficiency Cunsiderat}nn;, ’l‘{'fey i\luﬂs:anetﬁde -offs between different operations (e.g.,
access time vs, uvfsamnh timear Hetping in choosing the most appropriate structure for a
given prﬂplfm NP

2 Algorithmic Thinking: Understanding these structures aids in developing and analyzing
algorithms, improving problem-solving skills by selecting the right tool for each task.

Overall, data structures are not just tools for storing data; they shape the way we think about
solving problems and designing algorithms. Mastery of these concepts is crucial for effective
computational thinking and developing efficient algorithms.

2.2 Evaluating Computational Solutions
When evaluating computational solutions, it is essential to consider the following criteria:

2.2.1 Correctness

An algorithm is considered correct if it generates the expected-output for all vaiid inputs. To

verify correctness, multiple test cases 5huuld be used that csq?euanuus scenarios, including

edge cases. ENRV7AR e R e

Example 1: Sorting Algon thrn ushﬂ Buhbie Sort.ﬂlgnnthm

Test Case: Gwep]qml Inse t edarray [5,2,9,1, 5, 6], Bubble Sort should correctly sortto[1, 2,5, 5,
6, 9).

If the algorithm consistently produces the sorted array for various test cases, including edge cases

like an empty array or an array withone element, it can be considered correct,

Example 2: Search Algorithm using Binary Search Algorithm

Uit & Computational Thinkine & Alearithm }>
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Case: Given asortedarray[1, 2, 3, 4, 51 and( &;Eahiﬁ I:gy.",,aﬁma-‘ny Searchshould return the index
2 (assuming zero- basedmdémng}« e RN S

To verify correctn lensﬂra Biriarir Search works for various search keys (existing and non-
existing) an@fﬁﬂiﬂ?’ of different sizes.

2.2.2 Clarity

An algorithm is clear if its steps are logically structured and easily understandable. For this '
purpose, multiple things should be taken care of, for example using descriptive names for
variables and functions and ensuring that the steps are ordered logically. Similarly,
documentation and comments in code can also enhance clarity.

Example: Consider two python implementations of a function that calculates the factorial of a
number.

Case 1: Clear Code

1 1 v de-F Factnria{,(ﬂ) ,"’._ ,«i
if p’“ﬁa,: iﬁa )\ N

{l\ ‘return 1

else:
| return n * factorial(n - 1)

ef fct n):

| return 1 if n == @ else n * fcl:(n _11\

2 I-; ~ L
---*’i'“‘I\'x: o\ ;K ~
1 1 '. L A

The first case is easily readahlrdnd uﬁdedtandabté because the function name (factorial)
represents what logic 1mlqa~thg~fm&mn will be doing. Similarly, the conditional statement
(if n==0) is alm @W'c{esﬁhat what it means in the code. However, the second case uses a
shorter functtrcm name and a ternary operator, which, while valid, may be less immediately

understandable to someone new to the code.

2.2 .3 Efficiency
Efficiency refers to how well an algorithm uses computer resources, such as time and memory. It is
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At the end uf thfs unit stuﬁents wﬂl b-e able to:

analyze data and identify key model performance metrics of real-world machine
learning models. 1
explainand create a data visualization using data visualization software (for example,
Structured Query Language (SQL), Python, or R)

learn how to form hypotheses and perform hypothesis testing. Students will learn to
cnmmunicate findings using advanced data visuals and tie them b&cktnhypotheses
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Machine Learning Process
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DATA Algorithm Learning Trained model Results
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13. The following code is supposed to open a file ‘abc.txt' and counts the number of

occurrences of the character ‘s and displays output like:
1 file nams = 'abe.txt’

2 target letter = 'S

3 : o
£ | A NAYEOM
5 text = file.read() . of = \_‘u‘ | I;;_,;\_-.! P =

& fila.close 0\ _»_'. .'}_-' \ o

7  except FileNotPoundBrsor: - '

8 print(£"Ecror: Filg | {mg_qnq}\mtfuund 1

9 exit() _ -~ \Jl VALY

1@ count = @) \4_ =

11 for ¢HSJ in text:

12 if char = target_letter:

13 | count += 1

14  print(*The letter '{target_letter}’ appears = + count + - times in the file '(file name}'.”

3 Sample text in file 'abc.txt”: | scream, you scream, we all scream for ice cream.

3 Sample Output: The letter 's’ appears 3 times in the file 'abc.txt'.
However, the code does not execute, Debug and remove any bug(s) from the code.

’;? Mini Prnject 1

Design a game where mulhple objecls are falhng from the tup The objective is to “Catch The
| Falling Objects” using arrow keys. For every catch ascore mcrgaaes tq,1 pmht The game ends

| whenever an object is missed. B A B N T CA T
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’f? Mini Project z
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Hello, What’s your namaiAbran S0 pOs 0 Hello, What's your name?Azam

ckayl Abrar I am Eulninlll ﬂm&- hetﬁq.nn '+ and 1an okayl Azam T am Guessing a number between 1 and 108:

e [ A\ N 5@

Your guess 1$ tph ]a’u NSO Your guess ls too low

75 75

Your guess is ‘too high Your guess is too low l

-] a8

Your guess is too high Your guess is too high l

55 BS |

Your guess is too low Your guess is too high |

58 8@ E

Yourguessed the number in § tries) Your guess is too high i
You did not guess the number, The number was 78 i

Design twaltextboxes such that the first is for entering text while the second shows the text |
i t:i::n1.|;15'51-[1;@;1.'::;1‘:J tﬁ uppercase. The user can click on the first textbox and type a sentence. As the user

types, the secund textbox automatically displays the uppercase version, The second textbox is |

1 rmt edlt.ahle.
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’ Give iqﬁg’*@hsiv&'rs to the following Extended Response Questions (ERQs).
1. Write a Python function that calculates the factorial of a given number. Test the function
with 5 different inputs.

2. Implement a Python class ‘Rectangle’ with methods to calculate the area and perimeter of a
rectangle. Create instances of the class and print the perimeter of rectangle. .

3. Write a Python program H!ghlighting the use of functions to simplify a problem. For
example, create a program that calculates the average of a list of numbers and by using

separate functions to add all numbers, , marking repeated values and calculate the
average of the list with and without repeating values.

4, Create a Python dictionary to store student names as keys and their grades as values. Write

a program to add new students, update existing students’ grades, and remove students
from the dictionary. aat

5. Write a Python program to create a file named data txt, vtﬂte a strﬁ’:g hﬂt and then read
the content of the file and display the output AU

6. Create a Python prﬂmmthat am&nﬂ; a new th‘leaf text tn an existing file, If the file does not
exist, it should create; new ﬁle

7. Write Pyﬂwnq:udeuﬁﬁgwgame that creates a simple window with a button. When the button
is clicked, it should display a message on the window.

8. Develop a Python program that calculates and prints the transpose of a 3x3 matrix represented
| using a nested list.

9. Write a Python function that counts the number of occurrences of each letter in a text file and
prints the results.

10.write a Python program to connect to a database and demonstrate how to insert, update and
retrieve data from the database. Explain the importance of database connectivity in Python
applications. '

11.Explain unit testing and its importance in Python programming. How does it help in catching
errors early during the development process? Include an example of a unit test for a simple "
Python function.

12.Write a Python code that selects a number between 1 and 10 and the plajrer wﬂl try to guess
* the numberin 5 tries. For every incorrect guess, thE pmgram prnvides a hint whether the last
guess was on higher or lower side. If the m.lmbqr 15 sur:{.‘e'ssm‘.l?guessed then a Congratulating
message should be dlsplayed along with-in' how many attempts the number was guessed
correctly. Otherwise, amther message should be displayed along with the chosen number,
The outputs should look like:
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14. The primary goal of debuggmgls

a, Writing new code ( A b. Fixing errors in the code

C. Increa*m gp rogrdm speed d, Creating a graphicalinterface
15. Python function used to print debugging messages tothe console

a. print() b. debug() c. trace() d. log()

16. Output of the following code will be:
1 my_dict = {"a": [1, 2], "b": [3, 4]}
2 print{my_dict["a"][1])

a.1 b. 2 c.[1,2] d.[3,4]
17. The code will print “Inner” times.
1 for i in range(3):
2 for j in range(2):
3 print("Inner") | '; _

™ \'.

‘ Give shurtanqﬁersto the ful[uwing Short Response Questions (SRQs).
1. Elabarate programming language paradigm and why is itimportant for software development?

2. How do you interpret the concept of complexity reductionin programming? How does dividing
code into modules help manage complexity?

3. Compare Functional Programming and Object-Oriented Programming (OOP) paradigms. Enlist
main differences in their approach to problem-solving.

4, What is Disk I/0 and why is it important for system performance?
5. Describe the difference modesin file handling in Python.
" 6. What is the benefit of using the ‘with'keyword while working with files in Python?
7. How can you create a simple GUI application using Pygame? Enlist the steps involved.
8. Describe the use of a nested list in Python and how can it be usedto represent a matn:?
9. What isdata normalization and why is it used in databasemanagement'*
10, What is debugging and why is it im p-nrtantin suftware devdupment?
11. What seems to be the pruhtem in:! L~
1  samplel dict'= {"a" : 1j "b": 2}
2 ﬁl‘int{sample dict["c"])
12. Final value of my_Llist after the following lines would be:

1 own_list = [1, 2, 3]:
2 own_list.append(4, 5)
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E Select thabastanswer for
1.

a. Increase code length

1 T 5
R

the following Multiple-chnice Questions (MCQs).

Main purpose of the programming paradigmis

b. Cnmplexity reduction

¢. Eliminate bugs d. Improve hardware performance
r 8 programming paradigm emphasizes the use of functions without changing state. ’
a. Procedural b. Functional c. Object-oriented d. Structural
3. Object-Oriented Programming primarily revolvesaround of the following.
a. Data structures b. Functions c. Objects d. Variables
4. InPython datastructure is used to store a collection of items.
a. List b. Dictionary ¢. Tuple d. Set
5. Adictionarystores in Python. ey AT
a. Keys only b.Valuesonly .-F- I't_&'y-.a-r.atue_' paifs " .'fé-_'ﬂﬁ'-séﬂiiénfial data

6. Anexampleof disk 1/0
a. Storing a variable in memmf
C. Deﬁnmgafm?l;mn ]l

7. Towritecontenttoa fﬂein Python__

a. file.write()
8. Aprimarykeyinadatabaseis
a. Akey that has adefault value

c. Akey for linking multiple databases

b. file.insert()

1: Reading afile from the hard disk
d. Looping through a list
method is used,

¢. file.add() d. file.modify()

b. Aunique identifier for records
d. Akey used for temporary tables

9. Acommon database normalization goal is

a. Reducing redundancy
c. Increasing the number of tables

b. Maximizing data size
d. Storing duplicate records

10. _______keyisusedtouniquelyidentifya recordina related table, 2
a. Primary b. Secondary c. Foreign d.Unique

11, Tocreate a simple GUI in Python, library is used. e )N
a. Pygame b. 05 -c. 53‘;‘3‘." Ay [ (“d)math

12. Anested list in Pythonis refer red as___ ||
a. Alist containing another list
c. Adictionary of lists /| ! 3
13. The purpose of 'urlnt testlng in Pytho
a. Test individual units of code
c. Debug the entire program

d A s il shmadil . - . i J
(i i M D o NN N e )M )L ood B 0 N o b ) i 1) N D St ) i s B R e

B A I.i st nf dictionaries

d. Aset containing multiple lists
nis_____

b. Test the entire program

d. Optimize the code for speed




Summary

Prngrammmg_.rgrﬁiiﬁi:."kéfé}s to different styles and methodologres of programming
used to salve problems, making code more structured and easier to manage.

& Complexity Reduction: Helps to break down complex problems into simpler parts
resulting in easier to understand and solve.

. Functional Programming: programs are developed in the form of functions.

' Object-Oriented Programming (OOP): Revolves around the use of objects and classes to
represent real-world entities.

- List in Python: Adata structure that stores an ordered collection of items which can be
accessed by their index. Lists are mutable i.e. their contents can be changed.

> Dictionary in Python: A key-value pair data structure used for mapping keys to values
such that every key in a dictionary is unique and values can be accessed using their
corresponding keys. =[O

* Files in Python: File handling allows Pythun programs J;u reai:l frum and write to files and
store data permanently CommaQ opera‘tmns include opening, reading, writing and
cluslngﬁ’les TALA

Dltlhl!& Mti'uctured cutler:tinn of data used for efficient storage and retrieval. Tools
th‘Mly‘SQL SQLite, and PostgreSQL are commonly used for managing databases.

= Data Normalization: A database design technique aimed at reducing redundancy and
dependency by organizing fields and tables of data.

o Primary Key: Is a unique identifier for records in a database table emphasizing each
record can be distinctly retrieved or updated.

v GUI in Python: A graphical user interface that allows users to interact with applications

visually, using elements like buttons, text fields and windows, etc. Python's pygame
library is commonly used to create GUIs.

> Nested Lists: Lists within lists are nested lists that are used for storing and organizing
complex data structureslike matrices.

=~ List as Value in Dictionary: Python allows the use uf hsts as viaiue:; in i:lu:tmnanes. such
that multiple items can be stumd under aﬂngle R’E‘f

- Testing in Python: Testlng enﬁure; l;he correctness of code.

> Unit Test: Unit :esting fncuses on testing small, isolated units of functionality, such as
mdi’\‘idual functions or methods.

> Dehugging. The process of identifying and fixing bugs or errors in a program. Techniques
include using print messages, where messages are printed to the console to help track the

flow of a program, and more sophisticated tools like debuggers that allow stepping
through the code line by line.

— ST O B
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However, for the third brea!-:pnint the result vari'al:rle is flaggeﬂ in the code and watchpoint shows
the mismatched value as/ T:a'npared to the expected value to track the bug.

 WARABLEN | '_ * 7] C ¢ ihers v hp ¢ Desitog 1 W yrted ) py ¥
ey r—— = 1 def add{a, b): P EuAielar ta B tested
» special varloblen L Feturn & + b
| 3 .
{ ; -——ah 4 def test_add(): B Test Furcticn
h 5 result = add{l, 3) # Test case 1: Check IF 2 ¢ 3 equals 5
" 8 astert result == 5, F°Test failed: Expected 5 but got [result)” 2
T
] result = add{e, @) # Test case 2: Check 4F @+ @ cquals @
a0 L assert result == 1, f°Test falled: Expected 8 but got {result]}”
¥ 1@
i g * 1 result = add(-1, 1) B Test case 3: Chech iF -1 + 1 equals @
B 1z assert D result == 0, FTest failed: Expected @ but got (result)” result = 8
13
14 print{"All tests passedl”™)
15
18 Eedt_add() B Run the test fusitien

The same code is changed for multipijcation and tests are ad]usted accurdmgly W‘lll all tests be
passed? If not, which one will fail and why? Tryr debuggmg the code

T T TP R AL NS R s
rEtl.Il"l'l ﬂ * h \ A _'_._* A

1

2

3 N

4 def thst nultiply{]

5 ‘result = nultiply(2, 3)

6 assert result == 6, f"Test failed: Expected 6 but got {result}"
7

8

9

result = multiply(4, @)
assert result == 1, f"Test failed: Expected 1 but got {result}"

19

11 result = multiply(-1, -1)

12 assert result == 1, f"Test failed: Expected 1 but got {result}"

13

14 print("All tests passed!") .
15

16  test_multiply()

TR
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1 def add(a, b): || -7 %/Fnctien to be tested
2 r-etur-n a -l- b SR e e
3 LY '. _'_-.'.-.' Y
4 defte I‘Hladdﬂ # Test function
280 1 result = add(2, 3) # Test case 1: Check if 2 + 3 equals 5
® 6 assert result == 5, £ 1.1 fail pacted 5o pot {result}
7
g result = add(e, @) I Test case 2: Check H 8+ 9 equals @
e 9 assert result == @, £'Tost failed: fxoected o but oot {result}
18
11 result = add{-1, 1) # Test case 3: {heck :.f -1 + 1 equals @
e 12 assert result == 8, £ 1.2t (ol L ; i {result}
13
14 print{ A1) teste pasaed!')
15
16 test_add() # Run the test function

Let's execute the code and debug it. We deplnyed 3 brea’l-:pnints on line 6 'il anri 12 to track the

stupsunﬁrstbreakpﬂint themsuttisas expeqted 5 [ Lo~
~ VARIABLES ' sgrs 3 bp J_,lehqg,l ’ 1{ur1:-1.rlpt ‘*ﬂ!#ﬁ .sllrl L
_p— -i ll‘f amﬁa, h-]«.\\
result = : ] .; lﬂ'ﬁ 3+’
P TR "~3L"__['~7..' O m test_add():
IN N s result = add{z, 1)
B & assert result == 5, FTest ﬁilcd Ebcp-er.'ted 5 hut p:n: {reiuit]- result = §
1
i 8 result = add(e, 8) b
PR . 9 assert result == i1, f*Test f:und Emcted o but sﬂt {result})”
uw
11 result = add{-:, i} 1 e ) ook 4F L=l
e 12 assert result == ', f-Test failed: Expected @ but got {result}”
13
14 print{"All tests passed|”)
15
test add

Same goes with the second breakpoint.

~ WARLABLES -] €- 3 Users ¥ hp ) Desktop 4 unttestlpy @ £ et wikd
w Lotalt 1 def add(a, b): vam oo 4 [
TR 1 returh 3 + b - e
1 i ol
i 4 def test_add(): s rest @0\ (C
5 result = add{ . } y | sk b
. 6 assert rmflt ) f‘leﬁt falttd ixper.tid 5 m pt {nuult}
1 ]
~ WIATCH : ;.' ™ Hﬁu],t -\m{ by } :
eendyie 9l "_amn pesyll = o, FTest falled: E.tpc:th'l (] m pt {rlsuit} result = @
iR 8)=a
r ]' f |_.! on result = add(-1, 1) : 1
N . 12 assert result == -, F'Test f:mu Expm:ud (] l:ult pt {rrsult}
) 1
14 print{“All tests passed|”)
15
16 test_add() # #un the test functlan
e e Ry ey p— o i B e
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3+3.2 Python Unit tf -t

Python's built-in: m‘ltl:tesé framework is a tool that helps you check if your code works in the
desired way. Rather than manually testing your code by running it, unittest lets you write small
tests that check specific parts of your program. You may check it for some values to check
whether it is returning the desired and correct result. But as the lines of code increase the code
may become compilcated to test it manually. unittest is quite useful in such scenarios to write a
set of tests to ensure the function is executing correctly for various inputs.

So, for a written function that performs some operation, you would write another function (a test
function) to check if the first function gives the correct result. Use assertions to compare the
actual output with the expected output. For example, you have a function that adds two
numbers, like:

def add(a, b): - # Function to be tested

2 ] return a + b B
3 --'.i';- ."'. =
4 def test_add(): a\ ¥ Test fuﬁctinn
5 result = add(2, 3) - \f TEst case 1: Check if 2 + 3 equals 5
6 assert resﬁlt hal 5 f Failed: Expected 5 but gol {result)
7 h
) fhﬂsult add(a a} # Test case 2: check if @ + E equals @
9 assert result == @, f'Test failed: Eapocted o {result}
10
11 result = add(-1, 1) # Test case 3: CHe:k if -1 + 1 equals @
12 assert result == 0, f"] failed: Expected {result}
13
14 print("All tests passad!")
15
16 test_add() # Run the test function

On line 1 the add() function adds two numbers. The test_add() function on line 4 tests the add()
function with different inputs, like as input parameters two poﬁﬂm numbera are pmwded on line
5, two null values on line 8 and a positive and neaatwe mmbe‘r bn line'11, The assert statement
checks if the output of add() matches the Expectedvalﬂe 1f not, 1t raises an error with a custom
message. If all assertions pass, it pn‘ﬂﬁ "Mltests passed!” i

To have a better unders;dnding rau ma}.r check if for different values and results. As a next step,
we assume that expected result was 2 on line 12 and we oversaw the negative value on line 11. So,
definitely we would get the Test failed: ...' message. To investigate it we can debug the code by
applying breakpoints in the code:

O E PR L e P T i W G E—_ ey
e e e




This code performs the transpose of a 313 rnatrn: {wa‘pplng mWs mtlutul‘umns} Heres a simple
explanation: \ :

<> Line 2-3: Inltfallzes a matﬂx and an empt',r Hst L‘ranspufse to store the result of the transposed
matrix. _ | N .-|'_|_|. :

 Line 5-8: The outer loop goes through each column in the original matrix. Inside this loop, a
new row (new_raw) is created.

3 Line 9-12: The inner loop iterates through each row of the matrix, appending the
corresponding column value to new_row.

3 Line 14-15: Once the inner loop finishes, the new_row (a transposed row) is added to
transpose.

3 Line 16-17: Finally, the code prints the transposed matrix by printing each row intranspose.

Advanced debugging involves more than basic print commands by using techniques like
breakpoints and watchpoints to identify and fix bugs and errors. Breakpoints are placed on the
line of code while watchpoints are set on variables and expressions or formulae. Multiple
breakpoints and watchpoints can be placed ina prngram These methuds«&re Especlatly useful for
handling complex issues. 4 %

The same code of Fig.3.27-€an be placed a debug mnde in an IDE like Visual Studio.Net or an
online IDE like REPLIT which prmﬁde a better GUI interface like selecting the line and setting the
breakpoint on trae ﬁld liﬂh ‘When run in debug mode step by step, the debugger not only stops at
the hreakpoiht but also provides the values of the different variables and data structures. This
helps in analyzing the data and overall behavior of the program. Fig. 3.28 shows the code while
the debugger is on, reflecting the different variable values and the corresponding breakpoint set

atline 6.

@ maingy * 0. Comscle [ Debugge W mainpy ’-W""" e
el Debug main.py (debugpr) o
1 matrix s [[1, 2, M, [4, 5 &) [7. 0 9?00
1; trampose = [1 P »
4 v for cel in range{len|matrix{e]}}:
5 rgr rond = [ ] Breakpoints
6w for row L0 rangel Len|matr il
.7 new_row, append(matrix[col](row]) o3 mmn.py
] print(*rew: %, coliwd”, row, col - — -.
9 transpose.append(new_row) Variables

i print{*wn") X
11 v for row 0 transpose: ) ‘l’"“l """-“" B b

i prht[rnrl | “l |r|| AR (L} | L
G ¥ lntrlt. l*'r., Lite 24 3]s (4 50 81 [7 ® #])

' nend_roM L1t 1]

I"l!"" \ G 8

NR 3 transpose |t n
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3.3 Techniques for Testing & Debugglng

3.3.1.Debugging _ -~ \\ MLV

Debugging is the prdce.ks tn Lnalyze the code for bugs and errors and help in locating them, such
that when fixed error-free program can run smoothly and deliver desired results. The simplest of
debugging involves adding multiple print statements in a program to get the idea whether the
program is behaving as expected or not. This does not mean that we should add print statements
on each line or every second line, The idea is that wherever some formulae, expression or a
critical value update is in the code, using print statements it should be validated that particular
variable, line or block of code is behaving as desired.

To make the point clearer, let us refer the matrix transpose example as shown in Fig. 3.27. Here
on line B, we have intentionally placed a bug, by switching the positions of the matrix indices.
Once we run it the output shows that matrix and transpose matrix are same. So, within the nested
loop, we have placed multiple print statements which we not only label the print statement for
identification purposes, but alse print the values of different variables and data- structures. For
example, Print-1'on line 6 ensures that the new_row’ gets alwaysinitialtzed whenever the outer
loop index updates. Similarly, ‘Print-3' on line 10 ﬁnnts the vaiuai whici'l will be appended in the
transpose matrix after cmpletiun of the/inner koap Online’9, Print-2 is placed inside the nested
for-loop to print the values ;}r rna{:nx lridices and points out that the values of matrix are asit is

assigned to transﬁa,nd nebésrtu be changed.

matrix = [[1, 2, 3],(4, 5, 6],[7, &, 9]]
transpose = []

1
2
3
4| for col in range (len(matrix[0])):
5 naw_row = []

B print('Printl-Outer Locp: ' ,Nevw_row)
7 for row in range(len (matrix

B

new_row. appnndl:n

g Ptintl: Print2-Inner Loop: row: ',row,'- col: ', ecol)

18 print('Print2-Outer Locp: ',new_row)

11 transpose .append (new_row)

12| for row in transposa: : Printl-Outer Loop:

13 print (row) ::iing-:mr Loop:
nt2-Innar Loop:

Printl-Outer Loop: .
_.| | Print2-Innar Loop: |
o SEY s 1-1?:1:.&-»1“;: Loop:
| Print2-Inner Loop:
—\[(0ttpit ] | |print3-outer Loop:
=\ 00 O N Printl-Outer Loop:
+n LAV AL Print2-Inner Loop: row: 0 - col:
o T ||| i § oo Print2-Inner Loop: row: 1 = col:
SINIRN R Print2-Inner Loop: row: 2 = gol:
AV Print3-Outer Loop: (7, 8, 9]
P- :. ;]
+ 3, Bl
8, 9

b i

Lol
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6. Update Record

For updating a record br a partlcular
column, y;lidate mrhmand is used. A
good practice is to use select
statement with where clause so that
the desired record is retrieved,
Thereafter for the same condition use
the update command.

7. Use of Order By Clause

i\ : e

‘|2 C_Address = 'New Address' -
3 C_ID = 'C1';

Dt puit

Database Structure  BrowseData  Edit Pragmas Execute SQL

rable:[ Jostmer  VIEg 5 o o BE e

[+ 1) €_Name C_Address C_Phone
Fiter [Fiter [Fites [Fittes |
1 Gamar Hew Address | 123-4567
T —
Update Record

There are scenarios where records should be displayed in a sorted order. For that reason ‘order by’
clause is used in the query and the result will be msplayed i aﬁceﬁ;ﬁng ‘order, by default. An
additional 'DESC keywords is used wlth ﬁn:lerb'_q" alame tudisplay the resultsin descendingorder.

1 SELECT * FROM q:ustmr ~ [1 sExzer * rRoM Customer
2 |orDER mq,c Name; | 2 ORDER BY C_Name|DESC; |
3 I.__.I'_‘.x_] "'._-I "-'_F_ "-..T 3 I
3 CHD Cleme C_Addem Cfore (e

CJ0 CRleme  CAddess — C_Phne 1 Gl Qamar Mew Adaress i123-4867
1 C3 Chaand House: 78% 543-210% ” 2 €1 Hantab Hossw: 486 387=6543 v
2 C2 Mahtab House: 456 987-£543 3 C) cChasnd Mouse: TES $43-2L0%
3 C1 Qamsr HNew Addiess 123-4567 |nundm| -

8. Deletion of Record(s)

You may delete a single or multiple entries from a table using 'Delete’ command. However the
table structure will remain in the database. It works just like select statement with an ™ all

records will be deleted while using ‘where' clause only the selected record(s) will be deleted.
1 DELETE FROM "Order” WHERE I_._‘II}_IHR. (‘L1'y. *L2', "L3'");
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Rather than adding single reccrd we can aﬁd mulr.’lp‘te recurds as well using a single ‘Insert Into'

command as shown in Hglﬁ‘l

1 INsERT. ::lm Liptop (L_ID, L Name, L_Price, L Brand)
2 VALUES
3 (*L2', 'MacBook Air', 90000, ‘Apple*),
4 ("L3', 'HP Spectre x360', 120000, 'HP');
s |
Database Struchwe  Browse Data  Edit Pragmas
WL*_"‘_'!.—_—.—E—IQ = ol} (l
LD L_Name L Price L _Brand
[Foter [Fiter [Feer  Jroer |
Ll |Dell XPS 13 100000 Dell
Multiple Ilecurdecq-r——- .
2 L2 MacBook Air 99000 Apple
3L m Sp*F:‘u uiw 120000 Bp

In this fashion, we can chateaddﬁimai tahles and populate the data.

5. Querwngnect:i-dshumTabteusing5e|ect

‘Select' is the mostly used query to select records
from the table. An * means all records in that
particular table. Alternatively, we can mention the
column names and only the specified columns will
be displayed for all records.

Though select query fetches all records from the
table but we can apply condition using where
clause to get matching records. The matching can
be a single or multiple records satisfying the
condition,

SELECT * FROM Customer

w o e

i

1 C2_Mahtab House: 436 587-6543 l

' Record with ID ‘C2*

1  sELECT [*] FROM Customer;
2 |

——
CH CMeme  C_Address C_Phore
{ C1 OQamar HNew Madress L33-4567

7 €1 Mahrab House: 436 |S87-6543
j b | s

1 €3 C(hasand House: T89 .“"’-‘“
—

-
Select All Records

-' ﬂ:t:"vity r)

Populate data for tables ‘Customer’,
'Order’ and 'OrdreDetails'.

Output
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3. Creating a Table

As a next step, use the 'CREATE TABLE' command to construct a table in the database. This
command takes in the table's name, column names and data types. For example, we can create a
table called ‘Laptop’ with four columns: L_ID' (an integer primary key), 'L_Name" (text), L_Price’
(integer) and L_Brand’ (text). So far only the schema is created and it does not contain any
record. B N N
FTHM_T _ " T\- _“_!'I.'f:_,'_;.':: III'-. ': e =

L_ID TEXT PRIMARY KEY, __ __.'j.l NN =
Lﬂmmmm
L_Price m m m
L nraud u:qr 'NOT \NULL

il

2oL oW N

N SrowseDats  EcPragmes  Exccuis SO
ot Laghap Bz o B8 == 4D @FE
LD Leme LPrie | frand q—n—rl Table Created

O R T e A T R Y,

4. Adding Record(s)

Once the table is created we can use the'INSERT INTO' command to enter asinglerow in the table.
This command requires the table name, column names and values for the record we wish to addin
the table. Be careful to use the values according to the schema, sequence matters.

1 INSERT INTO Laptop (L_ID, L_Name, L_Price, L Brand}"_i__l__ :
2 VALUES ('L1', 'Dell XPS 13', lﬂnﬂﬂﬂ, 'DE].I'I. ',

n-b-em mm um ' mﬂ
ow || vEge olb H@ =- A80
L _Price L_Brand
[riter  Jrirer
1E1 Dell XPS 13 100000 Dell .«—» | Single Record Added




3.2.10 Create a Database - \
lnstailatinnufsq_l_,te q T AN

To download and. Install Sleite on yuur Windows system, first go to the official
SQLite website (https://sqlitebrowser.org/dl/). Look for a "Download" button and
select the right download for your system. SQLite normally comes with already
compiled files. Select the version that matches your Windows operating system
and click the download link. The browser will prompt you tosave the file. Choose a
suitable location on your computer, such as the 'Downloads' folder. After the download is finished,
you will notice that the file is a compressed (e.g., aZIP) file. To access the SQLite files, right-click
the downloaded file and select "Extract All", This will create a new folder containing the 5QLite
files which are ready tobe used.

To check whether the SQLite was successfully installed, launch the ‘Command Prompt’ by typing
“emd” into the Windows search bar and click it. After opening the Command Prompt, use the ‘cd’
command to navigate to the folder where you extracted the SQLite files (for. Er.ample 'cd
C:\Downloads\sqlite\'). Next type'sglite3' and click Enter. If_ the 1nstalia’ntin was successful,
5QLite'scommand prompt will appear showing that. it ls ready fura]ie.
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(Please conslder sponsoring us on Patreon @)

Windows
Our latest release (3.13.1) for Windows:

« DB Browser for SOLIte - Standard Installer for 32-bit Windows
« DB Browser for SQLite - _zip (no installer) for 32-bit Windows
» DB Browser lor SQLite - Standard Installer for 64 -bit Windows
« DB Browser for SQLite - 2ip (no installer) for 64-bit Windows

Free code signing provided by SignPath.jo, certificate by SignPath Foundation.
2, Database Creation el @

To create a new SQLite database, launch the SQIJt,etmnmand-Lme Interfa-:e [{'.LI]I To access the
interactive SQLite shell: T\~ \ \

2 Open your terminal or cqrpmandpmp{and typesqlite?. and press Enter.

& Once inside theEQthe sﬁeil use the command ".open NBF.db' to create a new database namely
‘NBF.

This command creates a new file, ‘NBF.db' in the current directory to store your database. And we
have successfully created a new 5QLite database.
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Step 5: o\~
Lastly, to normalize to HHFWE nught t‘a 1denhfy transitive dependencies, i.e.:

L_IDin th& Otder ‘taﬁle dependson L_Name, L_Price, and L_Brand, which are attributes of the
Laptop table.

To remove transitive dependencies:
The Order table now only references the L_ID.

Thus, the 3NF Tablesare:
Order il Customer

, Qamar |
C2 | Mahtab | House:456 | 987-6543 12 | MacBookAlr | 90000 | Apple
€3 | Chaand | House:789 | 543-2109 13 | HPSpectrex360 | 120000 |  HP
Database Tools

Various database tools are available for data management, with Microsoft Access and SQLite
being two popular options. MS Access, part of the MS Office suite, is simple to install, easy to use,

' and offers a user-friendly drag-and-drop interface. It is commonly used by individuals and small
organizations for tasks like inventory, project management, and event planning. M5 Access also
integrates well with other MS Office programs like Excel and iject,.SQ[;ita is a lightweight
database system that stores data in a 5ingle file. It Is 1deal fﬁr applm&tians needing local storage
and is widely used in mobile apps and scepanus tl;lat tlti not. require alarge database server. 5QLite
is simple, efficient, and e aasy tﬂum '. 5_

Advantages of ‘L’.f:],l..]tlre].1
SQLite ocL:Upn:s small ﬁpai:e making it suitable for applications withlimited resources.
It is easily integrated into applications, hence becomes easier for use and deployment.
SQLite has a serverless architecture which eliminates unnecessary dependencies.

The complete database issaved in a singlefile.
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Step 4: b
To normalize to 2NF we need to detect partial dependencies, which come out to be:

OrderlD depends on OrderDate, but noton C_ID or L_ID.
As aresult, we need to create a new table:

OrderDetails (OrderID, OrderDate)
As a result, 2NF Tables are:

OrderDetails

Order

1 20-11-2024
i 211 1-20?4
3 221 1-@011




Normalizationsteps fora databaseare: - || 1 [(2ho~="

=

» First Normal Form (1 HF}‘ . WO
In 1NF tables have aturTlc valueulnng WIth repeatlng groupings /multi-valued cells are removed.
2 Second Iﬂurmal Form (2NF):

2NF ensures that every non-key attribute is dependent on the whole Primary key.

2 Third Normal Form (3NF):

In 3NF transitive dependencies, in which one non-key attribute relies upon another non-key
attribute, are eliminated. For example, while developing a small database for a laptop shop the
initialinformation may look like:

For a laptop shop if we want to create a database, the steps will be as follows:

Step 1;
Classify entities along with the attributes, which are:
2 Customer: C_ID, C_Name, C_Address, C_Phone P

> Laptop: L_ID, L_Name, L_Price,L Brand - ,; ."(E"«'.i \o ="
2 Order: OrderID, orderna;e ., L mi p_umtrty ) WA )
Step 2 f_ \ H_ LI
Let I.;ISlnltlall?‘Ql;Eﬂ te Bumgte ta hle torepresent all the data:
1 20-11-2024 | € 123457 | L
2 MA2024 | €@ | Mabtad | House: 456 | 9876543 | 1 | MacBook air %000 | Apple |2
3 22-11-2024 | Q@3 Oamar House: 123 | 123-45%7 | L2 HP Spectre k380 | 120000 | HP 1
4 23112024 | C4 Mahtab House: 456 | 9676543 | L4 Dell XS 13 100000 | Delt 1
5 4012024 | €5 | Chaand | Wouse: 79 | 50.2109 | 5 | macBookir 0000 | Apple |2
stﬂp 3' . -’"'-:"{-'-".\'.
To normalize to 1NF we need to find repeating groups, whu:har'e o U
Customer information that is repeated fur Eacti nrder [ S

Laptop information that is repeated fnr aa{:h order.
50, let us treate seaardle tablesas follows:

> Custuméf [C Ilj C Name, C_Address, C_Phone)
2 Laptop (L_ID, L_Name, L_Price, L_Brand)

2 Order (OrderlD, OrderDate, C_ID, L_ID, Quantity)
Hence, 1NF Tables are:

e o —— [y e R . N Wil 6k B el R o hd . B BN w4 ok ekl R srsi SE o4 S S S Tl B G i o m



< Field: . o ..-. < N.";- = h: A
Afild s pieceof deta wita f652) thﬁt deﬁ"es the information Placed ina certain column,

For example, a Name field 'Hﬂuld 5tarr.- text data, whereas an Age field would store numerical
data. N RRIR)E

2+ Data Inl:eﬁﬂty
Data integrity refers to the accuracy and consistency of data within a database. It ensures that
the data is accurate, dependable and appropriate for usage.

Primary & Secondary Keys

Keys are essential in creating database to uniquely identify records and create links among
tables. The most common types of keys used in normalization are:

- Primary Key:

Aprimary key isa minimal set-of-attributes that is exclusively able to identify arecord. It canbe a
single attribute or acombination of attributes.

- Candidate Key:

A candidate key is a single or a set- qf—attrtbutes thml* atlnw Weritafwng nf a record uniquely.
Though there may be se*reral candrida’l:e keys* onty 'one is-thosen to be the primary key. The rest

are called SEEHH{IIEW keys \ B8

-+ Foreign l'gey: J ] Jc
Aforeign key isa ﬁeld in one table that creates a relationship with another table by referring to its
primary key.

> Composite Key:

A composite key is a combination of two or more attributes that distinctively identify a rowin a
database table,

Data Normalization

A key component of relational database management is data normalization, which focuses on
minimizing duplicate data. To ensure effective and consistent data storage and speed-up
database access, the contents are divided into smaller interlinked tables. Data redundancy or
duplicate storage of the same information is a common problem in databases which causes
problems in maintaining consistency and increase chances of Inﬂcmracies dur#ng updating of
data. By dividing the data into more manageabla and l'nter-llnked tables, normalization solves
these problems. Every table' Iepreserlt':r :| Separate entity with keys defining the relationships
among the entities. (B

< Without. nnrmalizaﬂ:ln datahases frequently show inconsistencies and abnormalities during
updates or deletions. For example, a database containing customer information with several
addresses would require changes in many locations for every address change, increasing the
chances of mistakes. Normalized data addresses this by creating various tables for customers
and addresses, which are connected by a key like customer-ID.




36| score_label = tk Lahelfuindnw, te:t-"- core: @")
371 score labeiap?bk 9\ i S
38 NINAY
39 new_rnund{] .
4@ [~ window.mainloop() plnk
Sei]
Score 1 (incomect)
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Aset of data organized in a systematic manner.r usually inaﬂompﬂter sy‘stem iscalleda database.
A database stores, retrieves and handles Ia r}umbe‘r of records- for multiple users. Databases
allow users to locate specific: Tnfmtmnq «ly and accurately. The central source of data for
every software program iﬁﬂdatabase For instance, when a user logs in, shops online or makes a
transaction, a'database system saves the relevant data so that it may be retrieved later, i.e. what
time the user lngged in, which items the user purchased or the transaction to which account took
place, etc.

Databases remove redundancies and inconsistencies that are possible in manual record keeping
techniques by organizing data and ensuring its reliability. Databases also provide concurrent
access and changes which allows several users to work on the same data-set at the same time.
They also include security measures to safeguard sensitive information from unwanted access.
Databases provide effective information retrieval and help in data analysis.

Types of Databases

7 Most databases are relational. They organize data into rows and columns of a table such that
each table represents an individual entity (for example customers or items).

= NoSQL databases provide flexibility and can manage vast amuuntﬁ of unstructured or semi-
structured data. Unlike relational databas&m tmy dn ﬁﬂt ha\ie a l'ixed table structure.

Key Conceptsinvolvedin da tabaaes arey| Y N ol
> Table: (85

Atableis the fundamentai stri.lv;ture of a relational database and is made up of rows and columns.
Each row denotes a record, while each column represents a field.

> Record:

Arecord is a single table item with information about a specific entity. For example a client record
could include information like hisor her name, address and telephone number.




1| . import tkinter as tk ARV ZARE O RS

2|. import r'artdum AT QLS

4| windéw s t. n:()

5 l{1@1in.r:.ni:|1::1mr .title("Color Game")

6 score = B

7| colors = ["red", "blue", "green", "yellow", "pink", "black",
"orange", "purple”, "brown"]

8

9| def new_round():

10 global score

11 global color_to_guess, random_color

12 color_to_guess = random.choice(colors)

13 random_color = random.choice(colors) _— (!

14 label, config(text=color_ ta_guesaf. fg-random cnlnr}

15 entry. delete(ﬂ 'gk Em) gk s

16|@ LR

17| def check; aqéher{}"

18 “glbbal score

19 user_input = entry.get().lower()

20 if user_input == random_color:

21 score = 1

22 score_label.config(text="Score: " + str(score))

23 O else:

24 score_label.config(text="Score: " + str(score) + "

(Incorrect)”)

25 new_round()

26

271 label = tk.label(window, 'Funt-( Ar‘ial“ za})_)n_

28| label.pack(pady=20) o N ,\ :

30| _entry = tk. Entr*r(windaw; Font-r{"m-ial" 1&))

31 @Entry pack{) ] U L

32 NA '

33 che::k_button = tk.Button(window, text="Check”,
command=check_answer)

34 | check_button.pack(pady=10)

— rrrr— )




2 Align the label with the ‘color to,_guess texl; an& randnm_cnlnr
D Clear player's 1n||:rut frum theantry field, if any.
> For' cheqk_bamwerf} functinn .
D Acquire the user_input from the entry fieldand checkif it matches the random_color.
3 If correct, increment the score and update the score_label.
2 If incorrect, display a message showing incorrect answer.
2 Call ‘new_round()’ to start the next round.
4, GUI
2 Create the mainwindow:
1. window =tk Tk()
2. window. title("Color Game”)
2 GUlelements that weneed to place: _ _ A0
2) Add label ‘Display thewordtobe guessed”. | -\ "."ff;j'r:-n"j., G2

|'|""I 1 '.'.I
..|.-

27 label = tk,];ah-e\waindw “font= {“Amal” 24))
28 1ahel.pa:k_{pauy=2a)
TN _| ""'

b) Input field ‘l‘ﬁr'iénftering answer.

30 entry = tk.Entry(window, font=("Arial”, 18))
31  entry,pack()

c) Add a button to check player's answer when pressed.

33  check_button = tk.Button(window, text="Check”, command=check_answer) 1
34  check_button,pack(pady=10) |

d) Displays the player's current score.

36 score_label = tk, Lahel(winduw, t&x‘t-"Smm 9")
37  score_label, pack(} Aoy el

5. Starting thegame . : SR

& Initially ‘new munc‘{} i un:tinn mll be called tostart the first game round.
2 Call 'wiqdﬂw 'minlunp{]’ torunthe game.

The complete code is shown in Fig 3.16.

R B ——
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22 entry2 = tk.Entry(ract,. uidth.m AN

23 entry2. grid(rm-ﬂT tu,'I,Umn-I pradx-E, Pady:S}
|

24 .'| 5\

25  add_| huttleI = tk Button(root, text="Add", command=add_numbers)
26 add_button.grid(rowsl, column=8, padx=5, pady=5)

27

28 clear_button = tk.Button(root, text="Clear", command=clear_fields) .
29 clear_button.grid(row=1, column=1, padxs5, pady=5)

3a

31 result_label = tk,Label(root, text="Result will be displayed here.")
32 result_label.grid(row=2, column=@, columnspans2, padxs5, pady=5)

33

34 root.mainloop()

§ SimpleAdder — O > |
AR f]' oI Sum: 5555
Developing Game using tkinter

In terms of GUI application, even games can be developed using tkinter. Let us create a simple
game of correctly identification of color such that the text color needs to be identfied and written
with correct spellings. The twist however is that the text show name of a different color to
confuse the player. Only right color input with correct spellings will be counted.

Steps to create the color game:
1. Create a new Python file and import necessary libraries:

1. import tkinter as tk

2. import random ey A
2. Set alist of colors: ® --" .' NI -5:';'.'- -
colors =["red", blue”, "green"”, 'Efellmf' pmlr." 'blac.k" orange purple' "brown”]
3. Sketch game logic : '. ' '. AL
> Initialize vanableslike Stbil‘e 0.
<2 Outline * new_round{]* function:

2 Select arandom color from the colors list for ‘color_to_guess’,

2 Select another random color for the text's display color ‘random_color’,

—— CrETTT— ) BT




6.Subsequently buttons are added mthe Sdreen V\ \

25  add_ button = tk, Button{ruht text-"hdd , command=add_numbers)

26  add. butt?h grid(row=1, column=0, padx=5, pady=5)

27 RN

28 clear_buttnn = tk.Button(root, text="Clear", command=clear_fields)
29 clear_button.grid(row=1, column=1, padx=5, pady=5)

We create an "Add" button which when clicked will call "add_numbers()” function. This button is
placed in the second row and the first column of our window with a little bit of space around it as
inthe last step. We also have a "Clear” button that when clicked will call “clear_fields()" function.

7.Todisplay result, a label needs to be added. So, a label is created to show theresults. Initially,
it says "Result will be displayed here.” This label is positioned on the grid in row 2, stretching
across both columns using the ‘columnspan’ attribute. We also add a little bit of padding around
the label to make it look nicer.

31 result label = tk,Label(root, text=" Re;ul‘t will be: dfﬁﬁ]ﬂyed here.")
32 result_label, grid{r‘uw-l column=e, ::det}{In.‘-ban-l, phdx =5, pady=5)

J

8.Lastly we run the GUlin a cnntinuum mahner Withﬂuﬁt the window will just flash and

disappear. This lmpemuresthat themn}om stays open and interactive.

NN x_]' 34 root.mainloop()

The mmplete Y- Fig 3.15.

1 import tkinter as tk

5

3 v def add_numbers():

4 v try:

D numl = flpat({entryl.get())

6 num2 = float(entry2.get())

7 result_label.config(text=f"Sum: (int(numl + num2)}")

8 v except ValueError:

9 [ result_label.config(text="Invalid input. Please enter numbers.®)
19

11 v def clear_fields(): P |
12 [ entryl.delete(d, tk.END) _ [/~ (C}
13 | entry2,delete(®, tk. EHDJ AR LES A
14 \ result_ lahﬂl -::anfig{text:‘ﬂgsult uill be displayed here.")
15 |

16 root. =tk Tk{
17 ‘root, tiﬂe( Simple Adder”)

19  entryl = tk.Entry(root, width=18)
20  entryl.grid(row=8, column=1, padx=5, pady=5)




components and iscreated using tkmter.Tk{}
2.Next we define a functlnn a pdd numbers on thE screen.
inp-nnﬁ tkiﬂtur as tk

~ def add_numbers():
W try:
numl = Float{entryl.get())
num2 = f£loat(entry2.get())
result_label.config(text=F"Sum: {int{numl + num2)}")
except ValueError:
|  result_label.config(text="Invalid input. Please enter numbers."

RE B3 = 8N U B L B e
¢

We take in the user input into the first and second boxes using get() function. Next we add the
numbers and update the result label to display the sum. If the user types something that's not a
number like letters, etc. an error message is displayed. ;

3.Thereafter we defined another functiontoclearfields. [/ (C\U) e
11 v def clear_fields(): \ 7 o WU )
12 entryl. deleta{a; tk. EHD) O
13 entry2. dtlﬁtt{ﬂ itk EHD)
14 r;-:.-sult 1abel.config(text="Result will be displayed here.")

To clear the contents of the first text entry box, we use the delete command, starting at the
‘position 0" and going all the way to the end, Next, we do the same thing for the second text entry
box, clearing its text as well. Finally, we reset the result label to its default message by
configuring its textto"...". :
4.Create main window along with the title of the program should be the next step using:

16  root = tk.Tk()

17 root.title("Simple Adder")

5.As a next step we setup input fields:

r 19  entryl = tk.Entry(root, width=18)

20 entryl.grid(row=e, culumn-e padnus, par.ly-E}
21 Ead
22 entry2 = tk. Entr‘y{mut wir.ith-laj

23 entry2 .grid[rm-ﬂ CE‘-“ltIH'Iﬂ=1 padx=5, pady:S}

We create a little text. bua: rJ lthe user tu type in. The 'tk.Entry() creates the box itself and we
have set it to be 10 Characters wide. Then using ‘grid()' we put.it in the top left corner of our
window (row U ana cowim:: 0 to be specific). We also added a little bit of space around it i.e. 5
pixels on all sides using padx and pady. Similarly for the second text box next to the first one, in
the same row (row 0) but one column over (column 1).
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with npen{ ah:’- "txt_"' } -as ﬂle.'
for \char in ﬁié.r‘ead()
~[| | \\ peint(char, end="")
pr'int( \nFile read successfully")
E‘E FileNotFoundError:
print("Error: The file does not exist.")

|ex:e§t| I0Error:

| print(“Error: An issue occurred while reading the file.")

.. I Activity 6 )

e
Write a program to open the file ‘abc.txt’ in read-mode. Create another file ‘xyz.txt’ and
write the contents of abc.txt by reading character by character.

3.2.8 GUlin Python

Graphical User linterface (GUI) improves the usability- and aﬁce-isibﬂitv n’f applications as
compared to Command-Line Interfaa:e {GL!} tﬁtems whith requfre users to write commands. In
GUI through components like menus, text fields;- buttons etc., users may interact with the
program more smoothly. Pythun pmﬂdeia library for developing GUIs and games namely ‘Tkinter
to handle common ﬁd!.k.s like user input i.e. the steps to be taken when a button is clicked. Tkinter
is a huﬂﬁ—iﬁ ny’dmn library used to create GUIs. It allows programmers to create interactive
appticatiun components, like desktop Applications including word processors, media players and
basic utilities where all their interfaces can be made with Tkinter. Tkinter also can be used for
creating 2D games with simple graphics. Game elements and windows can be created and user
inputs like keyboard and mouse clicks can be controlled using functions provided by Tkinter.
Options provided by Tkinter, include:

< The basic components of the interface are called widgets which include checkboxes, buttons,
labels and text boxes. We can organize and modify widgets to make the layout as desired.

2 Tkinter also is used for event handling like mouse clicks, key presses and window resizing. We
can use code to create responses to these events for interactive and dynamic applications.

The arrangement of GUI components and the underlying logic are generally kept separate in the
code.

Simple Number Adder with GUI

Before moving on with the code, ﬂ'. ls qmte helpfut T.I:I undentand lhe steps involved in creating a
GUI using Tkinter library. Let. us| t:raate a simple Adder application which takes in two numbers as
input and when the iAdd' huttun is pressed, the result gets displayed. Major steps are:

P—————— N T —
1. Firxtnff au fmpm the tkinter library in Python code and
create the main application window which will hold all import tkinter as tk

— T ) M, —

I ']
T e O 5 D G O W ) D - g
— o - 1 el




SR B W P W I R N I P I 6 [ B b e T T W R T [ T W T W T

W et

hequick bmun fux jl.mps over the.lazy dag-

Read Existing Files A A BN Y

Next, let's read the contents: uf an existing 'ﬂfé llke the ﬁle abc.txt' that we just created and
saved. The file "abc. txt" isqﬂeqed in read mode (') in the first line of Fig.3.13. An error message
will be displayed if | thefile Es ‘missing. As can be seenin line 2, using a for-loop the whole file is read
character-by-character and printed on the screen without adding a new line after each character.

Lastly, a confirmation message is displayed on line 4 that the file is successfully read, as shown in
the output.

llwith open ("abec.txt", "r") as file:

2| for char in file.read():
3 print (char, end="")
4|print ("\nFile read character by character successfully!") :

Output The quick brown fox jumps over the lazy dog .
J|File read character by character successfully!
rem——

EFrors May arise while dealing with files nnd may result fnahnurmal terminatiun of the program.
To avoid this, Try-except' bl'.OCIES are usél;l to-handle possible problems while accessing and
working with files. Typical qsrue&"lnclm trying to open a nonexistent file, reading from a file or
running into muqq when ufmmg data. Alternative actions can be implemented by enclosing file

operations in a“try block and addressing particular exceptions such as ‘FileNotFoundError’,
PermissionError or TOError’ in the except block as shown inFig 3. 14




(with complete path) while the uther &rgument 1; the desired rmde of operation (reading,
writing, appending, etr:,} A i YN

D After the file is npenqd m rt-ad fnn-de its contents can be extracted by using read() function
and thecmnﬁpﬂsﬁe c‘:&n’tents of thefile is obtained as astring.

> Write mode allows you to add new material or edit already-existing information to the file
using write() function.

2 You may add new data at the end of an already-existing file without erasing its contents, by
using the append mode using the add() technique.

2 Theclose() function must be used to close a file once you have completed working withit. This
guarantees data integrity and releases system memory that was in use by the file.

Example: Program To Create An Empty File And Write Contentin It.

For the code in Fig.3.11, in the first: {ine a file named ‘abc. txt' is created (if it already does not
exist) with open() function and returns a file handler. Thereafter, every operation uses this file
handler to operate on the file. For example, in the very ngxt\hnasa;senteﬁce}swﬁtten in the file,
using write() function using ‘new_file’ file nandler 1n [Ine -4 a message for the user is displayed
such that the contents of tt}eﬁle mbe Lr\ked J:y naenT ng 1t as shown in the output. Lastly, for
every file that is opened, 11; ngeds tubee‘: Citly closed before the program terminates, and that
is generally thf%-ast I*mp.]d)f théprugram

1 nmr_filu = open("abe. txt", "w") l
2new_file.write ("The gquick brown fox jumps over the lagy dog !!!")

3 z

4|print("File created and written to successfully!'")
S5\naw_fila.elose()

..... : Ty

The quick brmm fox jumps over the lazy dog (Il

Alternatively, as shown in Fig.3.12, we can use e the ‘with keynrmrd The beneﬁt of using with
keyword for opening file is that the file does not need to be closed explicitly and specially in case
of an error, it will automatically be closed. For the sake of clarity, as we are writing the same
sentence as of Fig 3.11, but without ‘l!!' at the end of the sentence, just to distinguish that new

text has been updated, When executed, the updated output of the same file is shown in the
output.

(( Mational Book Foundation &9 'Er-._'_. B ﬂ = Unit'3: Programiming Fundament als
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cnmpnses of all the data related to studeraf in e\rErg ,ruw, Line ¥ shum hnw to extract the
registration number from the hst Whl[& tmﬂ 9-depicts how to select marks from the list.
Furthermore, on line 12 we”nserta new record in the dictionary and print the whole dictionary in

the next line whml‘l shows all the records in the dictionary. To understand how to access the list ‘
elements in the dictionary, let's assume that the second subject marks of the record that we just
inserted needs to be updated. In line 19, based on the key being the student’s name, we update .

the marks of the second subject. Lastly, on line 24, using a for loop in terms of the key-value pair
we print all the items of the dictionary.

A primary school has subject teachers such that a teacher teaches only 2 subjects to a class.
Assuming, each class studies 8 subjects in total. Write a program using list as a value in
dictionary, so that ‘class’ becomes the key and respective 'teachers’ are stored as values.

3.2.7 Filesin Python ) _._ij-.'f'_-fﬁifff N
Importance of Disk I/0 A QAN LY -

Disk input/output (1/0) is \ntill ﬁjr e?ﬁg:lent data handhng and nptimal system performance in
computers. Disk 1/0_brid bEMEEn the CPU and HDD for information retrieval, such that
relevant data {s]pasaeﬂ the CPU for processing and later is stored back on permanent storage
devices. Almost all computer operations are supported by this continuous data interchange, from
launching of the programs, opening files and save changes made by user.

In Python, files are mainly of two types:
TextFile:

In a text file, data is stored through characters like .txt, .csv, etc. Point to note here is that a
special marker called End Of Line' (EOL) generally "n' is used to highlight completion of a line.
This way, Python knows that a new line is starting after EOL marker.

Binary File:

In a binary file data is stored in combination of Os and 1s, i.e. binary data. Binary files are not
meant for humans but rather for other programs to read information. Images (having extension
.jpg, .png), audio (.mp3), video (.mp4) and exe:;ur.abl.e prngrarHﬂu#Ke} arealleﬁmpies of binary
files. ’ - . \

File Handling Methods and Bperabons QS
Data in files from storage tlimrmesls hrnught up in RAM, where functions like creation of new file,
reading and updam_ng of atready existing file, closing the file, etc. can be performed on the files,

Python has file handling methods that let you work with files and you may interact with files in an
organized manner and create, read, write and modify their contents programmatically, using:

2 The open() method is used to access a file such that it takes in 2 arguments, one is file name
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3.2.6 List as a Value in Dictiopia ﬁ &L\ |

Adictionary comprises n ~al mulnpte values against a key can be stored in
the dictionary in th example every record of a student can be stored in the

dictionar kf\’ ‘ﬁtudent s name will act as the key while the registration number and
marks will values. Tostore mumple values, a list can be used.

students = l

“Sara";: ["345", 85, 90, 7B},
3 "-'-'I-Ill": [*678", 75, BB, 982],
| “Zaid": [“s12", BO, 79, 95]
1l

5ara_reg_num = utudmt.u[ Sara"][0]

|print(*Sara‘'s Reg. No.: ", sara_reg_num)

| jamal marks = students["Jamal*T[1] _
lprintT*Jamal's Marks for first subject are: ", jamal marks)
11
|/| students ["Asra*] = ["234", T8, 85, 90]
Lprint{students, "\n")

I student name = "Azra”

i5| subject index = 2 )

/| new mark = 100 @O\S‘\E‘u

iuj LE atud-:lé_'_rm in students: F(—i

13 students|student name]jfsub @'\;EE!

Jul rint (Emewe ka u }Lat index [subject index| \n")
dlelaa: " ".." y!

print(’ Etud-nt

for n utudant: items () :
[n.-nl i
t(f" mur.rn.mn Number: ", [details|[0]})

F:int{f“!ﬁrkl [", end="") , O
print (details(1],’, ' details(2], ‘' ,details[3], "]\n")

|Sara's Reg. No.: 345 R =

J 1's Marks for first act are:

{";:Il': ['345', B85, 90, T!i, ‘Jamal’: ['678', 75, 88, 921,
‘gaid': ['912', 80, 79, 95], ‘Azra’: ['234', 78, 85, 90]}

#»*+ Marks updated for Azra at index 2

Hame: Sara
Registration Number: ({'345') |
Marks: [85 , 90 , 78 ] I
o |Name: Jamal

 Output | Registration Number: {'678'}
Marks: [75 , 88 , 92 ]

R
Wg&a ation Number: {'234’}
%Nﬁ% (76 , 100 , 90 ]

._—
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Tailor mecqcbdfﬁgg 8, such that for all odd values of the matrix the sign should be inverted
while for alleven values multiply it by 2.
e
|matzix = [
2 i, 2, 31, -
3 [4, 5, 8],
4 [7, 8, 3
10 |
6/PrEAnt ("Matrix is: ' matrix)
T|fex i in matrix:
8 print.(i)
9
l10|trans = [ e
L1 [v,0,0r, L—. _--,r-'l,'.{xr'._%"::'.\':.-'-,"-l
B, [o0,0,0], - s “‘.\:-"“Im.'.(' 2 1"\_'23-':1“" !
> 10,0,9) O A T O [ 1°8e careful about the
Tk ! WO A L indices as it may return the
16/f82 row in range mn[mtrd_ﬂj'i\\\ e ) original matrix and not the
17|  for col ism lnq'-{ﬂ-lntmitﬂ.xn transpose of the matrix,
14 \lcqnpi{[élij {row] = matrix[row] [col] *
19 o |\
20 p:i.ntf"rranspnnn of the Matrix is: ', trans)
21|fer § in trans:
27 print (3)
Matrix is: ((1, 2, 3], (4, 5, 6], (7, 8, 9])
1, 2, 3]
4, 5, 6]
(7, 8, 9)
Transpose of the Matrix is: [[1, 4, 7], [2, 5, B8], [3, 6, 9]]
i, 4, 7
[2, 5, 8] :
[3, 6, 9] v
[ output Matrix is: [[1, 2, 3], [4, 5, 6], [7, 8, 9]]
(1, 2, 3]
[4, 5, €]
(7, 8 9] G
mm-umnuuu u:. Ll] u 5 81, 17, 8, 911l
1, 2, 31 A U | (EaE
[4, & 61 "-, ‘,: [
e 7 'n’j i =

A matrix ‘X' is symmetric matrix, if X = (Transpose of X). Write code to determine whether
a given matrix is symmetric matrix or not.

L N A e NN W Pkl R bl o bl D e . o B o RRON PSR R NN o L b =" — ——— ==



A nested list is a list of- I1 ls m;t} that the inner hsts or sub-lists can further contain list as
elements. Nested thit!s dhﬂ:e useful in handling complex data like matrices. So, to explore nested
list let's try to create a matrix and print it. First, we define a 3x3 matrix. This is achieved using a
nested-list such that every element of the list is itself a list and contains row-wise data. As shown
in Fig.3.8, we initialized a 3x3 matrix and thereafter on line 6 just by passing the matrix name as
an argument to the print() function, we can get it printed. The first line of the output clearly
distinguishes the multiple lists that exist in the list. Next, we print the matrix on line 8 using a for-
loop. Since, the list has only 3 members, the loop will execute thrice and in every iteration a row
gets printed, hence in the form of a matrix. Lastly, on line 11 we use nested loop, such that the
outer loop index is 'row’ while the inner loop index is ‘col’. This way, for the first row, all columns
will be printed and then the same will be processed for second and third rows and the whole
matrix gets printed in a single line. To modify the code and get it printed in the form of a matrix, is

left as an activity for you. R
Sl R ] .'.x"' 1 ~.-.J r: e i

| matrix = [ ® 'S ' I‘"-?L, "" "'.,\\.x‘: I'I [ Eado=

2 1, 2, 31, !_ “ .

3 (4. 5, 6], AT e W VO W WA= T

: (7, 8, 91, = A0 L e

: print t“tf'\]iFjl_I\:\' [Il o B

s | '-.____"'_F' A

B for i i:{'l-uiitx:ix:

q print(i) ((1, 2, 3), (4, 5, 6], (7, 8, 9]
10 (1, 2, 3]
11 for row in range(len(matrix)): [4, 5, €] "
17 for col in range(len(matrix)): [7, 8, 3] i

13 print (matrix[row] [col], -n.nr.l: .,y |1, 2, 3, 4, 5, 6, 7, 8, 9,
R P38 Finting  Wavi i Nested s s ——
In this code, a 3x3 matrix is defined, and its transpose is calculated and printed. In line 2-4, the
original matrix is given with numbers. In line 7, the code initializes an empty list to store the
transpose, Lines 9-12 iterate through each column of the original matrix and create rows for the
transpose. In line 13, each new row is appended to the transpose list. Finally, in lines 16-17, the
code prints the transposed matrix. The transpose swaps the rows and c-:}lumns gf the original
matrix. a LY

Thereafter, we extend the program to calculate I:he transpnse uf“ the matnx and printit. For this
purpose, on line 10 of Fig.3.9 we |mtlalizefd anuthﬁr matrix. On line 16, just like in the last
example, we placed a nested Inap a3 we ‘now-how to access the nested list contents one-by-one.
But, while assugrung thepé values to the transpose matrix the rows should be converted into
columns and \Hce, versa. Therefore, note that the indices of the transpose matrix are reversed,
which will result in the element at row 1 and column 2 to be placed at column 1 and row 2, which

was the desired outcome. In lines 17-19, the output reflects successful creation of transpose
matrix of the given matrix.




student test number = [}
while True:

name = input {"i‘.‘ntiar s‘tud-nt muu tnr

we :l] —' !qt i L

if name. 1____
NI

- :._ '-_". |

‘q' to quit): ")

grld:- = ﬂoit [mput ("Enter Test-Number for (}: ".format(name)))

student_test number[name] =

grade

o0 =1 BN e Ld B

o

10
11

name = input("Enter student name to view test-number:

if name in student_test number:

")

print (f"{name}'s test-number:

{student test number [name]}")

lllalse:
13| print (£"Student

'{name}' not found.")

Enter student name (or 'q' to quit): Amir
Enter Test-Number for Amir: 90

Enter Student name (or 'q' to quit): Bilal
Enter Test-Number for Bilal: 87

Enter Student name (or 'q' to quj.a:)u 1111“!1:

Output | Enter Test-Number for- m{lhm ="
Enter student name lox 'q" to quit): zaid
Enter Test for Zaid: 88
Enter| student name (or 'q' to quit):

TN hh:l: ‘student name to view hut-n:ﬂu: Bilal

Bilal’s test-number: 87.0
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Note that, it takes significantly less time to find a value in a dictionary than it does to search a list
in Python. This is the reason because in lists we need to go through each item individually in order

to locate what you're searching for whereas in dictionaries using the key-value pair, we can locate
the searching item quickly.

Findinga Value in a Dictionary v/s List

For the sake of better understanding, a program was written where a list and dictionary were
randomly populated with 1 lakh entries. Such that a list of strings of 4-characters was setup while
for every 4-character in the dictionary a corresponding key value was randomly arranged. Next 1
random element was searched in both the programming constructs and their times were noted.
The difference of time clearly shows the searching in dictionary. is ﬁsr.er ascompared to the list,
as showninFig.3.7. Sample of pupulated‘dat&’in dicﬂonary ar‘td list are shown in first two lines.

Search nn.lt: nu.‘rr} tzuus- ‘dlei’)
Search results || st): ['uiib’)
Dicti ﬂueh time: 1.000166 msec

l.utaml:hti- 3.000259 msec
D.‘.fﬂnnnlulﬁm Dictionary Time - List Tima:

RS ! Fig.d.7: Dﬁferen:e of time tn Sea:-::h in dir:t#unary vis lIIL

=2.000093 msec
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students and their respective test numbers from the u.r.er are talr.en m, as shm'm in Fig 3.6. Lastly,
the student name is asked tu be searthed in the dictionary and corresponding search result fs

displayed.

student’ gridn = [ .
'ln.lr H gur
'Bilal': 85,
'Dilawar’: 92

print (£"(student): {(grade}")

student grades['Zaid'] = 88
student_grades|['Bilal'] = 87

kl ttﬂmt_ﬂm. [ 'nil‘m. ] LA LR R L L e e L Rt
‘

15{4f 'Dilawar' in student_grades: H
print(£”\n Dilawar’'s grade: ". ltudmt grid“[’ni.l.uar"]a ""m"}i
17 eloe: H
print.{"stud'nt Duﬂ-t not !wnd ‘in*} :
20| for student, grl:h ,im -t-,ud-nt gudn items(): f
pc:l.nfatﬂ [q&ﬂ.nt} “{grade} ") :
"_
Amirp;: 50 '
Bilal: 85 |ovteut without Amir: 90 Output with
Dilavas: 92 L—mei3 Pilal: 85 line 13
Dilawar: 92
Output Dilawaz’'s grade: 92 Student Dilawar not found
Ii.l.-::.-l:‘l Confirmation Amir: 90 | Confirmation
5 via Bilal: 8 via

Dilawas: 92
Zaid: 88 e Zaid: 88 '

Extend the program of Fig 3.5 in sucha wa'; that if me searthed item is not found in the
dictionary, ask the user if it needs to: be added If user presses 'y for yes, then the key and
respective value [tu betﬁkﬂn ihpul;]l are'to'be added.
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grades -l{aﬁ 92 ?a 92 85, 95}
Priﬂt{gi‘adas} l
grades add (88) |
print (grades) )
if 92 in grades: |
. print("student has 92 among the grades.") J

= B - Y N

{%2, B85, 78, 95}
{78, 85, 88, 92, 95}
Student has 92 among thae grades.

3.2.4Dictionary P

Dictionary StoreKey-ValuePairs . © 1\ ()| () [
Dictionary is an essential data strucu;re ‘ﬁn Pg@han-tl‘pat is used tn store and arrange data in an
organized way using key-value pairs; suich ‘that each key represents a distinct value, i.e. each key
isassociated witha. parﬂcplhr*.ralue List have index while in dictionary it can be of any data type,

For example, in’ a :phmie book where the phone number (value) and the person's name (key) are
associated with each other. By searching for the matching name, we may quickly get the phone

number. Because of this fundamental idea, dictionaries may be used for storing and retrieving
information by associating unique keys with values.

In order for keys to be used for searching, they must be unchangeable types of data like strings,
integers or tuples. Values may store complicated data structures with flexibility since they can be

any data type including texts, integers, lists and even other dictionaries. By design dictionaries

avoid duplicate keys such that every key acts as a unique label hence avoiding reshuffling of data. \
Dictionaries maintain an ordered link among keys and their corresponding values, like keeping

track of passwords and usernames, etc.

The Python code in Fig.3.5 shows how to add, create and retrieve entries from a dictionary.
Initially a dictionary is initialized with 3 student records where student names beingthe key and
their respective marks are the values associated with the keysmirrimediately after that on line 7
and 8 using for loop, we print the dlcnunarr. On ling’ H]I ‘we add another student ‘Zaid' in the
dictionary, which is added at the end of the list, Asm‘ular statement for ‘Bilal' is written, sinceit is
already in the dictionary, its' val'.ue witl he uuﬂated On line 13, we removed 'Dilawar’ from the
dictionary. For cunﬂnﬁat:'-ph in the next 4 lines using conditional statements (if-else) we checked
for 'Dilawar’ in nhe d‘rctinnary Lastly, final dictionary is printed again. Point to note here is that if
we comment line 13, record of ‘Dilawar’ will not be deleted, The corresponding outputs of the said
program and after commenting line 13, both are shown for better understa nding.

Next, we modify the code such that an empty dictionary is created and thereafter, name of
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1 grades = {35 !IE Tli"- 92 E'EPLEE?

2 print(grades) ||\ '

3 print lif'ﬁr-t gnda ", grades[0])

4 print("Third grade:", grades[2])
51if 92 in grades:

6/ print("Student got 92”)

‘ 7 print(grades.count (92))

8 new_grades = grades + (88, 90)

9/ print (new_grades) Output
(85, 92, 78, 92, B85, 95)
First grndi- 85
Third grade: 78
Etﬂdﬂnt got 92

(us 92, 78, 92, 85;(95, 88. 90)

On line 1 we create a t{lp[E M 5tudentgr?aﬁﬂs- riarnely grades and initialize it with some sample
grades and print it in 1|:ij nex.t line which shows duplicate values as well. However, individual
grades are ap{ieéﬂed by specifying the index (which starts from 0) on line 3 and 4. To check if a
specific grade exists in the tuple the “in" operator can also be used with tuples as we used in line
5. Additionally, to find the number of occurrences of a grade "count()’ method retumns the
number of times a specific value appears in the tuple as shown in line 7. Line 8 shows that we can
create a new tuple by concatenating existing tuples using the '+ operator.

3.2.3Sets

Sets in Python are represented using ‘{_,_,_}' and are collections of unique and unordered
elements i.e. a set cannot comprise of duplicate values. Aset will only hold one instance even if
the same value is added to it more thanonce. Sets can be used tostore a list of unique usernames,
! product IDs, etc. Using the 'in’ operator it is quite easy to check whether a particular element
existsinasetornot.
, Initially on line 1 a set of student grades is created namely grade; and-s miﬁalited with some
! sample grades. Notice that duplicate grades (85 and 92) emst in the initial asmgned values. Since
| sets only store unique values, the duplicatm mil be automatmally removed. Line 2 prints the set
‘grades’, demonstrating thatthe duphﬁates“have been removed.
Next, we add anew grPJ:Ie tutheset i.e. 88 on line 3 using the "add()’ method. Line 4 prints the
', set again sh{mﬂng ‘the updated values. To check if a specific grade exists in the set, the in’
' operator is used. Inline 5, if 92 is foundin the set, then a message is printed.

|

|
.
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student_grades = [Fﬁq 92 ?! 95 82]

student anhh _ 90)

print (“Grades sfter nddinq # new gcada:”, student grades)
student_grades append|(100)
ptintl"ﬂrlﬂ:u after adding ancther new grads:”, student _grades)

OO = On U B Lo Pub o=

student grades.remove(78)

print("Gredes sfter removing a grads:", student grades)

lowest grade = student grades.pop (2)

pPrint ("Grades after removing the grade on index 2:", student_grades)

L
et B3 e S D

if 88 in student _grades:
student_grades .femove (88)
else:
print ("Grades83 not found in the liast™)

e e e
00 =1 % LN e

average grade = [sum|(student_grades) / [len](student . grades) ..
print ("Average grade:", {average . gr-dn}} e _I[I;&fﬁkg

i
(¥ - ]

Grades after adding a new grade: ‘[ 5; !"h ﬂ' TB, !5 82]

Grades after adding mmﬁnﬂrqﬁ: [85, sz. 90, 78, 95, 82, 100]
Grades after removing a grade: [85, 52, 90, 95, 82, 100]

Grades after removing the grade on index 2: [85, 92, 95, 82, 100]
Grade 88 not found in the list

Average grade: (90.8)

F | Activity 1
Extend the program of Fig.3.2 to search for all odd numbers in the list and remove them. |

Moreover, there are scenarios, where a particular value is not in the list but you intend to remove
it and results in an error. So, a good programming practice is to use conditional (if-else) statement
as we have used in lines 13-16. This way, if the number is in the list, it will be deleted otherwise it
won't abnormally terminate the program rather a message is printed that the said number is not
found, or something like this. Lastly, using the sumu and Iinﬂ funntlnns, we. caleulated the
average grade of the student without usingany Imp. WAVAIN

3.2.2Tuples e ] =

In Python, tuples are repre&en;pd Lﬂiﬂg' t_,_._]' and are a special type of list having one feature
that they are immqtébie ie a tuple’s contents cannot be updated once it has been created. We
can view the objects and their arrangements but we cannot add, remove or rearrange them.
Tuples are used when a set of values must remain in order and unchanging throughout the

program. For example the days of the week (("Monday", “Tuesday”, "Wednesday")) or geographical
coordinates (latitude and longitude), etc.

—CrmrTTT— () BT



terms, a 'Vehicle' rn.ziy hawe attmutes such as speed calur wheels and operations like
accelerate()and hralfef ). If we speciﬁ.r it further for a'Car’ whichis a type of 'Vehicle', so we do not
need to. deﬁne the abuve stated attributes and operations again because 'Car’ inherited these
from 'Vehicle' being a derived/sub class and automatically owns these properties and functions of

'Vehicle'. However, 'Car’ may have its own additional properties like ‘seatingCapacity’ and
operation like openSunroof().

Polymorphism allows objects from various classes to be considered as instances of a common
type, though the implementation of the common type differs among the various classes in their

own unique way. This allows writing generic code that can deal with a wide variety of objects.
Polymorphism makes it easier to modify object behavior.

For example, the common type "Shape’can be a triangle, rectangle or circle. Though all three are
shapes but have their own distinct properties and operations like draw, resize, calculate-area,
etc. Polymorphism is useful in such scenarios where a common operation applies for all but
implementation differs based on the type of shape. In context of specific shapes triangle needs
base and height, rectangle uses length and width whiladralef equtr@s tadius to calculate the
area. Instead of writing three separate -specmr. ta[;:u‘lata-area methods (which may increase the
more shapes we take lnlo consi'cleratiunL via polymorphism we can send a simple instruction to
different objects such ai draw-}rmirself and each object will perform the operation in its own
prescandﬁ,ﬁygnthe' Basis of type of shape.

3.2 Programming Constructs in Python
3.2.1List

List is a basic data structure in Python that holds groups of elements in a sequential manner. This
flexibility allows list to store elements of various data types such as boolean, integers, etc. The
order that things are added is maintained by lists. Index 0 will have the first item inserted, index 1
will have the second, and so on. This arrangement is essential for retrieving elements based on
their location. Different data types can be stored as elements in the same list. List sizes are
dynamic, i.e, elements can be added or removed as required.

In Fig.3.2, let's utilize the common functions of adding and removing items from the list. Initially,
on line 1 we defined a list namely ‘student_grades’ with 5 elements, in it, to, store grades of a
student for instance. On line 3, we inserted an additicmal grdde of 90 in‘the list on index 2, using
the insert() function. Alternative’ to insert any ﬂ‘;her value is I:w using the append() function,
which we used in line ﬁand 1{tserted anﬂther value of 100 which was added at the end of the list.
Thereafter, on line. the value of 78 from the list was deleted using remove() function. Another
way to. rarptwe ani; element from the list is using the pop() function, such that index number
needs to be mentioned. This way, we can remove an element from the list either if the element or
its index number is known. -
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properties, such as size, l:ulur‘ nr number l:l-f rtufims All objects have the same basic structure as
defined by the class apar! tii nwnspe::iﬁc characteristics. Objects in a program interact with one
another to 'rmltatb real-worid situations and improve the organization and modularity of the
code.

The ‘Stationaryltem’ class (as shown in table) acts as the stencil for all stationary items in the
bookstore. Individual goods developed by this session include pens, pencils and notebooks. Each
item has unique values for attributes such as name, price and color. The methods of the class
allow you to retrieve or change these attributes which allows managing of information about
various stationary items easily.

Class: Stationaryltem o
Attributes; ) ; Object 2: A red ABC pencil.
name (e.g., "Pen", 'Fuéil'. Wi name; "Pencil”

: 200 (e U
54 ik e FE:QL NE
color (e.g., "Blue”, "Black’, "Red", "Green’) Jeolof: Blue" | (| "1 "\51 FU | cot6r: ea

| L e i LR %L

brand (e.g., "XYZ", "ABC", "DEF') ’;h \caf h*""“{' e brand: "ABC”
It can have mmwmwiﬁuﬁmhhmﬂmm. set_price() to adjust the price of the said
item, etc. "\I

Encapsulation is the process of information hiding by combining data (attributes) and the
methods that operate on the data into a single entity, i.e. a class. The main cencept is to keep
together the data and methods that are relevant. Encapsulation does not allow direct access to
some components but via some designated methods provided by the object. This way internal
working of anobject is hidden. Encapsulation protects data from unwanted access or changes and
also improves code ta be written in modules and easy to read and understand.

For instance, in a bank, the account holder's name, account number and balance are critical
information. Rather than changing the balance directly, deposit(amount) method will add the
amount to the balance while withdraw(amount) method will subtract the said amount from the
balance. Further, get_balance() method will retrieve current balance without changmg the
balance figures. This way, critical informationare encapsulated and cannnt be. mndiﬁed directly.

Abstraction simplifies creating complicated scenarios by shomngmty the HECEESEW information
and usefulness. It provides only essential, mfurmatmn ahmut the data to others, hiding the
background details or lmplﬁnﬂntntmn Ennmﬂer a vehicle for example, where we are mainly
concerned with common o eratinns 'such as start, stop and accelerate. But the underlying
mechanism of hnw g'lneb s fuel andshifting of gears, etc. are kept hidden.

Inheritance alim-.rs you to create new classes (subclasses or derived classes) from existing parent
classes. Subclasses inherit the attributes and methods of their parent class, helping in reducing
repetition of codes. This idea promotes the efficient extension of existing structures. In general




3.1.2 Object Oriented Prugrammmg _:‘:'-1{',- | S
Object Oriented Programming {DDP} s suftwa[e develﬁpmt-:-nt parad1gm based on the data and
objects, which include funr.tiaﬂs {mﬂthix\:‘s} 'that define the behavior and data (attributes) to
indicate the propertigs of| nb]ects These are the program’s building blocks to regenerate the
actual ub]eml and the1r functionalities, in code. The programs designed using OOP paradigm
represents the physical attributes of the objects from real world and therefore developers have a
more natural understanding of the problem to be solved by devising the program around objects
and their actions.

The main advantage of using OOP paradigm is that the emphasis in problem solving is on objects
and not the logic. The program reflects real-world objects like car, fruit, etc. This approach
makes it easier to understand the problem, design solution and change the code if needed. OOPis
implemented through classes which allow defining initially the object and their functionalities
and later physical instances are created on spot when need to be used in the program. This is
quite useful for complex systems where developers can map objects and their associations to be
realistic and handle them more efficiently. OOP limits direct access to data Inr safety and
reliability of data and programs. A e RN rARCSSS

. - * .r ¢ I.I .. . s .
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Simplifies complex s‘,-stems I:rp hreaking them fnto May resuit in complex designs if not implemented

'smaller reusable components. thoughtfully.
Hides implementation details, hence improving | At times code is harder to understand and debug
code maintainability and security. due to encapsulation.
Establishes hierarchical relationships between Rigid design due to inheritance may reduce
classes. flexibility.
' Objects of different types are treated as if they Polymorphism increases complexity, making code
| were of the same type. harder to understand and reason about. .
' Represents real-world objects and their May not be well-suited for certain problems, such
relationships effectively. as corrputntbnl{l}f intensive tasks.
Kev Concepts ~ \ - J_ '-_"'.:;I" ':I‘.:::-il .:}/\ :I_ _’\ FRARN

Aclass is an object creation stencil qr temp[atﬂ. lt apeciﬁes a :ullectmn of methods (functions)
and attributes (variablesor pmperries] that its objects will hold. Youare creating an instance of a
class when yo cregtepH abjew:t from it. Although each object has a distinct set of data (attribute
values), meh all'use the same class-defined methods. You may effectively express and control
complicated data structures and behaviors in your program with this paradigm.

An object is an instance of a class that denotes a physical thing, such a person, a car or a bank
account. Every object has distinct properties (attributes) and behaviors (methods). For instance,
each home (object) constructed from a class that specifies the structure of a house has particular

Unit 3: Programming Fundamentalss =




3.1 The Programming Paradigm

The term' programming pa adingﬁcﬁEs a 1».*its.'ll process for creating and organizing computer
program code, lll; hﬁ{ps in the structure of code, program flow and managing of data for
programmers. In other words it can be termed as a particular methodology to use programming
language for problem solving. Although programmers can design their own unique structures and
functions inside a language, these can't be termed as a paradigm, as it is the programming
language that specifies and provides guidelines and functions in terms of what and how to
develop. Thus, a programming language paradigm offers a particular way to arrange various
functionalities in order to accomplish specified objectives. Additionally, it facilitates the
developers with standard tools and implementation techniques that are used commonly for
effective problem-solving which helps developers to focus on the specific task in hand and design
solution effectively. The most commonly used programming languages include Python, Java, SQL,
etc.

3.1.1 Functional Programming

Functional programming is the paradigm of sruftwam"
development which was and is followed by manyg e\spemuy 1%
for small applications wherﬁ \the “code is\divl‘deﬁ into
functions based on fun tinhahfj‘._ The' developers in
functional pros &tm{uiﬁg €us more on 'what' is to be
achieved rather ‘than 'how' to address the problem. The
solution of the problem in hand is divided into segments and
each segment is typically addressed in functions. This way,
every step of the solution is mapped in a group of functions as
shown in Fig. 3 1

e
P
'

' Sinipler code. Muteasrfnrhegmrm Haedspﬁctlm ' E

?Cu_deis easier to track for logic and debug. May involve with overhead especially whm
. handling large data structures.
' Functions are easier to test and run. Complex algorithms ma ha:r'i,w to express,

often requiring higher ot rﬁ;ﬂwﬂs

Naturally supports parallel and cnncu?renf Reqm*es tamfm I'nndl'.ing of data sharing and
| programming. A synthrmiﬂhnnfurefﬁcientmcuﬁm

'Emphasizes on what to W& rnﬂ'ter than huw, May be less efficient in perfnrmince-crlti:li
' hence rmrecnm:iﬁqm:l@ scenarios.

\-—--——- L & . . S
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So, if the flow is clear how to achieve the solution, it becomes easier in functional programming.
This way, updating the code for any changes becomes simpler as only that particular functions(s)
need to be modified and whole program does not need to be read and understood
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At the end of this unit students will be able to:
| understand and evaluate applications of various programming paradigms.

£
use more advanced programming constructs such as data structures (lists etc.), file j
handling (disk 10 to write to storage), and databases in Python. E
implement complex algorithms that use lists etc, inPython A i

.ll'.""""'-"

. determine more advanced techmques [un}t tﬂz-:-st.sE bre'aliﬂq‘ims, waj;zhés} for testing .':_ '

and debugging theircode:n Pythﬁh d i
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Give answer of the following: - GRS, )
l] Amﬂthm . | '._ I'-II.I. I':I'.I -I-II ',_II.-.:. "_.._'_. \ . s ;
b Effictency (YO
2 Time Comiplexity
2 Space Complexity
c) Clarity

d) Correctness

Problem 4: Checking for Prime Numbers

Problem Statement: Determine if a given integer n is a prime number (i.e., it has no divisors
other than 1 and itself).

Solution: Simple Divisibility Test
Give answer of the following:
a) Algorithm _ e e
b) Efficiency o aaaraN Gl
2 Time Complexity N\ 700 WU

> Space Complexity O\~ VAR

d) Correctness Lo ,JH-I_\. x;;,,._[-;__ ol Ly
RN B ey

Problem 5: Finding the Average of a List
Problem Statement: Calculate the average value of a list of numbers.
Solution: Summation and Division
Give answer of the following:
a) Algorithm
b) Efficiency
2 Time Complexity
> Space Complexity

2) Clarity
d) Correctness R o\

6. How can abstraction help a student create a simple tlmqt@le app fnr schnul?
7. Ashopkeeper wants to use a program tu quil:klyﬁnd a product in a long list. Which type of
algorithm should they use and why‘* i

" Give long stmﬁé thﬁf following Extended Response Questions (ERQs).
. Compare and ¢evaluate the efficiency of Bubble Sort and Merge Sort in sorting a list of 1,000
student names. Discuss in terms of time complexity and clarity Which is more suitable and
why?

2. De;:nbe the difference between Stack and Queue. How does their operation affect algorithm
design? Provide one real-life example for each data structure.

3. Explain the importance of tree traversal techniques. Compare in-order, pre-order, and post-
order traversal with examples and their use cases. .

é: Mational Book Foundation ﬁ Unit 2; Computational Thinking &Mgu_l_'ithp_ti‘?f._})




14. What is the time l:omp[gxit}«'bf Lmear Seartsh?
a.of) . |\ bLOflegn) c.0(n) d.0(n*2)
15. During| an*“mte* :-x:huol tech competition, students were asked to develop a solution for

managing traffic signals based on traffic density. Which approach best shows their use of
computational thinking?

a. They memorized how traffic lights work in real life.

b. They created a flowchart outlining how traffic signal timing changes with vehicle count.
. They guessed a solution based on theirintuition.

d. They programmed a random timer for each signal.

".
5 Give short answers to the following Short Response Questions (SRQs).
Prablem 1: Finding the Sum of Digits
Problem Statement: Given an integer, calculate the sum nf its digits

i '|I

Solution: Digit Extraction and Summatiqn D \| [(B)o=™
Give samyer of ihe follurog: L/ 71\ WY
a) Algorithm \ o
b) Efﬁciemfy J| ARSI
> Time Cump!exit}f
D Space Complexity
<) Clarity

d) Correctness

Problem 2: Finding the Factorial of a Number

Problem Statement: Compute the factorial of a non-negative integer n (i.e., n!).
Solution: Iterative Approach

Give answer of the following:

a) Algorithm

b) Efficiency

2 Time Complexity e BN \
2 Space Complexity - Oaaral (e e
d) Correctness

L] .
N LI |

Problem 3; Finding £he Largest Number in a List
Problem Statement. Given a list of integers, find the largest number in the list.

Solution: Linear Scan




R Exercise JASRIE

a Select the bes! ansmr fnr 'lh'é‘fél"luvdng Multiple-Choice Questions (MCQs).
1. Which of El?_g“fglldh*lhgl best defines a datastructure?

‘a. Amethod of communication b. Away to store and organize data in memory
c. Asystem for internet access d. Agraphical interface design
2. Which data structure allows dynamic memory allocation and easy insertion/deletion? -
'a. Array b, Stack c. Linked List d. Queue
3. Inasinglylinkedlist, each node contains:
a. Data and address of previous node b. Only data
¢. Dataand address of next node d. Index value and data
4, The mainadvantage of a doubly linked list over a singly linked list is:
a. Random access b. Uses less memory
c. Allows traversal in both directions d. Faster anthmeﬂcupera{iﬂtﬁ

5. What type of linked list connects thelastnodebad(tntheﬁrsh?
a. Doubly linked list b ttrculaﬂinked\hit ¢.'Singly linkedlist d. Linear linked list
6. Which uperatmn remfwes the topelement from a stack?

a.Eng ueqe' N b. Dequeue c. Pop d. Top
7. Whichnodeina tree does not have any children? '
a. Root node b. Leaf node c. Sibling node d. Parent node
8. Which data structure operatesona Last-In, First-Out (LIFO) principle?
a. Array b. Stack c. Queue d. Tree
9. Which algorithm s used for sorting data? '
a. Quick Sort b. Binary Search c. Depth-First Search  d. EuclideanAlgorithm
10. Whichalgorithm isan example of a Greedy Algarithm? 4
a. Bubble Sort b.HuffmanCoding  c. Depth-First Search d. Binary Search
11. What is the space complexity of the Binary Search algorithm? B
a.0(1) b.O(n) c.O(logn) da;_cﬂﬁfi-j‘:.
12, Which data structure allows random access to Elements b‘f ind ex? Ald
a, Stack q,ueue AR Aray- - d. Tree

13. Aschool wants to au ate the prbcess nf generating student report cards based on input
marks, ﬂh]g:hx;tgp« t computational thinking would most likely involve identifying how to
separate marks by subject, calculate averages, and assign grades?

a. Decomposition b. Pattern Recognition

¢. Abstraction d. Algorithm Design

T O D
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-2 Summa:y

P Decomposition; Eirealclng dawﬁ the cnmplex problem into smaller parts, making it easier
to rnanma and sotve For example, building a website involves separate tasks like
designing, coding, backend setup, and testing.

9 Pattern Recognition: Identifying commonalities or trends within a problem or across
similar problems. For instance, in data analysis, recognizing user behavior patterns can
help enhance product design.

2 Abstraction: Focusing on the essential details of a problem while ignoring unnecessary
ones, simplifying complex systems. For example, F:reating a user interface mockup
focuses on key interactions without detailing all technical aspects.

D Algorithm Design: Creating a clear, step-by-step process to solve a problem efficiently,
which is essential in programming. For example, sorting numbers involves using a defined
procedure to arrange them from smallest to largest. :

3 Correct: Produces the desired result fur all vahd 1n|:tuts,~ N i

> Clear: Easy to understand and follow. - _ '. BLAREST

> Efficient: Optimizes reéaurces Lihe mai'mryand I:Ime.

> Surtingﬁl rithm§.l Dr‘ganizedata in a particular order (e.g., Quick Sort, Bubble Sort).

> Searchh*rgilgnrithmﬁ Find specific items in data (e.g., Linear Search, Binary Search).

> Graph Algorithms: Work with nodes and edges (e.g., Dijkstra’s Algorithm, Depth-First
Search).

> Dynamic Programming: Solves problems by breaking them into smaller subproblems and
storing solutions (e.g., Fibonacci numbers).

» Greedy Algorithms: Make the best choice at each step for overall optimization (e.g.,
Huffman Coding).

> Backtracking Algorithms: Explore solutions and backtrack when necessary (e.g., N
Queens Problem, Sudoku Solver).

D Binary Search: Efficient for finding a target value in a sorted array, with a time
complexity of O(logn). ~

» Linear Search: Examines each e!ement sequentially in an unsarted arrav. with a time
complexityof O(n). \ B WL

> Lists and Arrays: Store, elements i‘n muence. al‘lmving randnm access via indices, and
are crucial for. uperanans involving iteration and loops.

> Stacks: Fclltow the Last-In-First-Out (LIFO) principle, commonly used in algorithms like
depth-first search.

4]
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1. Initialize a counter tq F'?I'ﬁ"._ \RARL
2. Iterate through each character inthe string.

3. For each character, check if it is avowel (i.e., one of ‘2, '¢', ¥, o', 'u). '
4, If it is a vowel, increment the counter. . .
After the iteration, the counter will contain the number of vowels.
Efficiency:
Time Complexity: O(n), where nisthe length of the string.
Space Complexity: O(1) as only a counter variable is used.
Clarity: |
The algorithm is simple and clear, involving basic iteration and conditional checks.
Correctness: AN (AT "
This method correctly counts the number of Vuwelsby ﬁahmﬂng\eachcharacter
ARV




3. Thesearch is completed when the targatuatue matg:heswkh an e!ement
4. If the array ends and mmatchts fmmd ?:uﬂcluﬂe that the targetis notin the array.
Time Cumplexity || -

The Linear. Searr.‘h Atgnnthm has the Time Complexity of O(n), because the required number of
operations increase linearly with the size of the input. When the algorithm starts its initial state
is an array of n elements. We check each element in sequence e.g. First element, second element
and so on up to the nth element. For worst case scenario, every single element in the array is
examined before finding the target value (or concluding that it's not in the array).

Space Complexity

The Linear Search Algorithm has the Space Complexity of O(1) - Constant Space. The Linear
search utilizes fixed amount of extra space regardless of the size of the input. It only needs a few
variables tostore the current index and the target value, which does not scale with the size of the
input. Thus, its space complexity is constant.

2.2.4 Case Studies
Problem 1: Find Greatest Common D'lw:lsnr IGCD] f
Problem Statement: Given, tw&htegers ﬂnﬂ their' greatest common divisor (GCD).
Solution: EucudeanAtg?rithm y
Algorithm:/ NN
1. Take twointegersa andbwherea z b.
2. Whileb is not zero:
P Setatob
2 btoa% b (the remainder of adivided byb).
3. When b becomes zero, a contains the GCD.
Efficiency:
> Time Complexity: O(log min(a,b))
2 Space Complexity: O(1) as onlya few variables are used.

. Clarity:

P The Euclidean Algorithm is elegant and clear mvntv{ng a simple lteratwe process to find
the GCD.

Correctness:

Problem 2: Count Numbers of Vowels in a String
Problem Statement: For an input string, count the number of vowelsin that string.
Solution: Simple Iteration




1.Start by e:amining the number in the center af t“he Hst '
2. Check to see whether this mlddle number eqﬁats the one we are looking for.

3. If it matches, wehgveiqtéted the correct number. s
4, If the numbef we are searching for is on the left part of the list. Repeat the process while
ignoring the right side and focusing on the left. .

5. If the number we are looking to get is in the list's right half. Ignore the left side and focus on the
right portion, continuing the procedure again.

6. Carryontofilter across the list till we identify the number or figure out that it is not on the list.
Time Complexity

The Binary Search Algorithm has Time Complexity of O(log n). The binary search divides the
search space in half with each step, this halving process means that the number of elements to
search through is reduced exponentially.

When the algorithm starts its initial state is an array of n elements. At-each. 5tep} we apply the
divide and conquer process. This is done by cnmparing the. targbtvalua r.u the'middle element of
the array or current search range. This cumparhn helprs i elfminartlng half of the current search
range (this half could be either. half of the turr&ntsearch range.

> Afterthe first step, warrave lei‘tw'lth n/2 elements.
> Afterthe seﬁén‘d step. we have left withn/4 elements.
> Afterk steps, we have left withn/ 2k elements.

The process continues until the number of remaining elements is 1 (or the target is found). The
number of steps required is relative to the logarithm of n because we keep halving the problem
size each time. Specifically, the number of steps is log2(n).

Space Complexity
The Binary Search Algorithm has the space complexity of O(logn) - Logarithmic Space. To track the
current state of recursion, the binary search dependes upon the stack. Each recursive step adds
a new frame to the stack. For worst case scenario, the number of the recursions is relative to the
number of times the problem size can be halved, which is log2(n). Thus, the spar:e cnmple:ily is
logarithmic due to the recursive stack usage.

=N I'-.."__-. |
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Example 2: Linear SEar:hAlsorlthm

For Linear search, each eles nt. in the armyis e:amined one by one till the target value is found
orwereachatthe f.lndof ttbarray

Algorithm Steps:
1. Start at the beginning of the array and examine each element one by one.
2. Compare target value to each element of the array .
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often expressed using Big Dnntatinns {e,g‘, u(nf, G[lm}, Ofn‘“i ]]
Time Complexity: SIRBARLRINAS

Time cnrnpleniity manés away to evaiuate efficiency of a solution. Thisis done by estimating the
time required-to solve a problem. While solving a problem, the main outcome of the solution is
algorithm. Therefore, this measures the execution time of an algorithm with respect to the size

of input. The input size refers to problem size and it represents the size of task and amount of
data.

Space Complexity:

Like Time complexity, it evaluates the efficiency of solution but focus on memory used by the
solution. This measures the amount of memory analgorithm uses with respect to the size of input.

When evaluating the efficiency of an algorithm, we often focus on the worst-case scenario. For
instance, we are searching for a specific element in an array by comparing it with each element at
every index, the worst-case situation occurs when the desired element is at the very last index.
Big O notation helps us understand the upper bound of an algorithm's runnjng ‘time or space usage
relative to the size of the input, prnviding g way tD gauge Its efﬁlfien;y i the most challenging
conditions. L

(r \'. I-_ A o

Common Big 0 Hntatinns, (RN

2 0(1) - Con nt'ﬂlpﬁ ‘I’he a[gunth'n's running time is constant, regardless of input size. For
example) | nding a given member in a list involves the same length of time regardless the list
has 10 or 10,000 entries.

*» O(logn) - Logarithmic Time: Algorithm execution time gradually increases with increasing
input size. This is comparable to looking for a word in a dictionary, in which each step reduces
the search space by half.

¥ 0(n) - Linear Time: The algorithm's execution time scales up with input sizei.e. if aninput size
doubles, so does the processing time. One example is a basic loop that goes through each entry
inalist.

2 0(n log n) - Linearithmic Time: This time-based complexity combines linear and logarithmic
growth, It is found in effective sorting algorithms such as Merge Sort and Quick Sort, in which
the algorithm separates the problem into smaller sectionsand processes eacl} one separately.

2 0(n"2) - Quadratic Time: Execution time _increases dmmaﬁcmly '.-fith input size. This is
characteristic of algorithms that use nested [uaps and cﬂmpare every memberin a list to every
other part. When the 1n|1ut s;ze is ﬂouhled the time required to finish the algorithm
quadrup!es o VA

Example 1: Binary Search Algorithm

Binary search is a search algorithm that locates a target value in a sorted array. It operates by

repeatedly partitioning the search interval.
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Introductiun

Machine Leammisﬂ mE"ﬂhﬂd in wh1ch computers learn from existing data to make new decisions.
Acomputer léarns from the predefined rules, which are provided at the time of training it. These
algorithms are designed carefully with the help of raw data and then transforming it into useful
models. These models are assessed based on their performance in various environments. During
these assessments, the models learn patterns and improve their performance. After attaining a
certain level of accuracy, these models are able to predict future values based on the past data
patterns. After analyzing the results obtained by such machine learning models, we can
understand cause and effect relationships in data. In this way, we can use data and computers to
visualize the future results based on existing data

Incoming Mails

spam Filter

' spam mail to a holding area Non-spam mail
{or to the trash ) to your inbox

We can understand it with the help of an example of Email Spam Filter. A spam filter learns from
past emails’ labels whether they are spam or not. When we mark some email in our inbox as spam
the machine learning model learns from the keywords used in that email. Next. time if we receive
an email that contains similar words, which were used in prewnualy Marke{lspam" email, it will
automatically send that email into spar_n folder ATH NN [ :

4.1 Data Types

Data is a collection of. rleuw far;ts and ﬁgures collected from different sources. In data science and

machine leamlnﬁ data fs categorized into various types. The following table provides a brief
description and example of some data types:

LR —— e e ———————1
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It I;lﬂuiﬂt\'tﬂljh data and used to represent | Marks, Salary, Age
L ericat values
Categorical | It is data which has discrete value. It is further | Nominal: Male, Female, Color Categorical:
divided into Nominal data and Ordinal Data, | Rank, High, Low, Small, Large.
Boolean It hasonly two possible values Oor 1. True/False, Yes/No
Text Data It contains a sequence of characters. Description, Review, Feedback
TimeSeries | It is collected over a long period of time, Stock price, weather data
Image Itis represented as a pixel value inthe image. | X-Ray, Ultrasound, Photographs
Audio It is in the form of sound waves. Speech, Music
Structured | It is organized in the form of rows and columns | Spreadsheet, Database
(tables). i
Semi It is organized in some specific formats, but EMLrJSGHﬁl‘g} \ (CO)RE
Structured | thereis no fixed pattem!schena. \C\[§ W 0 Y [
Unstructured | It is without any predhﬂnmtrucimg, ""[ideos, Emails, Web Pages.

Introduction to| Me!lchi ne Learmng

Before going into the core concepts of machine learning, it is important to understand the
foundational topics that make these systems work. These include understanding how models are
trained, evaluated, and improved using data, as well as learning the key metrics used to measure
the performance of these models. The following are some basic but important concepts about
Machine Learning. These are essential building blocks to understand Machine Learning models

and related topics.

4.1.1 Difference Between Machine Learning and Rule-based Algorithms

Machine learning models learn from data to make decisions. They adapt and improve over time as

they process more data. Whereas rule-based algorithms follow fixed instructions. They do not

change unless we deliberately update them. Machine learning can handle complex problems and
nexpected situations. Rule-based systems are simpler and only work well if-the rules are

correct. Machine learning models are flexible and can learn.new' thingé Rula—hasad systems are

consistent but need new rules for different prnlilemm Mathine learnihg is more dynamic and can

handle avarietyofdata. . ()| | - L T

Bath Machine Learning and Hu'le Ba.'.ied algurithms ha\re their advantages and limitations, which is

asfollows: . [[]\

Advantages of Hachme Learning:

It can handle complex and unstructured data. It can automatically learn patterns from data
' without any explicit programming. It does not require expert knowledge of human intervention.
Its accuracy depends on the size of the dataset,
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Advantages of Rule-basedAlgorithms: '- WY
It does not require large dntaselsdt r;an“wnﬂ-'. eﬂ"ectively wlth limited data because it depends
upon predefined rules. ]IF. perfanmnr:e is consistent with the same set of rules. It requires fewer

resources anq can belh‘rplemented easily.
Limitations uf Machine Learning:
It does not perform well if data is too little. Their decision-making process is complex and cannot

be easily interpreted. |t requires significant computational resources. If the model is too complex
it can lead to overfitting. If training data is biased it can provide wrong resuits.

Limitations of Rule-basedAlgorithms:

It has limited flexibility, as it is not adaptable to new data which is not anticipated in predefined
rules. It can provide wrong results if datais unstructured or ambiguous. It cannot learn from data.
If too many rules accumulate it can slow down the system.

#mcmm by
v ,MLEJ&EMHE?‘

4.1.2 Model Building in Machine Learning

Model building in machine learning involves several key steps to develop a system that can learn
from data and make predictions or decisions. At first, data is collected and preprocessed to
ensure it is clean and suitable for analysis. This might invnl,ve mmna[mng values, handling
missing data, and encoding categnric:al \raﬂables; After ﬂat& prEpmtessmg, a suitable machine
learning algorithm is chosen based nn the pmblem athand, whether it's classification, regrassion,

clustering, or another t‘,tp& 'Eheﬁ gbﬁthrn is then trained on the dataset, adjusting its
parameters to minmﬂFH errorand imprave accu racy.

During trmhhjlg, the model's performance is evaluated using a separate validation set of data to
ensure its accuracy about new unseen data. Once the model is optimized, it is tested on a final
test dataset to assess its effectiveness. If the results are satisfactory, the model can be deployed
for real-world use; otherwise, it may require further improvements in code. Throughout this
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process, every time the model reads data and calculates results, the atgnﬁthm Iteeps on learning.
Repeated refinement and evaluatiun help m achlewng a model that nerfurms well and meets the
specific needs of the applicatian bR

Step-3

Step-2 Model
Data cleaning building for

and Feature selecting
Engineering correct ML
7 Algarithm

Step-4
Evaluate

Key Terms in Model Bullﬁ.llng using Machine Learning'
To understand ttlél:nti re process of

model building using Machine Data Training Needs
Learning, some key terms are
necessary to understand. We will @ Training data @ Test data

. take a real-life problem, so that we
can better understand each term,
We want to develop a model which
can identify or differentiate the
images of dogs, cats and horses. We
must have a reasonable collection
of images of all the three animals.
Now we will learn each key term
with reference to this example as
following: c =3 \ .
Feature Engineering: Featureengmeenng 1sthe prnce55 nf seiectmg and transforming the most

relevant data features to 1q|prnve a model's perfﬂrmance For example, if you want to predict
that agiven imagei!. ﬂf a dag. ¢at or horse, we have to make a list of common and distinct features

of each animal i.e. size, color, appearance, shape of eyes, ears, hair, nose etc. Our model will
keep data about all possible variation of features of these animals, so that asitting horse cannot.

be confused with the image of a big size standing dog.
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Test-Train Split: A test-train split divides data into two; partm e* trmr}in}data [mam portion) and
test data (smaller portion). In our example wE’decided to make a test train split of seventy and
thirty percent. This ratio. Shﬂﬂld be t:hesén t-nséty If we provide too much data at the time of
training our model will| u't'erﬂt 'If-we provide too little data for training, then the model will
underfit. NI VA

Model Training. Mﬂdel training is the key feature in Machine Learning. It helps the model to make
decisions which are more accurate and meaningful. Without proper model training, the machine
is unable to decide about the new data. Supervised Learning, Unsupervised Learning and
Reinforcement Learning are commonly used Machine Learning models.

In supervised learning, the model is trained using labeled data, where the correct output is
provided for each input. A common example of a supervised learning algorithm is Linear
Regression, which is used to predict continuous values such as prices or temperatures. .

In unsupervised learning, the data is unlabeled, and the model tries to find patterns or groupings
on its own. An example of this type is K-Means Clustering, which groups similar data points
together, such as in customer segmentation. o~
Reinforcement learning involves a model that leamsrhy lhtmctlng with an environment,
receiving feedback in the form of rewards. ﬂr penalties A p&pul&?ﬁlgnrtthm in lhis category is Q-
Learning, often_used in game- p{a}ﬂrrg nr\mbatm ‘navigation where the model learns to make
decisions to maximize {F reWards

Overfitting; [t happéns when a machine learning model learns the training data too well,
including it noise and irrelevant details. This makes the model perform very well on the training
data but poorly on new, unseen data because it's too specific to the training set.

Underfitting: It occurs when a model is too simple and fails to capture the underlying patternsin
the data. As a result, it performs poorly both on the training data and on new data, as it hasn't
learned enough from the available information.

Model Assessment: A Model assessment evaluates a model's performance using parameters like
accuracy, precision, and recall. Keeping in view our example, we provide 100 new images of cats,
dogs and horses which were not part of our train and test data. If our model predicts the correct
' results for 80 images and for rest of 20 images it predicts wrong labels, like it gives horse label for

animage of dog then the accuracy of our Machine learning model is 80%.

Accuracy: This is the percentage of total predictmns that al.'Q cnrrech It tells how often the
model is right overall. e | <k
Cnrrecl: Predictinns
Anr:u
“43}‘ " Total Predictions
Precision: 'ﬁ}jﬂ measui‘es how manyr of the predictions the model made for a certain class (e.g.,
"positive” casesj are actually correct. It's about the quality of the positive predictions.

True Positives
True Positives + False Positives
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Recall: This tells how well the model identifies all rhe actual pﬂﬁitl'ﬂE r:ases rn thE data It shows
the model’s ability to find all the mlevam; mstances )

R&gall V\RAN! Ti-uePumtwes
: |-.--I"":l Tnm Pnsmves + False Negatives

True Positive [TPi " Model predicts"Cat,” and the actual animal is a Cat.

False Positive (FP):  Model predicts "Cat,” but the actual animal is a Dog or Horse.
True Negative (TN):  Model predicts“Not Cat," and the actual animal is a Dog or Horse.
False Negative (FN): Model predicts “"MNot Cat," but the actual animal is a Cat.

F1 Score: It is the harmonic mean of Precision and Recall. It balances the trade-off between
precision and recall. It is very useful when the dataset is imbalanced, giving a single score that
reflects both precision and recall performance.

Precision - Recall

F1 =3,
Seae Precision + Reca]l

o '\ b1
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from our huge dataset. If we have a tntal nf hnE hﬂndred theu;and images, the«n we can provide
sixty to seventy thousand lmaﬂues m wr M‘a\hiﬂe feammg Model to leamn. Each picture will
contain relevant labels i nat M or horse if we are using supervised learning technique. These
concepts have bedn already discussed in Grade 11.

Test Data: Test data is a small portion of data that we decide to use for evaluation purpases of our
Machine Learning model. For example, after providing training data when our model is trained,
we can provide unknow images from our dataset and check whether the model provides the right
answer or not. These images will not be given to our model at the stage of training, rather they
will be from that forty or thirty percent of images which were not provided at the time of training.

Machine Learning:

Sample

l

Label dog cat

Human Learning: \ ? AN e

We learn thmu;h _ / (W g
ng Earr Nufk ﬁnse
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4.1.3 Learning from ﬂata

In machine learning, n‘Lbdels ﬁnd
patterns in data. The more data
the model has, the better it can
learn. These models improve
their performance based on

Cat
. feedback from the data. Learning é

from data helps the model make
accurate predictions. Different
algorithms work better with
specific types of data. Learning Cat _
involves understanding trends J

nd s I the e s e G S
model sees more examples, its 7

performance improves. Data quality affects how well the- I'l\Gdﬂl iearns. For example, if our
dataset contains very clear images of cats, dogs Endhnm'.ﬁ thE learn"lng of our model will be good.
Continuous learning keeps the model accurate andfmprnves its accuracy over time. Good data
helps models learn and make better*p'edﬂium.

4.1.4 Algqnthrni Pﬂr Different Data Structures

Selecting appropriate algorithm for Machine Learning model is very important. There are certain
guidelines which help us to decide which algorithm we should select. There are numerous
algorithms available. It is important to understand which algorithm is more appropriate and
provide desired results. The follu{v‘lng are some key concepts to consider while choosing the right
algorithm:

Algorithm selection according to data type:

. 1. Structured data: It is organized in tables with rows and columns. The structured data is
easily searchable and quantifiable. The examples of structured data are databases,
spreadsheets, and CSV files. Traditional algorithms like regression and classification are .
suitable for this type of data.

2. Unstructured data: it is unorganized data and has no specific structure, It includes text,
images, audio, and video files. The unstructured: data | [atks a predefined format. The
example of unstructured data are social media posts, e emalils, and sensor readings. Advanced
algorithms like neural net.wom are witahte for this data.

Supervised leaming labeled data to train models. Unsupervised learning finds patterns in
unlabeled data,. ssion algorithms predict continuous values like prices. Classification
algorithms. sort data into categories. Clustering algorithms group similar data points together.
Neural networks are used for complex patterns and large data. For example, if the data is a
collection of cat images, then there will be very complex patterns like colors, shapes, textures,
position of the cat, angle of the picture etc. Neural networks can handle this complex pattern
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easily. Similarly, if size of our dataset is very Iarge, fur éxample we kake social media posts on the
topic of COVID-19, it will have a hugie number of posf: Neural networks can be trained on many
posts in parallel by using po'ﬂerfu{ computers and GPUs. Therefore, these algorithms are suitable
for such tasks.. Ehmsmg ‘the right algorithm depends on the data type and problem. Matching
algorithms to data structures is key for effective modeling.

4.2 Data Visualization

We are already familiar with the term data visualization in which we used programming
paradigms and Python programming language to visualize Tips dataset. Data visualization is the
graphical representation of information and data. By using visual elements like charts, graphs,
and maps, data visualization tools provide an accessible way to see and understand trends,
outliers, and patterns in data. Additionally, it provides an excellent way for employees or
business owners to present data to non-technical audiences without confusion.

There are many tools that can heil:r us turn data into pictures and charts, makiﬂg it easier to
libraries hke Matplotlib and Seaborn that create charts and graphs R l‘s; speéiiﬁml that s great
at creating statistical graphfcsandwsualrzatlmm __-f- WAV R AV Y

Using these tools, we can create! f.hartsand g(aphs that shnw us patterns and trends in the data.

Different tools are better st ited for dlﬁererit tasks and skill levels. The right tool can help us
present our ﬁn:ﬂngs ina c] rand effective way. Some tools even let us interact with the data,
making it more fun to explore. Choosing the right tool depends on what we want to do with the
data. Good visualization tools help us tell a story with the data, making it easier for others to

understand. 1
KPls i Tables | Barcharts linecharts |  Donut charts
i -'E LK : :: - c -
i W e . § s =
Sl | T JEE |
i t |me|mn|m i o i -
1 ; ! B R R L]
! i - L] L] L]
TreeMaps | BulletCharts |  Scatterplots

4.2.1 Data visualization by using Python
The following code can be used to learn how python libraries can be used to visualize data:
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Q Commands  + Code’ +Tu: \ _‘
= I|!l : .
7.0 n I.hnrym;lﬂr it a short mame “np’
a _-Ii uu m-py to create and manage arrays (tables of numbérs)
“import rumpy as np
) # Isport the 'pyplot’ part of matplotlib and give'it a shert name 'plit’
# We use 'pyplot’ to make graphs like scatter plots and lines
{x) {mport matplotlib.pyplot as plt
o # Isport the LinearRegression class from sklearmn's linear _sodel wmodule

# We use 1t to create a machime learning model that can draw a straight line through polnts
from sklearn.linear_model import Linearfegression

o
# 5tep 1: Prepare the data (study hoers and marks)
£ = np.array([ (1), [2). [3]. [4). [5])) # Input: hours studied
¥ = np.array([10, 8, 38, 48, 58]) B Qutput: marks cbtalned
§ Step 1@ Creote and train the Linear Regression model
model = Linearfiegression()
model . Fit(X, y) .
o L e
£ Step 3: Predlct the sarks based on stud}.r P-uw:- .'I ."#;.’-' !
y_pred = model predict{k) §f ¥ A
» Step 4: Plot the ackuat mma ind m ﬁiﬂlw itn-.-
plt.scatter(X, y, colorr"plug') |\ # Plot real data points in blue
plt.plotfX, , \¢olors' red") # Plet the prediction line Ln red
#l qhh{"} Hnur: vs Marks') # Title of the graph
it xlabel( Hours Studied") # X-axis label
o : “plt.ylabel( ‘Marks Obtained') # Y-anis label
plt.show() # Show the final graph

After executing the Python code by using gougle colab, the following will be the output:

mﬁ-hhﬂhﬂuﬂhﬁ

O Commends 4 Cose 4 Tem
J".—m-u-umr C o veRLIS e e i e s

(IR W b the Flaal ruh
8 = Study Hours vs Marks
'}
H - - o
o HARE\
| "/\-I
o f

1 A8 160 33 30 33 a0 48 a0
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4.2.2 Data Storytelling"""'ﬁ"' O

Data storytelling uses wsuthJ'tﬁcmnmunlcate insights from data. It combines charts, graphs, and
narratives to expiaim hﬂdmgs Agood data story engages the audience and makes data relatable.
It helps in making data-driven decisions by highlighting key points. Clear storytelling simplifies
complex data for better understanding. It shows the impact of the data on real-world issues.
Effective data stories make the information memorable and actionable. They provide context

and meaning to raw data. Data storytelling bridges the gap between data and decision-making. It ¥
turns data into a compelling narrative.

Data Storytelling Example/Case Study
Context: A school wants to improve student attendance,
Data:

> Average attendance rate: 85% _

2 Highest attendance rate: 9th grade (90%) e
D Lowest attendance rate: 12thgrade (78%) -, [\ ([ (200
Story: r AL T B

Meet Jameel, a 13m+gradé“§tudent whn represents our school’s attendance challenge. Jameel
misses an average‘af 5 days of school, which puts him at risk of falling behind. But our 9th-grade
students are showing us that it is possible to do better, with an impressive 90% attendance rate.

What if we could identify the factors driving their success and apply them to our 12th-grade
students?

By doing so, we could help Jameel and his fellows to stay on track and do better. Let's wurk
together to make attendance a priority and support our students’ success!

Key elements:

1. Relatable character (Jameel)

2. Contextual data (attendance rates, absences)

3. Insight (9th-grade success)

4. Call to action (apply insights to 12th-grade students)

This simple story uses data to paint a picture; evoke empathy, and lI’lE[hI"E' acticrn It's a basic
example, but it illustrates hnw data starytelhng can make cnmaple: information mare engaging
and memorable. 2000 DL RO

4.2.3 Formulating Qdéstmns and Data Evaluation

Formulating questiuns guides data exploration and analysis. Identify relevant data sets to answer
| these questions, Evaluate how well the data addresses the queal:mﬂs posed. It compares new data

i with previous findings to see if they align or not. The questions are used to focus on specific data
insights and trends. They are refined after evaluation to ensure the data quality. The good quality
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of questions ensures accurate resvcﬂis. Eﬂh@tiﬁe qgestion formu'.atinn drives meaningful analysis.
Good questions lead hetter data insights. Data evaluation helps in understandmg and
mterpretlng qni:ljngs.. can ‘better understand by the following example that how to formulate a
question and evaluate data:

Topic: Analyzing the Impact of School Breakfast Programs on Student Attendance
Formulating Questions:

1. Does participating in a school breakfast program improve student attendance?

2. Which grade levels benefit most from breakfast programs in terms of attendance?

3. Do students from low-income families show greater improvement in attendance compared to
their peers?

Identifying Relevant Data Sets:
1. Student attendance records
1. Breakfast program participation data

etc ) A ~ Rl
Evaluating Data Qualﬂ:y'r A \US F‘-*"
1. Check for Ttssiphquhmnsistent data

2. Ensure attendance records are accurate and up-
to-date.

3. Verify breakfast program participation data matches student records

This example demonstrates how
formulating questions guides data
exploration and analysis, leading to
meaningful insights and informed
decision-making.

4.2.4 Descriptive Statistics
Techniques
Ther are some descriptive statistical

techniques to summarize and | ~ |\~ 7\ O\
describe data. The basic tEEhniqués Rl ) |

Mean is the average.ﬁue of the' data |
set. Mediari is the middle value when
data is ordered. Mode is the most
frequent value in the data. Range
shows the difference between the
highest and lowest values. Standard




Deviation measures how spread out the values are. Eaﬁan_cg_i;-;hé_'a#érﬁ“gé: ﬂmﬂar&d differences
from the mean. Percentiles indicate values below. whiﬂhacertam péfcentage of data falls.
Histograms display the frequency distribution.of data. These techniques help in understanding
and summarizing data effectively. These statistical techniques are frequently used to get true

insight and makelf_riﬂqméd Hléci"siﬁn's in the Machine Learning Model.

4.3 Hypothesis Formulation and Hypothesis Testing ‘

Hypothesis formulation is the process of making an educated guess or assumption about a
relationship between variables based on existing data or prior knowledge. This assumption, or
hypothesis, is a starting point for investigating how certain factors might influence an outcome. It
provides a framework for testing and
discovering whether these relationships Hypothesis Formulation
exist in the data or not.

For example, we formulate a hypothesis:
“Increased study hours lead to better exam
scores for students.” This hypothesis
proposes a cause-and-effect relationship | .~ [ ¢
between study hours (independent |/ A N VWU
variable) and exam scores (depefident ||\~

variable). A cause-and-effect relationshipis”
the connection bétween two events or
factors, where one event (the cause)
directly influences or leads to another event

(the effect). ' Oritont orttioal
Vol Vakis

Once a hypothesis is formulated, hypothesis 7 T
testing is the statistical process of —
determining whether the data supports or

refutes the hypothesis. It is acritical tool used to validate assumptions, model performance, and
patterns in data. There are two key hypotheses in hypothesis testing, Null Hypdthesis and

Alternate Hypothesis.

In hypothesis testing, statistical tools like p-values and significance tests are used to determine
whether to accept or reject the null hypothesis. It allows us to validate whether(a certain is
statistically significant or merely duetochance. -~ [ 2\ M

4.3.1 Null and Alternative Hypotheses () |\

Null Hypothesis (Ho): This aﬁatéi'tﬁhff there'is no effect or relationship between the variables. It

assumes any obseryed differerices are due to random chance.

Alternative Hypclathesis (H1): This suggests there is a significant effect or relationship between
variables. .

The Null Hypothesis assumes no effect or relationship exists. The Alternative Hypothesis suggests
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an effect or relationship is pi’ES&ﬂL'T_;
Testing aims to confirm qr re;?e\:t 'I:hE nuiL >
hypothesis. The ntil|hypnthe.'.is is the | 4
default aqsumpfhnn that needs to be
challenged. The alternative hypothesis is
what researchers want to prove. Results |
help in deciding which hypothesis is | 3
supported. Both hypotheses guide the
research and testing process. Clear
definitions of these hypotheses are
essential for accurate testing. They
provide a framework for analyzing data and drawing conclusions. Effective hypothesis testing
relies on understanding both types. The following example helps to understand the concept
easily:

Example: "Does drinking coffee improve cognitive function in students?”

Null Hypothesis (Ho): Drinking coffee has no effect on. aagmﬂfefwmtia#iﬁstudents (Assumes
any observed differences are due to mndum ch;ancé ’; ) f

Alternative Hypothesis. {Hﬂ:ﬂﬂ nkhg ﬁ&ﬂe&impm\res :ugmtive functionin students. (Suggests a
significant effect or FE].thnﬂ'ﬂp exists.)

Testing:* ﬂz&ea‘rdaerrs c;ullect data on students' cognitive function with and without coffee
consumption.

Results: If the data shows a significant improvement in cognitive function with coffee
consumption, the null hypothesis is rejected, and the alternative hypothesis is supported.

Conclusion: Drinking coffee has a positive effect on cognitive function in students.
4,3,2P-values

P-values measure how likely results are due to chance. A low
P-value means strong evidence against the null hypothesis. A P-Value
high P-value suggests weak evidence and possibly random
results. Understanding P-values helps in interpreting test
results. It ensures that conclusions are based on reliable |
evidence. Fore example if we flip a coin ten times and we get'
7 time heads and 3 times tale. We might: ::unsider that ::nin 15
not fair, or it just happenedbydwnce. ARIGCAL

We can take another erample to find the eﬁectiveness of a

new fertlllzer Wew%t to see if it helps plants grow taller.
We divide the plants into two groups: one group gets the new —
fertilizer, and the other doesn't. After a month, we measured

the height of the plants and found that the fertilized plants grew taller than the others. Now the
question arises , "Did the fertilizer really make a difference, or did the plants grow taller just by
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chance?” The P-value helps answer this. it tei[s\yrdu the cﬁarﬁefthat the dlfferenc:e in plant height
happened randomly, without the. fm;lllzef ‘having any effect.

If the P-value is small [likef)] DZL Itmeans it's very unlikely the taller growth happened by chance.
This suggests thhtthe fertilizer probably did help the plants grow taller. If the P-value is large
(like 0.5), it means there’s a good chance the difference in height was just random, and the
fertilizer might not have had any real effect. In simple terms, the P-value helps us decide whether
the fertilizer really worked or if the result happened by luck. There are certain formulas or tests -
used to calculate P-values, which are beyond the scope of this grade yet.

4.3.3 Significance Testing

It is a statistical method used to
determine if a result is due to chance or it
is statistically significant. Statistically
significant means it is likely due to some
real effect or factor. Significance testing
helps determine if results are meaningful. - {_~\
It compares the test statisticswith critical J, O — /01 (0 !
value, Setting a significant level helps to, \\ R Mo |
decide the threshold for importance. |- (ot serubcant)|(sgiicont)

Significance testin? helps: 1p]hakirrg data- * T
driven decisions. It s criicial for validating

research findings. For example, if we
formulate aresearch question “ Can exercising for six weeks help lower blood pressure?” The null

hypothesis is “Exercise doesn't affect blood pressure” while the alternative hypothesis will be
“Exercise lowers blood pressure”. For statistical experimentation we collect data from the

people who exercised for six weeks and had a reduction in blood pressure of 8mmHg. The
significant test will be to check if this result is real or just a coincidence. By applying statistical

formula, the P-Value will be calculated which indicates that there is only 0.5% chance of getting '
this result by chance. So, we conclude that since P-Value is very small, that is 0.005 we reject the

null hypathesis and accept the alternate hypothesis. It means that exercising for six weeks likely ,
lowers blood pressure.

4.3.4 Hypothesis Testing
Hypothesis testing evaluates assumptions using statistical methqu*. TheTest 5tatlst1c measures
how much data deviates from the null hypt;thesm Fﬁrpathesmleﬁtlng involves certain statistical

procedures and terms. The termswill be e:pla‘ineﬁ with the help of subsequent example.
Confidence Interval shows :rﬁ range where the true value likely falls. Type | Error occurs when a

true null hypumqsis is mcn}mcﬂy rejected. Type Il Error happens when a false null hypothesis is
not rejected. Power measures the ability to detect an effect if one exists. Significance Level is the

threshold for determining if results are significant. Sample Size affects the reliability of test
results. Understanding these concepts helps in accurate hypothesis testing. They guide in
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drawing valid conclusions fr‘cr{! d.ata H,mu WE wlll explnre each term briefly with the help of a
simple example: NRRRE

Question: ﬂae#dﬁnkmlg cuff-eelmprwe productivity?
Null Hypothesis (He): Coffee has no effect on productivity.
Alternative Hypothesis (H1): Coffee improves productivity.

" Test Statistic: Measure productivity in a sample of people who drink coffee and those who don't.
Calculate the test statistic (e.g., t-
statistic) to see how much the data
deviates from Ho.

Confidence Interval: Calculate a
95% confidence interval for the
average productivity increase with
coffee consumption. If the interval
is (5, 15), we're 95% confident the
true productivity increase falls
between 5 and 15. BERVARIAO RN
Type | Error: Rejecting Huwﬂ‘mn s L DS

actually true (i.e.; has no
effect). Thi& dEEL:‘zﬂ\e:hen we
conclude coffee improves productivity when it doesn't.

Type llError: Failing to reject Howhenit's actually false (i.e., coffee does improve productivity).
This occurs when we conclude coffee has no effect when it actually does.

Power: The ability to detect a real productivity increase if coffee actually improves it. A larger
sample size increases power.

Significance Level: Set a = 0.05 as the threshold for determining if results are significant. If p-
value <0.05, we reject Ho.

Sample Size: A larger sample size (e.g., 1000 people) provides more reliable results than a
smaller samplesize (e.g., 10 people).

By understanding these concepts, we can accurately test hypatheses and draw valid conclusions
from data:

2 Hypothesis testing evaluates assumptions using statfstfcal me;huds
<> Test statistic measures tiewal:iun fmm Hu

2 Confidence interval ffstim at.eﬂruevalum

> Typel/ ILErrmmcdr {from incorrect assumptions.

> Power detects real effects.

2 Significance level sets thresholds.

2 Sample size impacts reliability.
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These concepts help us mal-r.e informed denmns based nn data arnatws
4.3.5Steps of Sirnple Hmthesli Testing

Simple hyputhemtﬂmng lmfulves a certain sequence of steps. We can list them as follows:
3 We start by formulating null and alternative hypotheses.

D Collect data and perform the analysis.

2 Calculatethe test statistic frqml the data.

& Compare the test statistic with the critical value to draw conclusions.

<2 Determine the P-value to assess significance.

& Decide whether to reject or not reject the null hypothesis.

2 Usethe results to make data-driven decisions.

2 Interpret the findings in the context of the research question.

2 Report the results clearly with appropriate visuals.

Therefore, hypothesis testing helps in understa nding basi-: data re!.hﬁmshmm

4.3.6Creating Dashboardswith it hon '

Adashboard is a visual tool thaJ: helps tu mﬁ‘erstand data by displaying it in the form of charts,
graphs, tables et f‘ Wc t:aﬂ create these dashboards by using Python programming language. In
Python Dash is a framework developed by Plotly to create interactive dashboards. Dash allows us
to build dashboards by combining Python's powerful libraries Plotly for interactive charts and
Dash for building web layout. The following is a simple code to create a dashboard: _

(o AR .

o Commands 4 o + Tewd

n @ 'rip imstall dash @ ptap 1 Dapert mecamsary Libreries
Ipip fncrall pletly

@ fmpart daih
from dish lapert dec,

i Isport plotly.express s o
lmport panday i pd

t # liop 11 Crante sasple data (e.g.. sales dls Gwer Entha)
O

data = pd.Datafr
"ln:r:‘f';ﬁr, "hepruary®, “march®, “Arll”. "Mer®],
“Sales*: (1w, 208, 189, D09, 29
’] i .- "".
A Cradts & wispls lina plot with Plotly e [P
::I.;“ 1!-1d.|t.- n"Month® , 'pi-“l.l:l.n title-"Salas Over 'Hu'j .

¥ fap 4 Baitislizy the Desh mpp
app = fash.Dash)

" jmp §: mu-h,-:f-u-ﬁuhﬂ Sl
app. layout = hial . Biwchi \
hrt-l m['ii.yh-lﬂn

s,
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A Glussaru

» Machine tearmna mql:leis. tEarn frnm data to make decisions.

» Rule baieh ﬁigurithrns follow fixed instructions. They do not change unless we

deliberately update them.

» Model building: is the process of creating a mathematical or computational model that

represents relationships between variables in data to make predictions or gain insights.

» Feature Engineering: Feature engineering is the process of selecting and transforming

the most relevant data features to improve a model's performance.

» Training Data: Training data is the main dataset used to teach a model to make

predictions or decisions.

> Test Data: Test data is a small portion of data that we decide to use for evaluation

purposes of our Machine Learning model. AR
Test-Train Split: A test-train split dmdes data mtu twn parta i;E trammg data (main

'.

portion)and test data {smaller portlun} -5 WY

» Overfitting: It happens when amaqhinea[earnmg muclel leams the training data too well,

including its noise anqj]rret&vantdetalts This makes the model perform very well on the
training datal but poorly on new, unseen data because it's too specific to the training set.

I.Imierﬂtting It occurs when a model is too simple and fails to capture the underlying
patterns in the data. As a result, it performs poorly both on the training data and on new
data, as it hasn't learned enough from the available information.

» Model Assessment: A Model assessment evaluates a model's performance using

#

parameters like accuracy, precision, and recall.

» Accuracy: This is the percentage of total predictions that are correct. It tells how often

the model is right overall.

> Precision: This measures how many of the predictions the model made for a certain class

(e.g., "positive” cases) are actually correct. It's about the guality of the positive
predictions. A

. Recall: This tells how well the rnndelidenhﬁes all the actualms:twe n;asesm the data. It
shows the model's ability to ﬁnd allthe relei.rant mstam:ﬂ -

2 Structured data: is urganized in tablﬁmm rows and l:nlumn!;

;

> Unstructurejd dltﬂ.\iﬁllides text, images, and more.
> 5upervised learning :uses labeled data to train models.

» Unsupervised learning: finds patterns inunlabeled data.

» Regression algor..nms: predict continuous values like prices.

({ Hational Book Foundation



2 Classification algorlthms‘ Suft data mtu categnnes Clusteﬁng algorithms group similar
data points tuge&l'rf'r i
> Heumpdetwbrkj.: are used for complex patterns and large data,

> Predictive outmmes forecast future events based on existing data patterns.
D Causality: shows cause-and-effect relationships

2 Model interpretation helps us understand how a model makes decisions. It explains why
the model gives certain predictions.

2 In healthcare: it predicts disease outbreaks and helps diagnose conditions.
> Infinance: it detects fraudulent transactions to protect accounts.

> Retailers use it to personalize shopping experiences for customers. Transportation
companies optimize delivery routes tosave time.

2 In agriculture, it monitors crop health for better yields.

<» Education systems tailor learning materials to individual needst U,se c%!ses show how
machine leamning can solve practical problems af

| '___.--' '|I Ly
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> Entertainment: platforms recnmmend muﬁe: pr sﬂnga h;hsed on user preferences. They
highlight the impacLan l:lbeneﬁts ﬁt‘appiying 'machine learning.

2 Data st«:rwte{lil'iq.I uses viMals to communicate insights from data. It combines charts,
graphs gnﬂ nglrrjatives to explain findings.

D Reading and critiquing data stories helps improve understanding. To get a clear
understanding of the data story look for clarity and accuracy in published visuals.

3 Clarity of Purpose: Agood data story should have a clear goal or message. The first stepis
to understand the objective.

> Data Accuracy and Source Credibility: The accuracy of the data is fundamental. The
sources of the data used in the story should be accurate and credible.

D> Relevance: Relevance means that the data and narrative should be directly connected to
the main topic or issue being discussed.

> Insight: refers to the deeper understanding that the data story provides beyond just
presenting facts. A good data story should reveal patterns, trends, or cnncltxslms that
help the audience learn something new or make better decisions.

2 Persuasion: Persuasion is about how well the data stunir anﬂuﬁ}cﬁ ﬁr convl’mes the
audience to take an action or currsidera parﬁcularpnint of view

?d Formulating questtons. gmdesﬂata exp{dratian and analysis Identify relevant data sets
to answer these g stians Eafaluate how well the data addresses the questions posed.

> Dem%lf;._guﬂnlcal techniques: include Mean, Median and Mode. Mean is the




average value of the data set. Median is the middte v:ah.!e When data is ordered. Mode is
the most frequent value Iﬂtht'.,‘ data

2 Hypothesis fa[mutahph isthe pmcess uf rnalung an educated guess or assumption about '
a relationshi prJJEtWEt-;-n variables based on existing data or prior knowledge.

¥ Null Hypothesis (He): This states that there is no effect or relationship between the n
variables. It assumes any observed differences are due to random chance.

3 Alternative Hypothesis (H1): This suggests there is a significant effect or relationship
betweenvariables.

3 P-values measure how likely results are due to chance. A low P-value means strong
evidence against the null hypothesis. A high P-value suggests weak evidence and possibly

random results.

3 Significance Testing: is a statistical method used to determine if a result is due tochance
or it is statistically significant. Statistically significant means it is likely due to some real
effector factor. N

3 Hypothesis testing: evaluates assumptions using statistical matlfﬂds 'Fhe 'ﬂ?st Statishc
measures how much data deviates from the nu{l Hymthe:.is Hmbt!‘iesls testing involves
certain statistical prucedums and termsﬂ \\., B

2 Visuals: help in preser Tng ﬁhe rﬁuit's'ﬁf hypothems testing. We can use graphs and charts
toshow data;pstnbuﬂianﬁ These visuals can illustrate the test statistics and P-values.
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Exercise ARANIEEE

E Select the best answer fur thé fqllnwlng Multlple-Chmce Questions (MCQs).
1. The spam filter. lﬁﬁﬁed ta do which of the following tasks:
' a. It halps to delete all emails
b. It learns from past emails to identify spam emails
] c. It increases the email storage capacity

d. It mark all the emails to spam

2. Overfitting in a Machine Learning Model leads to:
a. The model performs poorly on training data
b. The model performs well on training data but poorly on new data
c. The model performs equally well on all types of data
d. The model does not generate results at all

3. The feature engineering involves: e
a. Collecting raw data . ﬂ.-\;--x; ",iﬁ-_;--;, "a.ll__::;;:E:i? JUBE
b. Transforming and selechng retévaﬁt’ﬂafa featum
c. Testing the mudel‘ ac:ﬂi'ac? \“\ : o
d. Calculating, the[r$igmﬁmnce ‘of the model

4, What iipj'ecﬁmn in a Machine Learning Model?
a. The percentage of total correct predictions
b. The measure of how many positive predictions are correct
c. The measure of how well the model identifies all actual positive cases
d. The percentage of training data used

5. How does continuous learning impact a Machine Learning Model?
a. It reduces the model's accuracy over time
b. It helps the model improve its performance by adapting to new data
c. It makes the model slower to process data
d. It simplifies the model’s decision-making process

6. How does storytelling enhance the cummunlcauun uf data m;]ghu?
a. By focusing solely on statistical ana‘mis LT ) -. \ | oy
b. By using visuals and nafrative 'I'.a make ﬁata relatahle and engaging
c. By ignoring t:mn?lex data mtterns
d. By minimizing the use of charts and graphs

7. Which of the full_u*mng statements describe a Null hypothesis?
a. It proposes that there is a significant effect or relationship between variables
b. It assumes that observed differences are due to random chance
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c. It is the hypothesis that researchers want tg dlsprmre "':_'_;, RE
d. It is a statistical method used to rneamre vaﬁabiliity
8. In hypothesis testing P- Vahle inmcate:
a. The probability that!| the null hymthes;s is true
b. The pmhkﬂaihty that the results are due to some random chance
¢. The significance level for the test statistics
d. The confidence interval for the hypothesis
9. Why is it important to use visuals effectively in hypotheses testing?
a. To replace the need for statistical analysis
b. To present data in a more understandable manner and enhance communication
¢. To make the data collection process easier
d. To avoid need of a hypothesis formulation
10. In evaluating the credibility of a data story, which factor is least important?
a. Source of data b. Clarity of the vasuaJ. presen;atpan
c. The time of day the data was collected d. REIEvanﬂe lnthe tnpiﬂ
11. Amodel shows 98% accuracy. but premswn ancl reﬂa‘ll m'e bﬂth bel-:lw 60%. What is the
most likely issue? AT O BSUS
a. The model is uqderﬁttlrjg She b. The data is imbalanced
c. The rnod‘eI Is averﬁttmg d. Labels are missing in training data

12. Aretail analyst wants to segment customers to discover hidden shopping patterns without
any labeled categories. Which approach is most appropriate?

a. Logistic regression b. Clustering
c. Decision trees d. Linear regression

5 Give short answers to the following Short Response Questions (SRQs).
cxplain what ‘Feature Engineering’ is and give an example related to image classification.
Describe the difference between 'Overfitting' and 'Underfitting' in Machine Learning.
What is the purpose of Test Data' in evaluating a Machine Leaming r'nodel" —
Define ‘Model Assessment’ and list two metrics used for it. . - ({0 UL
what is the main goal of 'Data Uisualizatiafn in- dapa analysw? f L=

. What is 'Data Storytelling" and why is ;t 1rriportarit?

How does continuous legrmng beneﬁt a Machine Learning model?

~ 8. Explain the: l;efrh 'I'éserraun Split' and its importance in model training.

9. How does the significance level affect hypothesis testing?
10. Describe how you would identify and mitigate bias in a pul:-lis.i';ed data story.

11, What are the key steps in hypothesis testing and why are they important?
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12. Explain the role of staiﬁ&a"ru ﬁg’ﬁaﬁﬁéﬁﬁi'hﬁdemtanding data variability.

13. How can dfssgrq;tﬂé statistics be used to summarize a large data set effectively?

14. How duas the concept of statistical significance suppart or challenge conclusions in
\ experimental research? Explain with-an example,

15. How can data visualization bridge the gap between technical analysis and non-technical
audiences? Explain with a real-world scenario.

_": Give long answers to the following Extended Response Questions (ERQs).

1. Discuss the differences between Machine Learning models and Rule-based Algorithms,
including their advantages and limitations.

2. Explain the process of model building in Machine Learning, including data collection,
preprocessing, training, and evaluation.

3. Compare and contrast Predictive Models' and 'Causal Mndeis,adisc;,lss.ing iheqr uses and

limitations. ~ XN (7o o=

.\4,.. |

4. Discuss how formulating good researeh quﬁﬁbnﬂmﬂuehqas the quality of data analysis.
Provide an example ui huwa wgl,l—?oimulafed question led to meaningful insights in a
| study.

5. Examlflf‘!.hé« m)céss r.'.-f hypnthes.is formulation and testing in a real-world context. How
do null'and alternative hypotheses guide research and decision-making? Illustrate with a
relevant example.

6. Critique a published data story for its use of clarity and accuracy. Identify any misleading
or biased elements and suggest improvements.

f 7. Explore the role of p-values in hypothesis testing. How do they help determine the
significance of research findings, and what are their limitations?

. 8. Analyze the steps of simple hypothesis testing and their importance in validating research
f findings. How dnf.-s each step contribute to drawing accurate conclusions?
| 9. Discuss the challenges in ensuring data accuracy and relevance in a data story. How can
| these challenges be addressed to improve the credibility of the data story?
10. Evaluate how feedback can be used to refine data storytelling techniques, Provide
examples of how construciive critirism can lead to mare Eﬁé{ﬁve data presentations.

11. Discuss the challenges in ensuring datﬂrﬂﬁﬂui'ﬂﬂjf and réjevance in a data story. How can
these challenges be addressed to imprw&the credlbﬂity ‘of the data story?

|' 12. Evaluate how feedback can' be| u:ed to refine data storytelling techniques. Provide
, exampleﬁ gf hawﬂdnsmlttive criticism can lead to more effective data presentations.
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(m Activity 1: Feature- Engineering Exerc'lse’ )

ﬂ:je:tive. Identifyand hstﬁ:ﬁtureafura gwen dataset i.e. images of the animals.

1. Divide the stud&m ta ifite small groups depending on the available resources and strength of the class.

2. Helps the students to find some pet datasets from the internet. For example “Cats vs EaEE
Dogs” dataset from https:/ /www.kaggle.com/c/dogs-vs-cats or i R
Oxford pet dataset from https://www,robots,ox.ac.uk/-vgg/data/pets/ L

3. Ask the students to select relevant features that can help classifying images of dogs,
cats and horses.

4. Supervise the students to identify new data and make predictions about the unseen
data based on theinformation leamed fromthe dataset.

Outcome: This activity will help students understand how Machine Learning Models
learn data and make predictions about new unseen data.

N
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f“‘! Activity 2: Data Story Criﬁqu&.w )~ VY T
Objective: Students will pracﬂm :nﬁ;uihg dhl:}nmﬂ; 'hy evaluating clarity accuracy insight and
persua.ﬂun
~ ] TSNS

. Divide the stpdents ﬂ'ltogmall groups depending on the strength of the class.

1 Assignor let Eﬁem choose adata story of their own cholce e.g. economic trends, social media usage,
prices of smartphones, performance of various video games etc.

J. Each group evaluates their assigned story using the critique framework,

4, The group present their story to the class and provide feedback on how the data story can be
improved

Outcom=: This activity will help students develop critical thinking, collaboration, communication and

dataanzlyais.

\_ ' 3 .

g{‘ﬂ Activity 3: Hypothesis Testing Role Play )

. _.I . — [ , '1
Objective: Tohelp students simulate hypothesis testing, usmrealmﬂﬁtumgles

1. Assign the students various roles like researchers, statimmaﬁs subjects and create a scenario suchas
“ﬂuesincreasedstudyhuummpmw grades?™. | |\~

2. Students playing the role of rﬂ&arth&n will furmulate null hypothesis and alternate hypothesis.

3. Students pta}‘lnFthEIotE{ statisticians will analyze data provided by the teacher.

4, Students p’:a)*hg the role of subjects will helpinterpret the results and make decisions based on data.

Outcome: This activity will help students to develop the skills of hypothesis formulation, statistical

reasoning and decision making.

({ Hational Book Foundation @ Unit 4: Data and Analysis
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Activity 4: Implﬁﬂentatmn ufJMﬁhina Learning by designing an interactive
dashboard " 1\ 1} | 1L

' m A j; Ouundmtmd how to design and create interactive dashboards by simplating a
oject.
N 1. Assign students different roles like: Data Collectors (gather and clean the sample data), Dashboard

Designers (design how the dashboard will look), Graph Makers (create plots and graphs using Plotly),
App Builders (set up the layout and run the Dash app)

+ | 2. Create a scenario like, The school principal wants a dashboard to track students' peffmname across

subjectsand attendance trends.

3. Students playing the role of Data Collectors will organize basic data, such as students’ marks and
attendance percentages.

4, Students playing the role of Dashboard Designers will sketch or plan which graphs and filters should be
on the dashboard.

5. Students playing the role of Graph Makers will use Plotly to create charts like bar graphs, line charts,
and pie charts.

6. Students playing the role of App Builders will use Dash tu aﬁsem.ble ewmmng into a working
dashboard and runit, T =\ o

-! I| I.r fo. _.!:-.:_.
Outcome: This activity will help studentsﬂﬂetoh skﬂlg iq Ela;a qrganizatinn Data visualization, Basic

app development, and Cottaborative \pri Ei;t work. They will also experience how real-world data
Ldashboards are mnltbytaam;wumﬁgfgnﬁ% .
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o Applications of Computer
Science
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1) Learning Outcomes |

At the end of this unit students will be able to:

7, design ideas of applications relevant to Pakistan using loT, Cloud Computing, and
Blockchain. :
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5.1 Internet of Things (lnT)

loT has big impact. on' té&rfﬂ modemn society. In Pakistan it is at an early stages of planning and

implanentatitlm “loT technology improves productivity and efficiency in homes,* offices and

industries. Application of loT in government and private sector in Pakistan will enhance our daily

life by allowing us to perform daily activities with convenience and comfort. loT technology

provides enhanced automation, control, comfort and economical use of energy. Therefore, it is
. important touse loT technology in Pakistan.

5.2 Designing loT-based Applications

Today, there are billions of Intemet-connected devices all overs the world and the number is
rapidly increasing. loT technology provides interconnectivity between various devices, machines
and people through Internet that has resulted in innovations in many industries and
organizations. Designing an loT application means incorporating loT r.echnulogy 1ntu applicatinns
for specific purposes. . _~Ta0

The following are examples of loT-based applicatims SNUICAE g

5.2.1loT-based Air Pollut.ion' '

Pakistan is facing serious air! pull.uthn in hig dties due to industrial emission, vehicle emission,
brick kilns a Hmﬂhrop burning. High level of air pollution is causing severe public health
concerns such as respiratory and heart diseases.

loT-based air pollution monitoring system integrated with cloud computing and Blockchain
technologies can provide a solution to the environmental calamity of air pollution. It involves the
following three stages.

1. loT-based Real-time Data Collection using Sensors

Deploy a network of loT sensors across a region having high level of air pollution to measure
various pollutants like CO, NO2, etc., and environmental conditions such as temperature,
humidity, etc. The sensors collect data and transmit it to a central network hub using wireless
communication like Wi-Fi. The network hub sends the data to the cloud computing for storage
. and processing.

2, Cloud Platform for Data Storage and Processing

Use cloud platform such as AWS or Google Cloud to receive and Sttpré ﬂ'le massﬂe amuunt of data
collected by the loT sensors. Cloud -can _also store' h’lstorical data for trend analysis and
forecasting. The cloud platform uses analytics techniques such as machine leamning and data
visualization to analyze and detennineM rQuality Indices (AQI) in real-time. When pollution level
exceeds certain level it ¢ benerates alerts and notifications. Based on historical data and pollution
patterns, :hau& platform can also predict future air quality.

3. Blockchain for Transparency and Security

Create a Blockchain ledger to ensure integrity and authenticity of collected data, Blockchain
technology will make the recorded data tamper-proof and less vulnerable to manipulation.

I
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Finally, integrate the loT smsurﬁ, E|ﬂl.l'd platfnrm and Blaclr.cham network by defining data
formats, communication [:Ilrntncnlsand security measures. Develop user-friendly interface such
as web dashboardsq 'or-mabile apps to visualize air quality data and track trends and receive
alerts. ;

5.2.2 loT-based Flood Management

Floods are very common in some regions of Pakistan. Rivers and lakes overflow due to excessive
rainfall. People lose their lives and there is significant property damage. We need a plan to
minimize occurring of floods and damage caused by it by improving forecast, monitoring, and
quick response to it.

Integrating loT, cloud computing and Blockchain technologies can provide a powerful approachto
flood management by real-time monitoring, data analysis and secure information sharing. This
integrated system will allow for proactive flood risk assessment, early warmngs and efficient
response planning.

The following is a plan for flood management by maklng use qf l;ﬁfbased mﬂm’mnng integrated
with cloud platform and Blockehain technologiés.— | ||| ||\ |

1. loT-based Real-time Data ﬂol‘le:tlan using\iensws -

loT sensors can be depl 'fpd' in ﬂmd -prone areas to monitor water levels, rainfall and other
relevant pararpdtérs such as temperature, humidity, wind speed, wind direction and water
temperature in real-time. The collected data is transmitted to cloud platform via wireless
communication for analysis and further processing. Real-time data collection and uploading it to
cloud platform is the core of the flood monitoring system.

2, Cloud Computing for Data Storage and Processing

Cloud platform provides a secure platform to store, analyze and process large volumes of flood-
related data. Machine learning algorithms can be used to identify patterns and predict flood risks.
Computer vision and image processing techniques can be used to create detailed maps of flood
zones in real-time. When any monitored data exceeds the upper limit, the cloud platform will
send alarm information to the administrator for quick response for timely evacuation and
preparedness. Cloud-based platforms enable better decision-making and cuurdmannn among
different agencies. Gy

3. Blockchain for Transparency and ..‘:»11."\1:'4.1rit'mr AT e -J": i ’-3\"/\ R

Blockchain technology can be used for secm“e ren:ard keepmg I!e can create an immutable and
transparent record of flood-related E’«ent': ‘Blockchain can also be usedin tracking the movement
of relief materials, nmmtqring the progress of recovery efforts and ensuring that aid is delivered

to those who nead il

Combining Ia:-T+ cloud computing and Blockchain for flood management provides proactive
planning leading to better safety and reduced damage.
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5.3 loT Apphcatlphﬁ Apphcable to Pak1stan

9:3. 1Appljcatmn nf loT inAgriculture

Agriculture is the backbone of Pakistan's economy. As the populations of Pakistan is increasing the
demand for food is also increasing. We need to move from traditional agriculture towards smart
agriculture based on loT. It is essential to reshape our agricultural methods by using loT
technology.

The following are the benefits of smart agriculture.

< It allows farmers to have proper knowledge about climate by the use of sensors in loT
devices that observe real-time weather conditions.

2 Data collected by sensors such as temperature, humidity, rainfall and soil condition makes
farming more controlled, precise and efficient.

2 Drones are used for monitoring crop planting, crop health—and Wﬁnm fertilizer and

'-'\-II"-'I"I

pesticides and also help for irrigation. S o ;II—--"_',I"‘-.?\\‘\! ; (e .,c;
> loT-based farming will reduce~ pruductinnhmst \and ¢ontribute a lot in economical
dm'-ﬂpm!nt "\I'-'. I'-,'- A I. '-\I'.'. i sl

AN

. ZApphcatmn of InTm Smart Grid W U
With high cost, shurtage and gmming mquirement.s of electricity in Pakistan, we need loT-based

smarter solutions to e ‘electrical usage and reduce consumer bills. To achieve this
government n#.]e&ls to replace the old traditional grids with smart grids.

The infrastructure of electricity supply consists of transmission lines, transformers, substations
and power grids. Smart grid also uses the same infrastructure but it involves loT devices that can
communicate with each other and with the consumers.

<( National Book Foundation
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The following are the benefits of using smart grid. AR *-;*{':g | .5";1'.- ATt
D Itprovides more reliable power supply managemant bgrjtamngbetter fault detection.

> It reduces power wastagem prcfwdinh fé&lhack to consumers on their electrical usage and
ensures proper electdtTﬁllpply.

3 It analyses tﬁermd’uc:ion of electricity and predicts when power shortage can occur so that
power companies can take necessary steps to reduce the chances of it occurring.

D It can automatically reroute electricity when there is a power failure avoiding blackout of an
entire area.

3 Itallows power companies to quickly restore power after power failure.
3 During peak hours, loT application suggests consumers to reduce power consumption.
3 Itgenerates more accurate bills,

5.3.3 Application of loT in Traffic Management System

Traffic congestions, particularly in big cities in Pakistan are increasing with the ongoing
population growth. Traffic congestions during rush hours cause more fuel cnnsumptmn and
wastage of time as well. This demands implementatmn of smart trafﬁcmanagementsystem that

usesloT technnlog:.r e Tt .' (00~
P e f -,I 1 Lk WA Data - - Control
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The following are the beneﬂ:s ofappht:atlnﬁ nf laT tn trafﬁc management system.

2 Communication tpmugh internet computer networks and loT devices enable the
lmplmentatfon of loT based smart traffic management system.

> Sensors and loT devices installed at traffic lights, roads and highways wirelessly collect real-
time traffic data and send it to traffic control rooms to control traffic.

D It provides efficient traffic management by optimizing traffic flow.
> Reduces traffic congestions, improves overall road safety and reduces risk of accidents,

> loT devices and sensors provide real-time information about road conditions to drivers and
traffic control room for making better decisions.
Y Informs drivers about congested areas and road hazards.

) Radio Frequency Identification (RFID) tags placed on the cars gain access to gated entrances.
The purpose of using RFID tags is to save time through automation at gated entrances.

D Surveillance cameras can detect and capture images nf trafﬁc rul.l!&vimatnrs s0 that traffic

authorities can take proper action agam'-‘-t them. - wY [ (ST

5.3.4 Application of oTin Héthcarelndustry

loT technology cumbi : '. with M are revolutionizing the healthcare industry all over the world.
1 hegltheare has given birth to a new concept called Internet of Medical Things

-

are mcreasing in Pakistan, especially in big cities. There are many hospitals in Pakistan that are
already equipped with loT devices. We need to implement the loT-based healthcare system in all
the hospitals of our country to provide better healthcare service to the community. loT improves
productivity of doctors and medical professionals and provides efficient hospital workflow as
well. It hasmany applications in healthcare industry.

The following are the applications and benefits of loT in healthcare industry.

2 loT combined with Al is transforming the way patients' critical data is collected in healthcare
industry. All the data collected is saved in cloud. Here, smart algorithms of machine language
(ML) analyze the data for patterns to diagnose the disease, recommend medication or
additional tests.

2 loT devices can track patients' blood pressure, heart beat rﬁte;oxygen level etc. in real-time.
This information is used I:-y medtcal prufeﬁimals tn mnnitnr various health issues for proper
treatment. -

> Wearables equipped w:lth semurs can be used for remote patient monitoring to provide
medical care whrlls pat:ent is at home. Real-time patient tracking reduces unnecessary
hospital visits and saves time and money.
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Smart Far-ﬂgzlﬂicﬁs'-."-. ? H Smart Eyeglasses
SRNNDY

Smart Wristbands 67 . Smart Helmets ‘

Smart Watches g “ Smart Patches
Smart Rings O @ Smart Garments

Smart Footwear Eg Q Smart Belts -

3 Modern hospitals are Eqmpped w!th shart beds with various types of sensors to observe vital

signs of patients(n ._real time. These sensors alert the nurse or doctor to urgently attend the
patient if needed.

2 One of the recent develupménti'in'hehifhéaré'iﬁ&ustry is introduction of smart ambulances
fitted with various, senqdrrs \These ambulances provide diagnosis and treatment during
transport to hdﬁpltal in emergencies. In the past many patients have perished due to lack of
required support system during transport. Ambulances fitted with sensors send critical data of

, patient to healthcare centers so that patient can receive proper treatment while remaining in
the ambulance.
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The future of loT combined-with Al 15-_|
very promising in manufacturlng,"-. g
industry. Today, big; transfermation
in going on d‘lanufactunng sector o
with the integration of loT &
technology. It is essential to use loT
in manufacturing in Pakistan as well [
to improve efficiency, productivity B
and safety of workers and reduce
production cost.

The following are the applications P
and benefits of loT inmanufacturing.

2 It enables automation and optimization of processes involved in manufacturing.

» Largevariety of sensors are used ina network to enable wireless communication between each
other, collect and share data and efficent coordination of pradu(;tmn aﬂwineﬁr

3 Robots are used to enhance accuracy ang speeﬁ up manufacturing processes.
& Itstreamlines wnrkﬂuwfn factnnea wlth mmimal human in Eerventlon

2> Improves pruduct Tuaiihy uslng mbﬂtlc systems, sensors. cameras and Al-based machine
learnmg l RN

& Im pruves cus mmer satisfaction byreducing defective products.
2 Reduces workplace accidentsand injuries caused by manual labor and risky tasks.
& Reduces product cost through automation, operational efficiency and reduction in labor cost.

@ Unit 55 Applications of |
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2 loTcombined with Blockchain technology ena I_;lespjﬁﬁgigmgqp&ﬁﬁdﬁﬁﬁpf&ﬁﬂu l;s

3 Use of IoT devices in machines and bther, manufacturing equipment can reduce energy
consumption which results ilfﬁrqﬁwtmst reduction.

5.3.6 Application of loTin Homes -

Continuous devé'[b;':ments and innovations in loT has enabled the development of smart homes.

Smart homes are residences equipped with loT enabled home appliances connected to a central .
hub. The central hub receives data from sensors and processes it to take decisions. The
appliances can communicate wirelessly with each other and the homeowners. loT enabled

devices in a smart home include TVs, ovens, washing machines, refrigerators, lights, fans, air-
conditioning systems, security cameras, etc. In Pakistan some IT companies are providing

services to transform traditional homes into smart homes.

Weather

Ar

The following are the benefits of using loT insmart homes. "

3 IoT provides convenience and efficiency in operation andcnutralnfhmﬁedehces through
smartphone or web interfaces providing better li*.*ir"rgEﬂﬁ*«"[1:+|:l|m'ﬁ.e»nl;F (2o~ |

3 Homeowners can remotely control nr}d'tﬁﬁh&'@:_ﬁ-..tﬁé.déﬁtéﬁheﬁ'ihey are away.

D It reduces energ)_'__cgn;yrﬂPt?lﬁ:ﬁ}ééﬁléﬁétiﬁ reduced electricity bills. For example, sensors can
detect whethgr a.person is in the room or not and automatically turn on or turn off the air-
conditioning or lights.

3 Smart cameras, smart door locks, motions sensors and videos can alert the homeowner inreal-
time for security and safety.
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5.3.7 Application of loT to ContraTAerni[utmn )3
Air pollution is one of thehiggﬂ'ﬂ pruhia\nm deﬁ#élnped and developing countries. It is also a
serious issue pa[giqula[}j in'the metropolitan cities of Pakistan as health problems related with air
pollution arg gro#dng at a fast rate. Air pollution is caused by dangerous gases emitted from

industries, vehiclesand homes. It causes heart diseases, lung cancer and eye irritation, It can also
cause allergic reactions near the throat and eye.

loT-based air pollution monitoring system can provide a solution to health problems related with
air pollution. It collects data from various sensors in real-time and processes it for air pollution
forecasts to see the trends and control it. loT technology helps in taking intelligent and quick
response for health and safety of community.

4 W!
- e

5.3.8 Application of loT in Natural Disaster Management

Natural disasters occur in many places and many people loss life. 10T can help in anticipating
disasters and provide important information to emergency responders to effectively manage
them. loT devices play an important role in disaster management and planning to minimize the

impact and protect infrastructure and loss of human life. Natural disasters include earthquakes,

thunderstorm, floods and landslides due to heavy rains which are very common in Pakistan.
- = = . - L -
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The following need tobe imp}eménted té.jnﬁﬁa'gé'dfsﬁaﬁérs.
Real-time data collection and processing
loT devices canié&lléﬁt'envi ronmental data that can be analyzed and processed to provide critical

information. This information can help the concerned emergency authorities to take appropriate
decisions according to the environmental conditions.

Monitoring infrastructure
The loT devices embedded with sensors monitor infrastructure such as dams, bridges and

buildings. The data collected from environmental conditions is used in decision-making to
protect the infrastructure and save human life.

Searchand rescue

loT technology combined with rescue robots and drones equipped with cameras can help
emergency responders take quick and effective actions in search and recue of human beings after
disasters.

Pakistan National Disaster Management Authority (NDMA)

Pakistan NDMA formulates and enforces national disaster
policies at federal and provincial levels. It collaborates
with various government ministries, Pak Army and United
Nations-based organizations to jointly coordinate efforts _
to conduct its disaster management, search and rescue (| |
and wide range of humanitarian operations in Pakistaniand' | | -
abroad. 2\ \t 0 AR =

Pakistan NDMA ms_g_st,gr_afqrt Mobile App

Pakistan recently introduced the NDMA mobile application,
designed to provide essential early warnings and advisories
directly to users' devices. Developed by NDMA, this app
aims to empower individuals and communities with vital information to effectively prepare for
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and respond to putential disai'.ters,. The HDMAmubile app allows you to stay informed and safe at
your ﬁngertips - | o V|

5.4 Blockchain

ARSI Bppcatia iF8 decmbiatized application developed on Blockchain technology. It is

an innovative approach that relies on distributed ledger (database) of records or transactions
that is shared among many network users. The ledger continuously grows as more records known
as blocks are added. Blocks are chained together using cryptography to enhance security against
data fraud and increase transparency. The use of distributed ledger ensures, that once data is
recorded it cannot be changed. This reduces wlntenal::lil‘iil:'.r‘~ o ct.rbwattacks ‘Blockchain provides
reliable solutions across diverse 1ndustl125r , \

5.5 Blockchain Applicatluns App Iicable tu Pakistan

The fﬂllumqg are an'le of the areas where Blockchain technology can be implemented in
. Pakistan.

5.5.1 Application of Blockchain in Voting
Pakistan has faced many issues related with traditional paper ballot system in the past. These
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include allegation of rigging and mentpula I’.‘]DI"IL The use of |
Blockchain technology can |pransferm voting system by |
ensuring security, and. |I'I1'E‘gl"'lt)|' Blockchain technology can
help in voting by ensuring accuracy of voting process. The
transparency and immutability of Blockchain can prevent
any fraudulent activities. Voters can have confidence that
their vote is counted and that the results are accurate.
Blockchain can make the voting process more efficient and |
reduce cost as well.

5.5.2Application of Blockchain in Healthcare

Most of the hospitals in Pakistan and worldwide face data
security issues in healthcare services. Blockchain
technology can revolutionize the way healthcare data is
stored. Integration of Blockchain technology with :
healthcare services can provide increased_privacy, |\
transparency and accessibility for patient data 5ensmve WK :
medical data, diagnostic Images petlent reeerqs and-all |
the confidential mfermatinn must' be protected.
Blockchain ensures’ da:ta bmtection by cryptographic
algorithms and the- ability of immutability reducing the
risk of data loss associated with unauthorized access and
breach.

5.5.3 Application of Blockchain in Banking Industry

The digital transformation of banking sector has provided
smooth transactions and personalized services. Online
banking has simplified daily transfers and transactions
reducing frequent trips to banks or ATMs. This digital
revolution in banking sector has many benefits but at the
same time it has exposed banks to risks of data breaches
and cyberthreats. These problems are faced all over the
world in banking sector and in Pakistan as well. Blockchain & '\
technology integrated with cyber security can provide' thes i
solution to these problems. The jnnovative eppreaeh of -
Blockchain technology can make, eperatiun of banks mare secure, transparent, efficient and cost
effective and el!minate ﬁnanr.lal frauds. .

5.5, 4Applicdtien of Biuck:halnin Education

Blockchain technology having the capability of distributed ledger, enhanced security and
transparency of records can be effectively utilized in Pakistan to solve various problems in
education sector.
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The manual system of keeping recurdaf degrees diplorhas
and certificates makes veﬁﬂcatmn very ‘time-consuming
and difficult and cam lepl:l to use nf fake credentials. The

use of dtstnl:luted ledger can make record-keeping more
efficient, secure, transparent and also help in eliminating
the use of fake credentials. It can make the verification
process simple and easy as well.

Blockchain technology can also enhance the security and
transparency of students' academic records,
administrative process and accessibility of records. The
adoption of Blockchain technology will allow students to have complete control over their
academic records and certificates and degrees as it is saved on Blockchain instead of servers of
educational institutions.

5.6 Cloud Computing

Cloud computing refers to the use of hosted services such as servers, dahsturage databases,
networking and software over the InterngL These semcetr “are maintained by cloud service
provider and are avallable.pn dﬂnand I\al[aws users to save data, files, images, videos and

software on the cloud ai ac;:,eas ‘;hese from anywhere with a laptop or desktop computer, mabile
phone or tahlepcp?mﬂq to fnternet

The fuli.uwing are some areas where cloud computing technology can be used in Pakistan to stay

ahead in today’s digital world. )
5.6.1 Government and Public Sector AR BN
Cloud computing offers effective and secure platform to 1| Public services ﬁ r
government and public sector to improve service delivery. [ :
Cloud-based solutions provide easy storage, access and |==
analysis of vast amount of data. This helps government -?; 4
and public agencies to make more informed and [ |
‘ coordinated decisions. It improves citizens interaction |
with the government by providing online services to
conveniently and efficiently engage with the public.

5.6.2 Banking Industry A e e\

0 A

Cloud-based solutions minimize the nee:! fpr expenswe I
on-premise IT infrastructure'in I:remlﬂnglrn:l't.ls.'tryr leading to
significant  cost saﬂr;gs It has' revolutionized the way
banks upera!.e, rl‘.iahage data and interact with customers,
It enables banks to provide more personalized and

efficient online services. It also helps in preventing frauds
and cyberattacks.
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- 5.6.3. Education SECfDI" \

Cloudco g i"'aprnvea pveraﬂ mst!tutmnal efficiency.
Cloud-b- d <splutions streamhne administrative tasks
such a. student enrolment, grade management and
attendance tracking. The online platform of LMS (Learning
Management System) provides easy access to course
material, assignments, assessments and announcements
and efficient interaction with teachers and administrative
staff. It enables online classes, workshops and training,
saving costs.

5.6.4 Businesses

Cloud computing has revolutionized businesses. It enables
businesses to store their data and applications on the
cloud for easy access from any location. Mobile access to
data via smartphones and other devices allows staff, to || "\
keep instantly up-to-date mth ctr.tnmers and ca-wnrkers \ RS
It reduces operational costs as hlISineﬁEi dﬂ\ﬂﬂt have to
own, manage and mamtaw r,un prmﬂse servers. It also
provides more cothgffg:the cyber security for protecting
dataand applicatiﬁns stored on the cloud.

5.6.5 Transport

Cloud-based solutions facilitate intelligent transport
systems that streamline operations, improve
collaboration and enable adoption to new technologies.
Cloud computing applications related with transportation
improve fleet management, route planning and freight
tracking. E-ticketing enhances passengers' travelling
experience. Itallows easy access to data and applications
with mobile devices having Internet connection which
enhances collaboration with partners and customers. =)
Cloud computing makes transportation more efﬁcient faster, easuer arnd reliahle

5.6.6 Healthcare _— A Y Cr—

Cloud computing has transformed the T{Ea[thda'ré sector
with valuable mnuvatiurns [Cloud 'computing in hospitals
makes it easy: for ‘doctors to view and share patients’
‘ medical records and update it in real-time. It helps

doctors in providing better treatment based on :

comprehensive past history of patients. Telemedicine
| platforms enable virtual consultation with patients using
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video conferencing with hehtthcare prmriitlers nt_'mn::uz-l}.nr It provides healthcare to patients unable
to travel to hos ;als 11: Hllnws patients to access their medical reports, lab testing reports and

doctor's ﬂate! inreal-time.
5.6.7 Media and Entertainment

Media and Entertainment companies are }vaing to the
cloud technology as it provides them platform to deliver
digital contents to their customers in an efficient and
effective way. Cloud provides fast access to movies, songs
and other digital contents from any location with an
Internet connection. It allows Entertainment companies
to deliver things on time and give users what they want.
Media and Entertainment companies are using cloud
platforms such as Netflix, YouTube and Spotify to adopt
cloud technology and fulfill their customers’ ﬂE'l'ﬂE__F_IdS.

Ty
T \

5.6.8 Software Develnpment
Cloud computing prnwdﬁ; nn d‘i:ma.n\d» tnmputf:r
resources such as smrﬂgé \and" processing power to
software de'.{elupm tJ.: develop software. It provides
significant cost savings for software development as it Cloud-based
works on pay-as-you-go basis. Developers can add extra Software

resources whey they are needed or remove unused
resources to save costs. It allows software developers to

collaborate in real-time from any location using cloud-
based tools such as Dropbox and Google Drive for storage

and file sharing. It speeds up the work involved in the
development of software.

5.7 Neural Networks and Deep Learning

Neural networks and deep learning have some differences but they are -:lm.ehy related Both of
them are subset of Machine Learning (ML). N e

Machine learning is a branch of artificial lntdllganﬂe that: teatshqs mmputers to learn from data
inputs and experience like hymans. Mthaut direcr. prnirammtng Machine learning algorithms
enable computers to train on data inputs and: anatyze it to produce accurate output. It recognizes
patternsin large datahasers tﬂ build models to automate decision- -making.

< N7 Neuﬂal Netwnrks

Neural networks are simulations of working of human brain. They are based on the functioning of
neurons in the human brain. It is a network of neurons that receive and send information
throughout the network to make predictions and solve complex problems in a humanlike manner.
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Aneuron canbe defined as a mmputatmnat it of a neural network.
Neural networks, hﬁfﬁ_“l&ﬁim’d 'approach to process information and produce output. Neural
network comprises of the following three layers of neurons or nodes.

2 Input layer: Input layer consists of one or more neurons. Each neuron receives raw data from
the outside world. The raw data can be text, image, video, etc. The input data is passed on to
the hidden layer. Each neuron of input layer represents a feature of input data.

2 Hidden layers: There are one or multiple hidden layers which are between the input and

output layers. Number of hidden layers and the number of neurons in each layer depend on the
complexity of problem.

2 Output layer: This is the final layer that produces the output. The output layer can have a
single neuron or multiple neurons depending on the task. For example, for classifying whether
an email is spam or not, the output layer will have only one neuron. Problems that require
multiple output will have more than one neuron in the output layer. =
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Neurons of input layer receive input and pass it to the hidden layer through the synapse
connection. Synapse is a small gap between the layers of neural network that all’;:-_j.:'g{s___infurmatiun
to pass from one layer to the next. e (P

Weights represent numerical values associated with the connections between neurons. Weights

determine the influence that'one hetron's output has on another neuron’s input in the next layer.
Weights act as cqafﬁciéﬁﬁ.fhéfﬁ:‘dﬁ increase or decrease the importance of specific information.
Weights are a[iﬁl'j'illstéi:l'tu minimize the difference between network's prediction and the actual
output. The purpose of using weights is to fine-tune the neural network to make accurate

predictions.
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Biases

Biases are numerical cofstants associated with each neuron. Biases are added to neuron’s output.

The purpose of biases is to provide adaptability to ensure that the network can learn and make

better predictions. Suppose a neuron processes the brightness of an image pixel'. It will only

activate when the pixel's brightness reaches a certain threshold. The bias can allow the neuron to

activate even if brightness is below the threshold. Biases provide flexibility to -neurons to
i . activate in various input conditions. This helps in handling complex patterns in input data.

Activation Function

When a neuron receives input values, the activation function determines whether the neuron
should be activated or not. In other words, the function decides if the input to a neuron is
important in predicting the output. The activation function applies mathematical operations to
weights associated with the inputs and outputs a value. If the output value of function reaches a
threshold, the neuron is activated and the output value is passed on to the next hidden layer or
used as final output. Otherwise, the neuron is deactivated and its valueis not passed on.
Activation functions are used in mapping the input valgqgse_tﬂ.ﬁ deﬁrpdnul;putinthe last layer.

Loss Function. D\ o WU L
Loss function determines-how'good a peiral network model is in solving a problem. It means how
well a neural network’s predicted outputs match with the true outputs during the machine
learning pr_qi;h__%&‘.,“‘it evaluates the performance of a neural network madel and helps in optimizing
it by minimizing the loss. Minimizing the loss means reducing the mistakes on the learning data.

How a Neural Network is Trained?

Neural network models represent Al algorithms that accept a set of input data and predict output
rather than directly implementing algorithms in programming languages. The neural networks
learn through two processes known as feedforwad propagation and backpropagation.

. e e o e O — — ——-—-+

Feedforward Propagation
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Feedforward Propagati —_— CA N P

In feedforward propagatfm *hfﬂrmahun is fed in the forward direction. It is passed on from the

input data layer &nd then through the hidden layers and finally to the output layer. Neurans in

each layer accept input data and process it using activation function. Based on the output values

of activation function, it is decided whether the output values should be passed on to the neurons

in the next layer or not. Those neurons whose output values are more than a certain threshold

pass on the output value to the neurons in the next layer. Each neuron of a hidden layer receives ’
input from the previous layer, processes it in the same way and passes on to the next layer till the

final result is produced by the output layer.

Backpropagation

Backpropagation Involves comparing the output produced by the output layer with the actual
output. Loss function determines how well the network model is performing by matching the
predicted output with actual output the network is meant to produce. The loss function is used to
optimize the performance by minimizing the loss. The weights of I:I,'u,“.l neumns Hrse modified
working from the output layer through the hidden layers’ anﬁ ‘ﬁnatﬁr the input layer. The
backpropagation causes the neural netwum perfurm better by reducing the difference between
the actual output and the predieted output. | !

After.the network has been tkamed with variuus sets of input data, it is ready to accept new sets
of data it has nmrheén before and processes it to predict output.

5.7.2 Real-life Example of Application of Neural Network

The real-life example

Area [feet?
presented here is about floath l ” Hr'_r,_..r-Wnighlufarea
evaluating the price of a ! Weight of badrooms
house. There are many Rdiiors W s oo s il
parameters that influence —

the price of a house. We

are going to consider the | Distancetocity(Km) X, ~— ;

L : Weaight of distance to city
following four parameters S i
only to keep the example T Waight of house age
ﬂmﬂ‘e- e il o |

> Area (Square feet)

% Number of bedrooms

> Distance to city center
(Km) N | A=

> Howseage: N NNN

A simple weighted sum model of neural network to predict the price of a house is shown in

Fig.5.30. This neural network model can be trained to predict accurate result following the steps
that have been described earlier.
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5.7.3 Deep LearmnganclNeuralNetwurks

Neural networks prnvu;lp fﬁundatwnal bmldmg blocks for machine learning whereas deep
learning empha‘mes the ‘depth of the neural network. Deep learning models employ neural

netwark architecture. Therefore, they are often called deep neural networks. Without neural
networks there will be no deep learning.

5.7.4Deep Learning (DL)

Deep learning Al technology has revolutionized the world in solving complex problems. It uses
deep neural networks to enable computers to autonomously extract hidden patterns and features
from huge amount of data sets for making decisions. It provides human-like thinking ability for
developing intelligent systems. Compared to machine learning, deep learning requires vast
amount of data sets, takes more training time and requires high performance computers with
GPU (Graphical Processing Unit). The GPU can process multiple data sets at the same time. Deep

learning algorithms improve their decision making capabilitiesovertime as mure sampte data is
input in the computer. ey O

3.7. SAPPh cations of DEEp Learﬂ]ng RES

Deep learning apphcaticrnure useﬂin mang maiusl:nes Many p-enple are using it in their everyday
life. Following are some Fupu!;ar applicatmns of Deep Learning.

1, uaturalenguagemecessingmLP; | I .

NLP is an lmpurtant application of DL. It |
allows machines to understand human lr
language. It can interpret text and speech.
DL-based NLP teaches computers and robots _Processing
to provide suitable responses to linguistic
inputs. Some widely used applications of |
NLP are language translators, sentiment |
analysis and customer service chatbots, ~[Figi’5.31 Natural Language Processing
2. Healthcare R ==

Language

DL-based applications are extensively
used in healthcare sector by medical
professionals to achieve higher |
quality of service and provide better
healthcare to patients, it)is'used for | '
diagnosis of life- threatrl-.-ning diseases' -
such as cancer-and diabetic ‘through
medical imaging. It is also used for
acute disease detection, smart |
health monitoring and medical |
research.

' Smart Health
Momitoring

Disease
— Dia_gn'lﬁls_ 7

4
Drug
Driscovery

7 Fig 5132 DL applications T healticare?
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3. Fraud Detection

DL can identify fraud and p}bvfde pro tection
against it. For'" example. it can detect
suspicious attempts to login into your

. account and inform you about it. PayPal used
DL-based predictive analytics technology to
detect and prevent fraudulent activity. DL
has the ability to make fraud more
predictable and avoidable.

4. Self-driving Car

Self-driving car is an autonomous
vehicle based on DL technology that }
is capable of sensing its environment
and operates without human
involvement. It uses various sensors
tocalculate distance between |'1E~arI:-ﬂ_»,r
objects. It uses data from l:amaras, !
sensors and geo-mapping that! enable"-_
it to detect trﬂﬂiﬁ lﬂﬁﬁtsf ¢cognize
signs and avoid- pedestrians. Self-
driving car can be very helpful to
particularly elderly and physically
disabled people for travelling. Tesla
is an example of self-driving car
designed and manufactured by Tesla

Inc.

5. Robaotics )

Robotics is a branch of computer
science and engineering that
involves designing, development,
manufacture and operation of a
robot. DL technology is heavily used
for building robots that can perfnrm
specific tasks with little ‘or ‘no-
human intervention. A I bot ‘has!
various sensqurs N ﬁhmeras :
microphone anﬂ itis cnntrnlled by a
computer system. Robots are used
in manufacturing industry,
transporting goods in warehouses,
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hospitality industry, packagingmedudne peﬁorming uperations, handling hazardous rnaterial
working in extreme temﬂeram*e, etc. e — =
6. Entemmﬁt

DL apphcatiuns are used in entertainment |
platforms for content personalization. DL- |
based algorithms can analyze vast amount |
of user data such as browsing history, |
preference, interests and behavior to |
provide personalized recommendations.
Companies such as Amazon, YouTube, |
Netflix and Spotify provide personalized |
movies, songs and videos to enhance their
customers' experience.

5.7.6 Relationship Between Al, ML, Neural NetwnritandBL i\

Although the relationship between Al, ML, umwew hnd DL are distinct but they form
close relationship. sk AL A ), |} NS

B

> Al is at the core w rebatipnbhip\used to create machines that can simulate human
intellige A 'many applicatlans of Al. Some of these are Robotics, Computer Vision
and Virtual hssistants

2 ML is a subset of Al that focus on the development of algorithms to learn from training data
without explicit programming. Some :
examples of ML are Email Spam
Filtering, Online Fraud Detection and
Product Recommendation.

& Neural network is a subset of ML. Neural
networks simulate human brain to
develop algorithms that recognize
pattems to help in making intelligent
decisions. Examples of application of
neural networks are image recognition,
Stock Market Prediction and Weaﬂve;,
Forecasting. T\

Y Deep Learning is a spedaluéd frbtnbeL‘that uses neural networks with multiple hidden
layers. It is particul: iy used in handling large datasets. Some of its applications are Language

Trans[:twh ‘Natural Language Processing, Self-driving Car, Healthcare Diagnostics and playing
strategic games such as Chess.
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5.8 Data Sharing ﬂnd Prwacy
5.8.1Data shiar‘ing

Data sharing means making the same data available to multiple users, applications and
organizations. Data sharing has many benefits,

Benefits of data sharing \

2 Data sharing improves efficiency and collaboration within
an organization, with business partners and with wider |
community. It promotes transparency, research and ";
enables businesses to offer better services to the society. | ;
For example sharing data in health sector will be helpfulin [ (.
medical research to provide better healthcare services. |
Sharing result data by institutions will reveal their
academic achievements. -

2 Data sharing has significant positive mﬂuente nn decjsipnﬂma‘king ahlhnes of policymakers,
managers and teams. EffectivexdEdsidn-Qakmg_lk essential for successful organizational
performance. |

2 Itallows to. hui}ifélgﬂﬁnlshm mth custun'lers It improves marketing of products and services
by reaching out people with right offer.

= Datasharing by government plays an important role in formulating public policies and planning
delivery of services. Sharing the right data and collaboration among government agencies
results in improving citizens lives.

5.8.2 DataPrivacy

Data privacy generally means the ability of a person
to cantrol his personal information and get to know
when, how and what personal information is shared
with others. Data privacy applies to sensitive data _ DATA
such as Personal Identifiable Information (PIl), ' PRIVACY
Personal Health Information (PHI) and financial [ &
information of businesses and organizations. Pli &8
includes information such as names, 1D numbers;- 4
email or postal addresses, bll'thdﬂt@&ﬂnq clm’tact\__ v
numbers. Sensitive data ‘about \employees, . Fig. 5.39 Data Privacy
customers and sharetiolde ders- plays an impartant

role in operatiofs and finances of businesses and organizations.

5.8.3 Data Sharing and Data Privacy Conflicts
With the increased use of Internet over the year, the importance of data privacy has increased as

q
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websites, applications and social media plal:fm*ms- - =
collect and store persunal data abuut users to
provide services. ﬂﬂ:leri'ng food online or
purchasing:| Ii‘.El’]"I‘S from online stores is very

‘ common for which people share personal
information. Data sharing has many benefits but it
comes with many risks and challenges.
Organization need to identify the risks when
sharing personal data and know who has accessto it
and how it is used. Shared data can be exposed to
potential threats such as unauthorized access,
misuse and theft. It is challenging to ensure that
data is shared for the right purpose, particularly
sensitive and confidential data. Unauthorized and illegal access to shared data can result in
invasion of privacy, personal safety risk and it can also damage reputatiun Thus. we can say that
data sharing and privacy have conflicting requirements o P

5.8.4 Misuse of Personal Data

Misuse of personal infnrma’trutl aan, h&\le Wr‘gr harmful
consequences for m:lﬁrﬂduaIS. ‘businesses and the
whole son:letyl it"is ‘of the utmost importance for
individuals, organizations and governments to
maintain ethical standards and follow data protection
regulations when collecting, sharing and processing
personal information. Respecting others privacy rights
when collecting personal information and ensuring
ethical practices contributes to a more trustworthy
and safe digital environment.

5.8.5 Safeguard Against Information Misuse i o ek

Data protection regulations have been put in place by
governments all around the world. These include
General Data Protection Regulations (GDPR) and the
. California Consumer Privacy Act (CCPA). GDPR has
developed rules and regulations how ths persunal data_
of individuals in European Union (EU)» can be cnltected
stored and processed. EgPﬁ reguiates that consumers
should know whah personal data is collected and gives
consumers control over their personal data such as
right not to disclose or sell it to others. Governments

around the world may pass additional data privacy laws in the future as many people think that
individuals do not have sufficient control over what happens to their personal data.

@ Jit 3 Applications o
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5.8.6 Assessment Olf Puiice-.; tu Prntect Stakehulders Interests in Data

Privacy Conflicts /" o

The following arE the steps to assess data privacy conflicts among stakeholders and find its

practical solutions.

1. Identify the Source of Data Privacy Conflicts

It is important to identify the root causes of data privacy conflicts for addressing these

appropriately.

The following are the sources that can cause data privacy conflicts.

2 Inconsistencies in organization’s data governance policies. Data governance refers to how data
is collected, stored and processed and who can have access towhat kind of data.

2 Conflicting standards and expectations related with data quality, security and accessibility
among data users and providers. Data quality refers to data accuracy and relqmﬁtm

2 Ethicaland social issues related with collection, use or shannnnf ppgun_alﬂata

< Different interpretations of privacy la‘ﬁ l-ﬂdl Ufclar'itgim data bandling policies or conflicting
interests among stakehﬂldfers o \\ :' A

> Misun demtanﬁTgFW F{gta i8! l:.émg;]ma !

2 Different daﬂabnﬂtﬁm laws and regulations in different countries and regions.

2, Negotiate and Compromise to Resolve Conflicts

The following are the important points to resolve conflicts.

> The stakeholders should negotiate trade-offs for their interests and objectives. They should
establish common grounds to seek mutual agreement and compromise.

> Stakeholders should engage in dialog to understand each party's priorities and limitations.

>3 Stakeholders should balance the need for data access and usability with the need for data
protection and encryption.

3 They should balance the need for data completeness and accuracy with the need for data
minimization and anonymization

Data minimization means to limit the collection to personal mfurmatiar_m to whgrif necessary to

accomplish a specified purpose. T \;' ,’. |

Data anonymization is the process of a[tenng or; retnnvmg persm'tally nzlentiﬁable information

from datasets to protect priuacy of 1ndividuarL?. while' enabling its utilization in software testing

and analytics. For exampke], altemgﬁrremoving the house number from the address of people so

thatthey are nqt ident

3. implementing the Solutions

The agreed-upon solutions among the stakeholders should be effectively implemented to resolve
data privacy conflicts.

v Ban) frons) BN Dei0en NS BN Bl - e B Rl oo B oo D haseet o | G NN b ! b e ;D D | BN o IR el M ] |



T o

.__, ._.__'_,'.'.I

< A data privacy framewurk shuutd he adupted tﬁat 1mplements all the aspects of data
governance strategy | =

< Data pnvqcy Iu:is suu:h is data encryption, data loss prevention, firewall, etc. should be
applied tocontrol information that is being shared.

2 Data privacy compliance should be monitored.

> Training programs should be conducted to engage employees at all levels in addressing
concerns related with data sharing and gaining their support.

 Feedback should be taken from all the stakeholders for monitoring effectiveness of
implementation of solutions and identification of areas for improvement.

5.8.7 Developing Data Governance Policies to Mitigate Data Sharing and
Privacy Conflicts

Well-structured data governance policies are essential for handling data in compliance with laws

and regulations. Conflicts in policies can cause confusion, ineFﬁciencyand g—venl#ga] issues.

The following are the steps to develop policies for ow.ﬂlt mahag&ment ‘of data collection,

availability, usability, integntrand secﬂrity inanﬂrg;arﬂz;aﬁm

1, Assess Context AT QA \\

The following ]thrm shqnlid be considered for assessing context.

> Assess the ‘context in which the current conflicting policies were developed. Determine
whether any policies are outdated or were developed for specific scenarios that no longer
apply.

2 Identify the reasons behind each policy and find out which aspects are open for revision and
which are non-negotiable due to legal compliance.

> Determine the best course of action through assessment of the context in which conflicting
policies were developed and what were their intended outcomes.

2 Identify each policy's objectives and compliance requirements and anélyze how they align
with the overall goals of the organization.

2 Involve the stakeholders to understand their point of view on each policy.

2 Access the risks and benefits associated with each pohcy Tehtﬂd with factafs such as data
privacy and security. 2 Py o [ (0. )0
2. Identify the Stakeholders ' AN '- WY

Identify the stakeholders whh will bE tmpacbed by the cunﬂicting policies and who will have the

authority to modify_them.| Stakeholders include department heads, IT security teams, legal

advisors and ,!Luyotheril'etevant parties. Engage the stakeholders to get their perspective which s

important for understanding the implications of each policy. This will help in building consensus,

developing more balanced policies and make certain that all the issues are addressed and aligned
with the organization's objectives,




3. Evaluate Risks _ WAt (o WA L
it is critical to assess risks assaﬁated W’Ith Each pulu:y Evaluate the possibility of risks considering
security of sensitive. infmtim consequences of non-compliance with the regulations and
reputational damdge Cnnsult with stakeholders and legal advisors to get their perspective about
risks associated with policies. Document all the decision-making process and clearly
communicate to all the stakeholders to maintain transparency and accountability.

4, Propose Solutions

Propose solutions after analyzing the strength and weaknesses of each conflicting palicy. Pay
close attention to compliance requirements and organizational goals. Solutions may involve
suggesting change to one policy, combining elements from two or developing new policy. Ensure
that solutions are specific and actionable. Policies that are not clearly stated may lead to
misunderstanding and confusion

5. Implement Changes

The final step is the implementation of solutions that have been agreed upan by the
stakeholders. This includes updating documentation-and ::qnummlcatm:g changes in the policies
to all the relevant parties. This may also r&qu;r% pmuiding training if needed. It is important to
monitor the implementation nf changesand nb;ain feedback to improve data governance within

the organizations. ) __w“ AL
5.8.8 Pnndpteﬁ'--\édéﬁtéd by Organization for Economic Cooperation and
Development (OECD) on Data Sharing and Protection of Privacy

The OECD is an international organization of 37 member countries established in Paris in 1961. It
was established to develop social and economic policies and international standards for better
lives. It focuses on issues such as trade, environment, technology and education. Pakistan is not
member of OECD but has been regularly invited to participate in its meetings.

OECD

" Fg.5a I‘Jrganiumn for Er;ormlfcmerauun Inﬂ ﬂhphmm Lnﬂu

The following are the pnnnples adapted b:,r DECD on data sharing and protection of privacy.

) There should hé limits tn how much personal data can be collected.

) Personal data, when collected, should be accurate and related to the purpose it is being used
for.

2 The use of personal data should be specified.

Uit 5 Applicaticnd of Compiter Science
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2 Data shouldnotbe useﬁfnr mm-s n&tuer tr[anﬁiat was ipeciﬁed-
2 Data should be kgpt Hecur‘e
> Pemnaudatdmtecnun and usage should not be kept secret from individuals.

> Individuals have a number of rights, including the right to know who has their data, to have
their data communicated to them, to know why a request for their data is denied, andto have
" their personal data corrected orerased.

9 Anyone who collects data should be held accountable for implementing these principles.
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Sum mary

2 Internet of Things. {In]'} is a network of physlcal devices having sensors such as smart
phones, smart watches, smart security systems, smart home appliances, smart TVs and
smart doors, connected through Internet for communication with each other.

2 Smart homes are residences equipped with loT enabled home appliances connected toa
central hub. The central hub receives data from sensors and processes it to take
decisions.

2 The NDMA developed mobile app aims to empower individuals and communities with
vital information to effectively prepare for and respond to potential disasters.

2 Blockchain is a distributed ledger (database) of records or transactions that is shared
among many network users. The ledger continuously grows as more records known as
blocks are added. Blocks are chained together using cryptography to enhance murity
against fraud and increase transparency.

< Cloud Computing refers to the use of hosted services such, a.rt sewers, dat.a starage
databases, networking and software over the Intemgt These serviceés are maintained by
cloud service providers and are avaﬂable ﬂemanii %

2 Machine Learning is a braru:h bf arﬂﬂcml intelligence that teaches computers to leamn
from data inputs; and| kpehence like humans without direct programming. Machine
learning aighﬂ[hms enable computers to train on data inputs and analyze it to produce
accurate output.

2 Neural Networks are simulations of working of human brain. They are based on the
functioning of neurons in the human brain. It is a network of neurons that receive and
send information throughout the network to make predictions and solve complex
problems in 2a humanlike manner.

2 Weights represent numerical values associated with the connections between neurons.
Weights determine the influence that one neuron's output has on another neuron’s input
in the next layer. Weights act as coefficients that can increase or decrease the
importance of specific information.

< Biases are numerical constants associated with each neuron. Emses are_added to
neuron’s output. The purpose of biases is to prnﬁde adaptabltity ‘tn ensure that the
network can learn and make better predictinns Ve T VAN S

2 Activation Function applies mathematical nperat’iuns to WElgh[S associated with the
inputs and outputs a value)' If the output value of function reaches a threshold, the
neuron is actwated anq {he l:mtput value is passed on to the next hidden layer or used as
final output.. ! N

2 Loss Function determines how good a neural network model is in solving a problem, It




means how wella ppeuralnetmfk S predicted outputs match with the true outputs during

the rrm:hrﬂe learning process. It evaluates the performance of a neural network model
and helps in optimizing it by minimizing the loss.

2 In feedforward propagation information is fed in the forward direction. It is passed on
from the input data layer and then through the hidden layers and finally to the output
layer.

> Backpropagation involves comparing the nutput produced by the output layer with the
actual output. Loss function determines how well the network model is performing by
matching the predicted output with actual output the netwark is meant to produce. The
loss function is used to optimize the performance by minimizing the loss.

» Deep Learning uses deep neural networks to enable computers to autonomously extract
hidden patterns and features from huge amount of data sets for making decis.ions

fffff

organizations. o Nt ICA:

b ....-'.-_.

< Data privacy gEﬂEFﬂllY means J:he a\mhtyqf a persun to control his personal information
and get to know whén huw ahtlwhat personal information is shared with others.

> Data vanmm&é refers to how data is collected, stored and processed and who can have
access to what kind of data.

> Data Minimization means to limit the collection to personal information to what is
necessary to accomplish a specified purpose.

D> Data Anonymization is the process of altering or removing personally identifiable

information from datasets to protect privacy of individuals while enabling its utilization
in software testing and analytics.

> The Organization for Economical Cooperation and Development (OECD) is an
international organization of 37 member countries established in 1961. It was established
to develop social and economic policies and international standards for better lives. It
focuses on issues such as trade, environment, technology and education.
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BPR Exercise S

H Select the best anﬁwer fﬂr the fulluunng Multiple-Choice Questions (MCQs).
1. Which of thé 1oim~b‘lng technnlug:es uses distributed ledger?

a. Cloud computing b. Neural network
c.loT d. Blockchain :
2. Which of the following is used for remote patient monitoring?
a. Smart medical bed b. Smart wearables
c. Smart ambulance d. Drone
3. Which layer feeds the raw data into the neural network?
a. Hidden layer b. Input layer
¢. Network layer d. Qutput layer
4. Which of the following represents numerical values associated with the cnnnecynns between
neurons? &) @O\
a. Weight b, ﬁfases AR * [ (Gie="

c. Activation function AT o d La;k functmn
5. Whichof the fnllowing dECI&-Eiif ‘tl"\e i'npu'ttu aneuron is important in predicting the output?

a. Weight N m\lﬂ [} “J“ *'f | o\ b. Biases
c. Activation function d. Loss function
6. Ability of a person to control his personal information is known as:
a. Data protection b. Data privacy
c. Data copyright d. Data transfer
7. Which of the following is used for training robots in performing complex tasks?
a. Artificial intelligence b. Machine learning
c. Neural network d. Deeplearning
8. Which of the following alters personally identifiable information in datasets to protect data
privacy?
a. Data minimization b. Data anonymi zatiun =
¢. Machine learning d. Deep learning-. | CONLY
9. The technology used to enhance secunty against. Frau‘d ;md 1ncrease tra” nspa rency is:
a. loT pIRTS Al I:r (;tﬁu&cumputmg
¢. Blockchain R\ ﬁ'-. (S "d. Neural network
10. Which of the fqllm-ﬁ h‘g foi:‘us on tha development of algorithms to learn from training data?
a. Robotics : b. Natural language processing
¢. Machine learning d. Cloudservers
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h Givef.hm't nnMer:. tu mefalluwlng Short Response Questions (SRQs). **

Give tl-iree reasons how loT can reshape traditional agriculture and improve farming in
: Pakistan?

Describe three benefits of using loT in manufacturing industry.

Describe how 10T can be helpful in controlling air pollution in Pakistan.

Describe the purpose of National Disaster Management Authority (NDMA) mobile app?
Differentiate between neuralnetwork and deep learning,

Briefly describe the applications of deep learning.

Describe three benefits of sharing data.

Briefly describe how personal data can be misused.

9. Whatare the benefits of using cloud computing in business sector? N

10. Differentiate between data annnymiza tion and data mirlimixutlmwitﬁ Hﬂmp‘lﬁ

S
"

@ NS AW N

@ .-"'....'-,.-
s ,.-. /

' Give long answqm tu«ﬁw fqlWﬁgExtEnded Resp-unse Questions (ERQs).

1. Mention two appﬂ lnns nf leT technulugy applicable to Pakistan that are not presented in
the textt qaolt Wl‘@ ey are needed and what improvement they can bring?

2. Mention two applications of Blockchain technology applicable to Pakistan that are not
presented in the text book. Why they are needed and what improvement they can bring?

3. Develop asimple neural network moadel to predict price of a smart mobile phone based on five
specifications such as processor, camera, screen size, battery life, etc.

| 4. Mention four risks associated with data sharing and privacy in organizations.
5. Briefly explain how data governance policies can be helpful in mitigating data sharing and

privacy conflict.

|

. 6. Mention five reasons due to which data privacy conflicts can arise among stakeholders in
| organizations in Pakistan, '
|

7. Which principles should be adapted for data sharing and protection of privacy in Pakistan? I
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ovide students v &estudieiﬂireﬂ Efemriusﬂchawdntaﬂmringand
privac ts, & the Cami MEAnalyﬂcammta‘-l and ask them to evaluate the situation and

policy dex hat car wlpgﬁﬂyguceﬂmemmnxﬂthemllulmﬂu&nu
to practice amlmmarﬂ . 8. real-world e nfdata slurinundpnvacycmmm and
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' privacy rights. This exercise will alhwmﬂmtstupractiteamllfm their points of view
xir communication and collaboration skills.,

he imports ce of prntecting individuals' privacy rights. This
: .ﬁ--i mm‘ﬂ*ﬁ developing policy proposals, and

it re mgmmplenfdatuharMam privacy conflicts in the news or
ate t Eﬂﬂﬂtﬁlmmﬂtpﬂmdmmﬂwtcuu[dhelpfemlvetheconﬂil:t
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Intrnduct]on N S

In today's digital world, uslng mlme platfﬁrrms for ;bﬂ&hﬂr‘atmn requires awareness of cyber
safety practices. It is crucial tur l‘denﬁfy and appl'f security measures to protect participants’
privacy. Techniqu _ﬂti}“e_‘; vo-factor authentication, biometric verification, and secure data
transmission are éssential. Ensuring everyone has equal access toinformation, regardless of their
background, is also important, By working together on these strategies, we can create a safer and
more inclusive online environment for all.

6.1 Security Protocols

Security protocols are vital for protecting
data in today's digital world. They set rules
and procedures to prevent unauthorized

access and tampering. These protocols

ensure confidentiality through encryption,

maintain data integrity and verify user
identity with authentication methods.

They also control access, secure dataﬂl
transmission, and ensure compliance with |
regulations. Additionally, thay prﬂmct‘-._
against malware, suppart q&ta ‘backup and

recovery, reduCé sks ‘and build trust. Security protocols are essential for data protection, risk
management, and regulatory compliance.

6.1.1 Need of Security Protocols:

Security protocols are crucial for keeping data safe in today's digital world. They create rules and
procedures to protect data from unauthorized access, tampering, and interception. Here are
some key reasons why security protocols are important for data protection.

Data Integrity Authentication Access Control

M L Pk ——

Protection £
Against Malware K

Data Backup

Transmission | " ... W and Recovery
e and Cyberattacks

Secure

Confidentiality =

Security protocols, like encryption, keep data confidential. Encryption changes data into a
format only accessible by authorized parties with decryption keys. This stops unauthorized
individuals from accessing sensitive information.
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Data Integrity:

Data integrity " ensurés that mfurmatmn remains
accurate, cmsmtent, and unaltered during storage,
transmission, and processing. Security protocols like
encryption protect data integrity by preventing
unauthorized changesor fraud.

Authentication:

security protocols use authentication to verify user or
device identities. This ensures that only authorized people
or systems access or send data. Common techniques
include usernames and passwords, multi-factor
authentication, and digital cerﬂﬁ:ﬁﬁqﬂ ‘an electronic

dncumenl:med mpmmwnéfét}{ﬁ
Access Control: WWrinide \\ s W
Security protocols enable aql;&ﬁi mntml méchan‘isms These
controls decide u{hq n ar:ﬁéss ‘change, or send data. It
ensures onty, huﬁharlzed users access data, systems, and
places. It is done through various methods to protect
information and privacy, preventing unauthorized access or
misuse.

Secure Transmission;

Sending data online can be risky because hackers might try
to spy. However, tools like SSL (Secure Sockets Layer)/TLS
(Transport Layer Security) for websites and YPNs (Virtual
private networks) for remote connections encrypt your
“l data, making it like a secret code that only you and the
intended recipient can understand. This way, even if
hackers try to listen, they cannc-t makﬂ sense of the
1nfcrmatiun P Y s A (B

Protection Against Malware amI Y
Cyberattacks: YO\ v VO W=

Security protocols helpmotegt agaiﬂst maiwa re,
viruses, and, cyperattaéks Security protocols are
guard against malware and cyberattacks.
Firewalls and anti-malware tools are examples
of security measures that rely on protocols to
function effectively.

({ Mational Book Foundation Unit 6: impacts of Computing



DataBackupand Recuveryr

Data security protncal! cqv[alr backup and recovery.
Regular backups' and' secure storage rules make sure
data can be brought back if it's lost, hardware
failure, or there is a cyberattack.

6.1.2 Information usage and collection:

The main rules for collecting and using data are being clear, getting permission, and following the
law. Organizations should explain why they collect data, ask for permission when needed, and
protect data well. Breaking these rules can lead to big problems, legally and in how much people
trust them.

Collection:

Collection is the process of gathering information, from various sources for analysis and decision-
making. It involves methods like surveys, interviews, sensors, or software to collect data informs
such as numbers, text, or images.

S A
o

Data has many uses like offering services, maklng pmduuts better, custamizi ng cﬂntent and doing
analytics. -\ I AT O Y W e s

P Tounderstand customer eferénms ar!d imprnve prud uctsor services.
¥ Totrack stuglfnt p&rforhance andenhance learning methods.

3 Tomonitor patient health and develop treatments.

D TotrainAl models or enhance apps and systems.
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6.2 Risks of Shanng Private Infarmatmn

Sharing private 1nfnrmaﬁ\un :an mahe 1dentsty theft more likely. Identity theft happens when
someone uses your. personal’ details, like your name or credit card info, without permission for
fraud. Itcan 'fead to big problems like losing money and harming your reputation. Thieves usually
get personal info through various ways.

Phishing:

Scammers may send fraudulent emails, texts, or messages |
that appear to be from trusted organizations. Scammers
asking you to provide personal information like passwords
or financial details.

Data breaches:

When organizations or websites are attacked online, they
might lose customer . data,,and if .\youre one of their
custormers, yuur data coulr,l be-at risk too. Identity thieves

_might! try 'to trick’ people into giving away personal
i mfﬁ%atmn by pretending to be someone trustworthy.

Lostor stuleq ﬂ:éms, NJ NE

Physical items like wallets, laptops, or documents containing personal
information can be lost or sl‘.ulen and then used by identity thieves.

Online scams:

Scammers make fake websites or ads online to fool people into

giving personal information or paying money to the wrong
places.

6.3 Best Practices to Prevent Identity Theft

Be careful about sharing personal information, —
especially if asked through email, phone, or social | - ~ —=gZZ7m
media. Use strong, unique passwordsfnrraururﬂme,' JRRREE. - -0
accounts and consider a password mahager mkeep' =

track of them. Enable ulti*factnr authentication
(MFA) for exqm mculﬂy Regulany check your
financial statements and credit reports for unusual
activity. Protect physical items with sensitive
information, like IDs, passports, and credit cards.

Learn about comman scams and be cautious with _

*
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unfamiliar people or organizations. Eta}nng alert helps neq:luce the nsk n‘f ldenmy theft and
prntectsynurpersunalinfnnnatmn VAT o WD WS

6.4 Cyber—attacks

Cyberattacks pqtmoth pmple anﬁ urgamzatmns at risk by targeting their security and privacy.
They come in different forms like DDoS
attacks which overwhelm systems with
traffic; ransomware, which encrypts files
and demands a ransom; and spyware, which
secretly gathers information. Viruses,
phishing, and various types of malwares also
pose significant threats.

Staying informed and implementing strong
cybersecurity measures can help protect:
against these risks.

6.4.1 Typesofcyber-attacks:

Certainly, there are various types of cybera:;facka that, threaten the securfty and privacy of
individuals and arganizatinns*_ MCE O\ \\\ L

DDoS (Distributed Dem?l pf S&rﬂce] Attack

ADDoS {Distrihu'léd Denial of Service) attack is when many |== @ @
infected computers work together to flood a website or
system with too much traffic. This overloads the target,
making it slow or completely unavailable to regular users.

Ransomware:

Ransomware is a type of malicious software that locks or
encrypts your files so you cannot access them. The
attackers then demand money (a ransom) to unlock or

T

Spyware is harmful software ' that !Ecretly Cﬂilec\tsf- LA
information about someone '-'-r‘lthm.lt Iht'm me‘ng it can

track what you type,| bahé'sdreenshuts or watch your
online activities," 'and then send this data to a remote

attacker,

= ol
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Viruses: Q WS
Viruses are programs, t{ﬁt copy thémmlves and infect a
computer's fqlets oF! soﬂtWare They can spread to other

systems when infected files are shared. Viruses can cause
various problems, such as corrupting data or crashing the

system.

Phishing attacks deceive people into giving away sensitive

| details like passwords or credit card numbers by

pretending to be a reliable source. These attacks usually
| use fake emails, websites, or messages.

Phishing:

"‘u

Malware refers to harmful software like ':'irusezﬁ sﬁywa?.rh !

and Trojans, which can damage enrﬁpﬂté(sgstu‘nso\rﬁteai

information. SR\
AN Hx"'[ J__| o ! __'- =
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6.5 Security Methods

Two-Factor Authentication (2FA) and Biometric
Verification improve security by requiring multiple
forms of ID. 2FA needs two separate factors, like a
password and a phone app, to confirm identity. If one
factor is breached, the other still offers protection.
Biometric Verification uses unique physical features,
like fingerprints or face scans, for identification. Itis
convenient and tough to fake but may raise privacy
issues. Using both methods together provides strong
protection for accessing systems and data.

Malware (Malicious Software): ~

6.5.1 Twn-FactorAuthentltation TEFA]

Two-factor authenticati n [iFﬁJ enharices security by
requiring twoqepamtel ﬁrms of identification to access
asystem, account, or app. ltusually combines:

1. Something you know, like a password or PIN.

2. Something you have, such as a smartphone, token, or §
smart card.

Foundation
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3. Something you are, like a Fm,garpnnfurchtal recngmtlun

This approach ensures. tl"dt if.one factor (e.g., a password) is compromised, an attacker would
still need the sgt’sbnﬁ factor to gain access.

5.2 Biometric Verification:

Biometric verification uses a person’s unique physical or ———
behavioral traits to confirm their identity. This includes ! .

fingerprints, facial features, iris patterns, voice, and |
even typing or walking patterns.

To access a system or device, users provide a biometric
sample, such as a fingerprint or face scan. The system

then checks this sample against stored data to see if it
matches. Biometric verification is convenient because it | -,

eliminates the need for passwords or PINs and is hard to PG
fake. However, it raises privacy concerns due tn theasensrtwfna\tqi'é bj’ ti]ume{"ﬂtdata and how it
isstored and used. o - # W) FR

6.6 Safe Transmlssi%n of mtaL\ s

Safe data tra mﬁslbrk%wlves securing information as it moves between locations.
Cryptography i‘s thc1al in this process, converting readable data (plaintext) into an unreadable
format (ciphertext) that only autherized users can decode. This ensures the data stays private
and unchanged. Common methods include symmetric and asymmetric encryption, and protocols
like SSL/TLS, which protect data in transit and prevent unauthorized access or tampering.

6.6.1Cryptography:

Cryptography is the practice of securing =
communication and data by transforming it into a =
form that only authorized parties can read. It involves F=
key concepts like plaintext (original message), =
ciphertext (encrypted message), encryption (&
(converting plaintext to ciphertext), decryption
(converting ciphertext back to plaintext), and keys : RSE 35 __.,}.;
(secret parameters for encryption and. decm:-tmn} SR *‘ﬁ- 8 1 R

Cryptography can be symmetric, using the same kéy* for encryption and decryption, or
asymmetric, using a pair of ké',rs tpllb[ic art&l pﬁv&‘te; Various ciphers, both simple and modern,
ensure data Inte nf and Ichurity. 'making cryptography essential for protecting information.

6.6. 2Typesof ('.ry.o*|;1t:r:1§l,raphyr

Ssymmetric Cryptography:
Symmetric cryptography uses the same key to encrypt and decrypt data. It is fast and efficient,
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ideal for large data Wluriwﬁ TFHE lteﬁ must be s’éeuraly shar&d as anynne with it can access the
encrypted data a1 W\ VYL

same Key

Plain Text Clpher Text

Asymmetric Cryptography:

Asymmetric cryptography, or public-key cryptography, works with two keysﬂ a public one for
encryption and a private one for decryption. This setup enables sét;um)(:ﬁmmmcatiun without
sharing a secret key. While slower thanr:.yrnmetrfc cnrﬂ}ograpﬁy it offers benefits like key
distribution and digital sﬁnqw res jqr a‘ruthbqtlf; afi o || L

6.6.3 Popular Cipher Methods:
Caesar Cipher:

The Caesar Cipher is a simple encryption method where
each letter is shifted by a fixed number of positions in - =i b f
the alphabet. For instance, with a shift of 3, ‘A'becomes | FWE B] CI DI E[FIG H!

D', 'B' becomes 'E', and s0 fﬂl’th lti aba&t&ﬂb&htﬂl’.lm _

’$ub stitutiun Cip her:

A substitution cipher encrypts by replacing each letter in the
plaintext with a different letter. This uses a fixed system
called a substitution alphabet. The Caesar Cipher is one type
of substitution cipher, but many other substitution alphabets
can be used.




Transposition Cipher: | L (A1 o
LR '-_ '.I"_I 'lI II'. | I'. L] "._ P

A transposition Ci#“{-@qﬂ:rﬁﬁ@ by

< ) B LG

rearranging the positions of characters

in the plaintext according to a specific

system, without changing the

characters themselves. This means the L

Vigenére Cipher:

The Vigenére cipher is a way to hide a message by changing its letters.
It uses a keyword to decide how much to change each letter. Each letter
in the message is changed based on a matching letter in the keyword,
which is repeated as needed.
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6.7 Security Protocols A 2 AT NWWY
. o '.I_,-'I _."' II'. II'-_ Ly '.II.-_\:-/_L_'_I.-__ =
Security protocols are rules and procedures .Fﬁ}jiéﬁt&t data and communication on networks.
They keep sensitive inﬁ__]T mef e passwords, private and safe from unauthorized access.
These prutucul.sxl-m kﬁr&gm ‘User identities and ensure data remains unchanged during
transmission. Examples include HTTPS for secure browsing and 55L/TLS for secure data

exchange.
6.7.1 Types of protocols:

Transport Layer Security (TLS)/Secure Sockets Layer (SSL):

- TLS and its predecessor SSL are __
cryptographic protocols used to secure
internet communication. They offer |1
encryption and authentication to ensure
that data between a client and server is
confidential and unaltered. TLS is >
commonly used in web browsers, email
clients, and many online services.

: - _I:- 1 ..._I__"__-'-I Sk A '-I A i N , E
—— ..'-.._f_r_-.té'mét Protocol Security (Ipsec):
| 1Psec is a set of protocols that secure
Internet Protocol (IP) communication.
It is often used for VPNs and helps
Your Device Other Device \l establish secure communication

"( | channels between networks, remote
" clients, and gateways.
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SSH (Secure Shell):

SSHisa pmtncnl for se:]:ure remnte access
to servers and'netwurk devices. It offers
strong authentication and encrypted
communication, making it essential for
secure system administration.

. ISecure File Transfer Protocols:

Secure file transfer protocols safeguard
files during transmission across networks.
SFTP (55H File Transfer Protocol) encrypts
data for secure and private transfers. FTPS
(FTP over SSL) utilizes SSL/TLS encryption
to protect files during transfer. Both B
methods ensure files are transmitted . S
securely, making interception or alteration difficult. i_‘i"x:' [Fo o

HTTPS (Hypertext Tran sfar Prutuml Sel:u re)

HTTPS (Hypertext Transfer Protucnl
Secure) is an e;b&ﬂsioﬂ |r.lt' HTTP used for
secure cmmun‘icatim over a computer
network, typlcally theinternet. It encrypts
data exchanged between a web browser
and a website, ensuring that sensitive
information, such as passwords or payment
details, remains confidential and protected ®
from eavesdropping or tampering.

‘ 6.8 Troubleshoot Security Problems

Troubleshooting security problems means finding and fixing issues to protect systems and apps. It
is crucial for safeguarding organizational data
and assets. Steps like understanding the setup,
checking logs, and running vulnerability tests
help address security worries. Following -best |
practices such as keeping software updateﬂ
educating users, and planning fnr inc‘ldenls
boosts overall secur‘}ty and lowers risks.
Remember;, 5pcuﬁty s “an ongoing process
needing cunstant assessment and adjustment to
tackle changing threats. Here are some simple B
steps and good ways to help you find and fix
security issues.
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NN (| I.Jnn‘arstand User Document
“the Environment Education and Learn
Identify Access Control Regular Regular Testing
the Issue and Permissions Backups and Assessment

<» ldentify the Issue:

Start by clearly defining and understanding the security problem. Gather all available
information about the symptoms and the systems or applicationsinvolved. .-,

Pt AR i

2 Understand the Environment: SRS J ."II AR Ay

Learn about the systems and apps, like' hp:;ﬁh’ey rE ﬂet up. whﬁ{ they need to work, and how
they're linked in the netwm-t ¥ht§fknthwlé4gg witl help find weaknesses and ways attackers
might try to getin. d |

I

> Access Cnn{;tﬁl é}iﬂxl?‘gnmssinnf

Check access control lists, user permissions, and roles to ensure that only authorized users
have access to sensitive data and functionalities.

<» User Education:
Teach users and staff about security basics, like not clicking on strange emails or websites,
making strong passwords, and reporting security issues quickly.

+» Regular Backups:
Regularly back up your data and check that you can restore it properly. This is crucial if you
lose data because of security problems like ransomware attacks.

» Document and Learn:

o .—" \

Write down what happened when you had a problem and what, you.did to(fix 1t. "This written
record helps stop similar problems f rom hapge nmg agam and mh I-ms 5etﬂnfy better."

2 Regular Testing and Assessment: \ /74
Continuously assess and test gﬂur f»EtUrl t? measures to identify and lighten emerging threats.

6.9 Identifylnga ‘tybersecurity Threat

Acommon cybersecurity threat is a phishing attack. This involves tricking people into giving away

sensitive information like passwords or personal data through fake emails, websites, or
messages,

EEH!E-- --Wl-- Bl R P ——
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6.9.1 Varlnus,:.\l;rﬂtegw§ i;nf 1dentlfy1ng cybersecurity threats:
Employee ﬁ_'aihinﬂ and Awareness for cybersecurity threats:

Regularly train employees about cybersecurity to help
them spot phishing attempts. Encourage them to be
cautious of unexpected emails, especially those asking for
sensitive information or containing suspicious links or
attachments.

Email Filtering and Anti-Phishing Software:

Use strong email filters to catch and block phishing
emails. Anti-phishing software can scan emails and
| spot threats before lhE’f reach gnwlayees inboxes.

15\ O\
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Secure Communication Prutu-l:u[srﬁu ,1.5 G\ un=ws)
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Use HTTPS for websih@é ,mFl ﬁnﬁrgp\téd emall e
services to keep\ WUnitﬁaﬂohﬂcure Make sure &
empluyee{ﬁm \t websites and email senders

are genuine before sharing sensitive information. —

-- R Web ContentFiltering:
./l * Set up web filters to block access to known

& d . phishing sites and harmful content.
- — —

'|
'. '|__|

Secuﬁty I.Ip:!ate:i and Putch Mnnagement
Regulatrlyr update all sufhn.'are operating systems, and applications .

reduces the chances of attacks. These strategies help- tqwe\‘m the?j'lsk
of phishing attacks and improve overall cﬁpersénumg ) S‘qtly tnfnrrned
about new threats and a;ﬁjustyuﬂrmuﬂt} measures as needed.

6.10 Cqmputﬁ‘tmnal Perspectwes

Computational perspectives involve using computers to solve problems by breaking down
complex tasks into simple steps. This approach helps us create efficient solutions and innovate.
Learning these skills enhances problem-solving and critical thinking, preparing us for future

careers.
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6.10.1The 5|gmﬁcance qf Computatiunal Perspettwe

Computational perspectwes are es#enhal ?crr '
students’ future careers! &lp technulngy advances, | &
computational" l,; in‘king helps students solve ! !
complex problems efficiently. It promotes
innovation, critical thinking, and adaptability,
which are crucial in today’s job market. By learning
these skills, students can excel in various fields and
stay competitive in a digital world.

6.11 Computing Applications

The need for collaborations to improve designs of computing applications is essential. When
diverse teams work together, they combine their unique skills, experiences, and perspectives,
leading to more innovative and user-friendly software. Collaboration fosters creatmty and
ensures that applications meet the needs of a wider audience. It alsaaﬁuws fprresaurde sharing
and more effective problem-solving, enhanr.:lng the UVEIEIL[ qmtn?nf«meﬁmlpmdun

6.11.1 The Impnrtancﬁ uf fCQIlaQﬂral;lbnf 1T1 Ehhancmg Computing
Application Design \ PSS

Collaborations are. E‘:‘S@ﬁ!l&[ for tmprfmng the designs of computing applications. By working
together, diverse teams can combine their unique skills, experiences, and perspectives to create
more innovative and user-friendly software. Here's why collaboration is crucial:

Diverse Perspectives:

Collaboration gathers people from diverse backgrounds, which brings a wider range of ideas and
solutions. This diversity results in more creative and effective des;gns that appeal to a broader
audience.

Enhanced Innovation:
When people from different fields collaborate, they can combine various technologies and
methods, resulting in groundbreaking innovations in computing applications.
User-Centric Design:

Including end-users and stakeholders in the design prgcess,ensurai the ﬁr;al praduct meets their
needs and expectations. Feadback fmm &t’fferentf users hatp"s create more user-friendly and

accessible applications. Ve LIS
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Resource Sharing: [ ||

Working. l:-::gether iels us share resources like what we know, the tools we have, and the money we
can use. Thissharing helps things move faster and makes the final product better.

Problem Solving:
Working together helps teams solve hard problems better. Different ideas and skills make
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problem-solving stmnger

6.12 Rewurce& fur Equal Infnrmahnn Accessibility

Making thlngs that deal with fairness in accessing information means creating tools or projects to
give everyone equal access to information, no matter who they are or where they live. Here are
some ideas:

v Digital Libraries:

Create online libraries offering free access to
educational materials like textbooks and articles. |
These libraries should be available to anyone with
internet, helping to reduce the digital gap and |,

encourage lifelong learning. S

Accessible Learning Platforms:

Create e-learpin .ptatfurriih _that cater to people
x i Mthdlsabllltlﬂ hcfuﬂe tools like screen readers,

ucabﬂuns \and alternative content formats. Ensure
L " >Fthe platforms meet various learning needs and
preferences. Make sure everyone can access
“ educational resources equally.

Community Information Centers:

Set up community information centers with

computers, internet, and learming materials. Focus

on underserved communities. These centers

provide access to information, skill development,

and social connections. Empower individuals to == Figlf47: Community Information Center
: engage in the digital era fully.

Mobile Applications:

Create phone apps for important services like
healthcare or job help. These apps should be easy
to use, respectfuqu ﬂiﬂemt cuftures and in many

languagea tnhelb evémnne

Open Educational Resnurr.‘ﬁi {DER}

Make and. stqfl‘ra upeh ‘educational resources for free.
These res-::urc'es can be used, changed, and shared by
anyone. By doing this, we make sure more people can get |
knowledge and help teachers and learners adapt content |

to what they need.

6: Mational Book Foundatic

@ Unit & Impacts of Computing
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Digital Literacy Programs: h‘_' L P Ly
Start programs that teach peur.lle h-:rw mauﬁe thE [ i
internet wisely. They'll learﬁll to find reliable info,

| DIGITAl

use digital tools’ Saifety, and protect their privacy. E. i _ uTE
These programs help people think carefully and get :
involved online.

Partnerships and Collaborations:

Encourage teamwork between government,
schools, non-profits, and businesses to fix problems
in information access and make it fair for everyone.
By working together, they can make big plans to
® help people who do not have enough access. These
ideas can help everyone get the information they
need for school, work, or anything else, no matter how much meney they have or otner nrob[ems
they face. _. i) | .uj ML
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6.13 Collaborative Tools 1}

Collaborative tools are snfmare apphcefinns demgned to facilitate teamwork and
communication amang\mdfhddqatﬁ who' may be working remotely or across different locations.
These tools pr-:WldE features that allow team members to work together on projects, share
information, and communicate effectively. Below is a summary of some well-known collaborative
tools.

Google Drive:
Google Drive is a service for storing and sharing files

online. It lets you save documents, spreadsheets, 6 Googie Drive

and presentations in the cloud. You can work

together with others in real-time, editing files
Slack: o

together and seeing chan ges as they happen.

Slack is a me;samrlﬂ ,3:Dﬂ where teams can
cnmrpunh:.ate in \channets based on topics or
\ '-pr-:qm:ts You-can send direct messages, share files,
4 -an?i connect with other tools and services.

Trello: RN
Trello is a tool for managing projects using boards, lists, and cards. You can make boards for

different projects, add tasks as cards, and move them as they progress. It also lets teams
collaborate by adding comments, attachments, and due dates. -
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Microsoft Teams:

Microsoft Teams is a collaboration plﬂtfurm
that integrates chat, video meetings, fi f f?
storage, and apphcatlm integratlﬂn ) t
allows users to. mmumc&te and
collaborate, I}i Feﬂ tin e, share files and
dﬂcuments and work together on
projects.

Zoom:

Zoom is a video conferencing platform that enables virtual meetings, webinars, and conference

calls. It offers features such as screen sharing, chat, and recording, making it suitable for remote
collaboration and communication.
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Summéry a8

> Confidentiality: Seqdht)t [:immcnls hke encryption, keep data confidential. Encryption
changes dabé,mtu a format only accessible by authorized parties with decryption keys.
This stops unauthorized individuals from accessing sensitive information.

2 Data Integrity: Security protocols help maintain data integrity by ensuring that data
remains unchanged during storage and transmission.

2 Authentication: Security protocols use authentication to verify user or device identities.
This ensures that only authorized people or systems access or send data.

2 Access Control: Security protocols enable access control mechanisms. These controls
decide who can access, change, or send data. It ensures only authorized users access
data, systems, and places.

2 Secure Transmission: Sending data online can be risky because hackers mlght try to spy,
However, tools like "SSL/TLS" for websites and "VPNs" for ren]pte cﬂnﬂﬂﬂtmi‘lﬁ encrypt
your data, making it like a secret :nde that unl;g ymﬁnﬂ thef m}&nﬁw I‘Ei:lpiEnt can
understand. 2 Y A\ ._5 TRaah

-» Data Backup and Re:ova-fy Data secui;it\yspi'atbmls cover backup and recovery. Regular
backups and secure stgrage nules make sure data can be brought back if it's lost due to
hardware: fg{ﬂuﬁﬁr atyberattack.

> Phishing: Scammers may send fraudulent emails, texts, or messages that appear to be
from trusted organizations. Scammers ask you to provide personal information like
passwords or financial details.

» Data Breaches: When organizations or websites are attacked online, they might lose
customer data, and if you're one of their customers, your data could be at risk too.
Identity thieves might try to trick people into giving away personal information by
pretending to be someone trustworthy.

» Online Scams: Scammers make fake websites or ads online to fool people into giving
personal information or paying money to the wro ng places.

> Cyber-attacks: Cyberattacks put both people and nrgamzatmns at risk by targetlng their
SEcunty and privacy. e () IR

3> DDoS (Distributed Denial of Service) Attal:k.- u& DDnS 1H}Strﬁ:luted Demai uf Service)
attack is when many mfected cnmpl.lter; wnrk tagtthsr to flood a website or system with
too much traffic. =% -, TS

» Ransomware;, Ranﬁeplllhare is a t].rpe of malicious software that locks or encrypts your
files soyou tannot access them.

> Spyware: Spyware is harmful software that secretly collects information about someone
without them knowing.

-'-' 4 '“ i B v i Eaam B . 56 s B B i P —



2 Viruses: Viruses are programs Lhat Eﬁp}f thern:ieh*ﬂ and 1nfect a computer’s files or
software. They can spread tqother wst;ems when infected files are shared.

<» Phishing: Phl;hmg qﬂiacks deceive people into giving away sensitive details like
passwnrds or tredit card numbers by pretending to be a re{table source. These attacks
usually use fake emails, websites, or messages.

< Malware (Malicious Software):; Malware refers to harmful software like viruses,
spyware, and Trojans, which can damage computer systems or steal information.

< Two-Factor Authentication (2FA): Two-factor authentication (2FA) enhances security by
requiring two separate forms of identification to access a system, account, or app.

< Biometric Verification: Identification method using unique physical features, like
fingerprintsorfacial recognition, for security purposes.

< Symmetric Cryptography: Encryption method using the same key for bﬂth encryptmn
and decryption of data, known foritsspeed and efﬁciency 2 @O\ '. A\

2 Asymmetric Cryptography: Encryption methoﬂ using a patr nf I{ey!: {public and pnvate}

for encryption and decryptmn ufﬁeﬁng\ecure cummdmca‘tion without sharing a secret
key. W

> Caesar Ciphﬁm ﬁn ﬁh:‘itent encryptmn method where each letter in the plaintext is
shiftedby a fixed number of positions in the alphabet.

< Substitution Cipher: Encryption method replacing each letter in the plaintext with a
different letter according to a fixed system.

< Transposition Cipher: Encryption method rearranging the positions of characters in the
plaintext without changing the characters themselves.

2 Vigenére Cipher: Encryption technique using a keyword to shift letters in the plaintext,
providing a more complex substitution pattern.

< Transport Layer Security (TLS): Cryptographic protocol used to secure internet
communication, ensuring data confidentiality and integrity. .

2 Secure Sockets Layer (SSL): Precle-::essnr tn 'I'Ij used Inrﬁacuring data transmlssmn
over the internet, & 0 AT ., i R

< Internet Protocol Securjty {LPse::} Protncnt suite fnr secunng IP communications by
authenticating and enﬁ:ryptmg each|Ppacket.

 Secure Shell {SSH] 'F'rntncni providing secure remote access to servers and network
devices, offering strong authentication and encrypted communication.

< Hypertext Transfer Protocol Secure (HTTPS): Extension of HTTP used for secure

communication over a computer network, encrypting data exchanged between a web
browser and a website,




<> Phishing Attack: Cybersecunty threat 1nvolwng tnckmg individuals into giving away
sensltwe mfﬂ;matsmfhrmgh fakeemalls websites, or messages.

2 Digital Libraries: Online repositories offering free access to educational materials like
textbooks and articles to reduce the digital gap.

> Accessible Learning Platforms: E-learning platforms designed to cater to people with
disabilities, including tools like screen readers and captions.

2 Community Information Centers: Centers providing access to computers, the internet,
and learning materials, especially in underserved communities.

7 Open Educational Resources (OER): Free, accessible educational materials that can be
used, modified, and shared by anyone.

> Google Drive: Cloud storage service allowing real-time collaboration on documents,
spreadsheets, and presentations.

.--v'"\.- Y

2 Slack: Messaging apgfaciht,atmg team cummumcatmn t.hmugffi‘ cl]anlielsbaﬂed on topics

or projects. A 9 AN Y

> Trello; Project management tn-cil usﬂ‘lg\hdaﬁd& ]’Ets and cards to organize tasks and
facilitate team cu{lab]arat'ien \

D 3 Micrusnngé&nﬁ- Ceﬁhaboratiun platform integrating chat, video meetings, file storage,
and appllcatmn integration for real-time teamwork,

2 Zoom: Yideo conferencing platform enabling virtual meetings, webinars, and conference
calls, with features like screen sharing and recording.
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E Se!é&'l.tl::ig"ﬁésl.t answer for the followi ng Multiple-Choice Questions (MCQs).
1. What is the primary purpose of security protocols?
a. To speed up data transmission
b. To protect data and prevent unauthorized access
c. To lower the cost of data transmission

d. To improve the appearance of web pages
2. What technique is used by security protocols to maintain confidentiality?

a. Authentication b. Encryption c. Databackup d. Datarecovery
3. Which method ensures data integrity during transmission?

a. Encryption b. Hashinganddigilalsignatures

c. Phishing d.File shanng ,-|-<_;__._ \ i ,\'—"_:jx-.’:- -.::-
4. Which of the following verifies uﬁerﬂrdewceidenuil:y‘f WY [ (o=

a. Accesscontrol by Encrypﬁnn j: Authenticathn d. Datarecovery

5. What do security prato{',al§ us&tdtﬂﬂtml ‘wh-o can access or modify data?
a. iuthentj:aﬂuﬂ ] ob Access control c. Malware protection d. Cryptography
6. What type of software protects against malware and viruses?

a. Digital signatures b. Firewalls and anti-malware tools
c. Access control mechanisms d. SSL/TLS
7. Which of the following is an example of a type of cyberattack mentioned in the text?
a. Authentication b. Ransomware c.Access Control d. Hardware failure
8. What does Two-Factor Authentication (2FA) typically combine?
. a. Apassword and encryption b. Apassword and a secondary form of 1D
¢. An IP address and encryption d. Avirus scan and a firewall
. 9. What is an example of asymmetric cryptography?
a. Sharing acommon key for encryption P
b. Using public and private keys 2\ (G I
c. Using the same key for enu:nrptimndr dﬂ;:yptjm " Y [0

d. Changingdata tramrmssmnspeed | el
10. Which secunty protucul I'.i cun'mﬁn!y used to secure intemet communication?

a. TLS/ SSLI “b. FTP c. UDP d. HTTP
11. Which ctpher smfu each letter by a fixed number in the alphabet?
a. Vigenere cipher b. Transposition cipher c. Caesar cipher d. Substitution cipher




s

= | i
Il'lf’d- [P Sy

o ".5 ":\h | =
12. Whichsecurity protocol is use M ?ﬁlﬁg ii" e
! TSSH Hﬂn = TP d. FTP
o\

a. Ipsec
13. Whatis pw:

a. Atypeo \Ac ryptmn method

b. Anattack where fake emails trick users into giving sensitive information

¢. Amethodtosecure data transmission
d. Asecure filetransfer protocol
14. Which best practice can help prevent identity theft?
a. Sharing passwords with trusted individuals  b. Using strong, unique passwords
c. Storing all sensitive information in the cloud d. ignoring financial statements

15. What does cryptography protect?
a. Physical hardware
c. Marketing strategies d, System updates

16. Which of the following is an example :-f ia secu
authentication? (ﬁ \\ ?\K\\j ﬁj

a. DDoS attack \V‘ \ yware

b. Data and communication

@a@)@i 1;‘r‘l"‘hﬁul‘.:E‘ user

c. Biometric verific d, Phishing
17. Which of IWWEMH is commonly used to support online collaboration in computing
projects?
a. Photoshop b. Google Drive
c. Excel d. YLC Media Player

%
'a‘ Give short answers to the following Short Response Questions (SRQs).

1. Whyis it important to apply security measures when using online platforms?

2. What are the main functions of security protocols in today's digital world?

3. What are the key reasons for using security protocols to protect data?

4. How can sharing private information lead to identity theft?

5. What are the benefits and potential privacy issues of biometric ver TEEE u:ln_l? m“pﬂw

6. What does Two-Factor Authentication (2FA) req u1i for ug:*/r Ih%t\%n&,

7. Name one advantage and one dlsadvanf&g?eaﬂﬂf thlc”’e-"sg}h:.qt on

8. Whatisthe primary pumas@gﬁqﬁvﬁqﬁg\;aﬂnﬁgm\dﬂrra transrrlis‘:‘ucm’

Describe the Cae r In*

10. What pruta@j@h&d or secure communication over the internet?

0

11. Why is it important to understand how and when your information is collected and used

onling?
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12. Why is cn!lapurmqri Iimpartant In the n:ieslgn of computing technologies, especially when
aﬂdressmgéqdiw in access toinformation?

“'E Give long answers to the following Extended Response Questions (ERQs).
1. How do security protocols ensure data protection in today's digital world, and what specific
techniques and measures do they employ to maintain confidentiality, and authentication?
2, What are the primary risks associated with sharing private information online, and how can
individuals protect themselves against identity theft?
3. How do different types of cyber-attacks, such as DDoS, ransomware, spyware, viruses, and
phishing, threaten the security and privacy of individuals and organizations?

4, Discuss the process and benefits of Biometric Verification, as well as the prhracy concerns
associated with it. w

5. Describe how cryptography ensures the safe. Uanfmﬁ@\ﬁﬁﬁ‘ﬁata sfeiaﬂnig the difference
* between symmetric and asymmetriﬁen{:wpﬁbm \ u, \WY /7
6. Compare and contrast the diﬂéient tygﬁ ﬁftf?;ilographic methods mentioned, including
their use cases and efﬁd&hﬁj{ L
7. Imaginey E‘vt,:l e ing a new mnmle application that stores user data. Explain how you
would en: J the security of the data during both storage and transmission.

8. Youareworking with a diverse team to develop a new educational website. Describe how you
would use online collaborative tools and communication strategies to ensure all team
members can contribute equally.
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1’? Activity 2: Discuss Security Threats and M]tlgatiQ

AR E
Objective: Educate particfpanl_’f- an ;ecurlw lhrﬂts and mitigation strategies, '

MaterialsNeeded: 1/ o1
Hnnduutmr digital guides on 2FA, biometric verification, and secure data transmission
Instructions: _
Briefly discuss common security threats, including phishing, malware, and data breaches.
Divide participants into groups and assign each group one threat to focus on.

Groups will research mitigation strategies such as 2FA, biometric verification, or secure data
9 transmission, and present their findings to the class.

>

@ Activity 3:Collaborate on Strategies for Equity and Acceéa

qﬁjm: Develop strategies to ensure equitable access to information on digital platforms.
Mnterlnls Needed:
* Whiteboardor online collaborative tool (e.g., Jamboa rd] ey 2
Instructions; A ICALE=S
+ Discuss the importance of equity and emalacc&ss tu infannaﬂon
-“ In small groups, brainstorm stratag&es 10! pmﬁd&mu'[ahle access, 5uch as ensuring all participants

have the necessary tec| I rand skilts.-
«» Each group, pre.'renutheﬁ* rategies, and the class discusses how to implement them invarious digital
collaboration scenarios.
h 4
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Intrnduction \

Research is the process of inve:stigating a speciﬁc questiun or tupic by systematically gathering,
analyzing, and lnterpretingilpfunnatinn It 1s an essential skill for students, as it helps you to solve
problems and answer questions. effectively. At the core of any research project is the research
question, which serves as a clear, focused, and specific guide for the entire investigation. Awell-
defined research question helps narrow down the scope of the research and provides direction.

. Qualitative

,* Research @

Examples

O\ Whatiis Research?

In today's digital age, the use of digital tools has revolutionized how research is conducted and
presented. These tools allow you to gather and process data more efficiently, while also enabling
you to communicate your findings in creative and engaging ways. Understanding the importance
of these tools is critical for becoming an effective researcher in the modern world, Conducting
research effectively and communicating results are essential skills. A well-crafted artefact not
only addresses a research question but also effectively communicates the results and conclusions
through digital tools. This guide will explore how to perform advanced searches for locating
research information, and how touse digital tools to present results and conclusions.

7.1 Performing Advanced Searches to Locate Information

Information is available from a variety of sources, including books, academic journals; articles,
websites, and multimedia platforms. Students need to learn how. to 1dentify and use credible
sources of information for their research. Basic sear-:h techniques often involve entering simple
keywords into search engines, but advanced searches require more sophisticated methods. For
instance, Boolean operators {AHD OR, NDT! can be used to refine search results. Students can
also use quotation marks to search for exact phrases, apply filters to narrow down by date or type
of source, and Utilize academic databases such as Google Scholar and PubMed to access
specialized and peer-reviewed materials.

Fig 7.2 shows how to choose the Advanced Search option on Google home page, after typing your
search string click on Tools Option and Advanced Search Menu will open.

1
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Anytme = Allmsults = Advanced Seanch About
C I D T R ey SEaieh O Cooglé Sencch Engine - T TN ST Lol
Fig 7.3 shows the options when you
select the option of advanced :
search on Google. (The interface | , @ % googlecom/adv. @ ¥ |
may vary depending on the type and
version of your web browser) In the | Advanced Search
“Search for” option you can select
various options like everything if
you are searching for common | Findpageswith .

G Google Advinced Seanch X

information. You can chOOSEATtICIES | u use eee Aﬁ%ﬁm{ﬁﬁ —
if you are searching for articles | AP W aom

related to your search str‘:ng.___l i 'm AL = % =

All these words: ,.-' , lmq'{""'d e e
This field is to. indpue mmhpﬂte o

words that m st-all appear in the | swmbes magig vom. o
search results. For example, if you
want to search for the string Digital | hen namow your
Literacy Google will return the | msuftaby

results that include both words | "™ o : ¢
Digital and Literacy. mgon: o v e e
This exact word or phrase: e sy 5
) This field is used to include multiple | s o domen: ]
words or phrases that must all | _ e e =
i appear in the search results. For ; T TR
example, if you want to search the | “™ . e M ]
string “Digital Literacy” Google will oot ehered by beenca * i v
return the results that include U A
complete phrase Digital Literacy | .~ \\\\ 0y | |

ather than separate wors o

the phrase or search stn ng. (T iﬂ\.
double quotes ﬁm be uspd to exactlyﬁnd the search string)

Any of these words:

This field is used to include any of the words from the search string. For example, if you want to
search for the string Digital Literacy Google will return the results that include some results which
will include the word Digital while some results which contain the word Literacy.

[ el el M & i el & i .y i 1 - sl Sl T s B e
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None of these words: Caara W @) o
This allows you to exclude specific. wurds fmm yuur ﬁéarch remlts For example, “Digital -

Literacy” will show results that have "Drgltal“ but not “Literacy”. (Tip: Hyphen - sign can be used
 before the word IS excludqihe worts to be excuded)

Numbers range

This is useful for finding results within a specific range (e.g., dates, prices). For example, “books
Rs500. .Rs1500" will show books priced between Rs.500 to Rs. 1500.

Language:

You can filter search results based on language preferences. For examplé, choose "“Urdu” to limit
results to Urdu language content.

Region:

You can limit results to specific countries or regions. Fo r example, you can specify country name
“Pakistan” to only get results from Pakistan based websites.

Site or domain: NI CIOUL™

Site operator limits the search to a speciﬁc websiténr Hﬂ\‘naln. Fdr Ekample “site: fbise.edu.pk”
will returi, the results from theFédemL Enan:lhf Intef‘medmte and Secondary Education website
only. ] | . g

. 'x| "'.'-l \_'_

K| ) .

You can search for specific file types like PDFs, Word documents, PowerPoint files, etc. for
example, “filetype; pdf digital literacy” will return only PDF files about digital litracy.

Usage rights:
This option will used to filter results based on usage rights, such as free content which does not
restrict ~opyright policy. For example, to search images if you write "labeled for reuse” it will

return the results/images which you can use for free. |

Intitle:

This option will return the web pages that contains the keywords/search string in the title of
document/page. For example, Intitle: HSSC Result 2025 will retum all the webpages that will

contain HSSC Result 2025 in their title, 2\
Practice Examples: _ N\ A0 (0 WU

Example 1: Searching fur artlcles un maﬂ'ﬂneleaming hut excludmg “deep learning”.
Search: machmq lgarning Heep [earning

Example 2: Searching for PDFs about Python programming.

Search: filetype: pdf python programming

Evaluating the credibility of sources is crucial for ensuring that'research findings are reliable.
Credible sources include peer-reviewed articles, websites with trusted domains (such as .edu,

- " PYL
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.80V, or .org), and up-to-date. 1nrgnt|atrun frurn weﬂ hnnwn authors or institutions. Once the
relevant information is fnund 'studenits can use citation management tools like Zotero or
Mendeley to urganize irsources and keep track of important references. This will help ensure
that all sources are properly cited in the final research artefact.

7.1.1Creating the Artefact

To begin creating the artefact, the first step is data
collection by performing advanced searches to locate
credible sources. This involves using search engines,
academic databases, and digital libraries to find
relevant information related to the research question.
Various primary and secondary methods of data A RTE FA C TS
collection have been discussed in detail in previous
grades. You can use any reliable method of data
collection. The reliability and accuracy of the datais a
challenge. Therefore, while collecting data. yuu _
should be able to verify a valid sourceof data,— || | ||

7.1. ZCnmmumcationﬁf Cﬂllec‘tedbata N

Once the data has bpbn coliected and analyzed, the
next steplié to ‘communicate the findings through
digital tools. There are a wide variety of digital tools
available, each suited to different types of
presentations. For text-heavy reports, tools like
Microsoft Word, Google Docs, or LaTeX can be used to
write and format research papers. These tools allow
for detailed explanations of findings, along with proper

! referencing and citations. For visual presentations, .
PowerPoint, Google Slides, or Prezi are commonly
used. These platforms enable students to create
visually engaging slideshows that communicate key
points in an organized manner. Data visualization tools like Excel, Google Sheets; and Tableau can
be used to create charts, graphs, and tables I;hat help illustrate trends or patterns in the research
data. VAR [ (2

7.1.3 Layout of the Dig:tathrtefact

The artefact must be Structured in a logical way to effectively communicate results and

conclusions. Fbitwirig is a list of some important parts of a digital artefact like a sale report, a
software user manual or a presentation etc.

Introduction -
Typically, a digital artefact should start with the section named Intru-ductim which presents the

—— L Fh i p— gy -.-_.5,-
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research question and objectives, a methodology section; Expiainmg mw :the resean:h was
conducted, a results section that presents the datn us'lng visuals where appropriate, and a
conclusion that summarizes the ke}*ﬁndings I:hgﬂ:al tools allow for the inclusion of interactive
elements, mulﬂmedla, and I]yperlinks altof which can enhance the depth and accessibility of
theartefact. NINN N

Assume you are des:gmng a digital artefact about the impact of social media on mental health.
The introduction part can contain a brief overview of the task/project. It includes some
background information, and context of the purpose for which you are designing this artefact.

Findings

An important aspect of creating the artefact is ensuring that the findings are communicated
clearly and concisely. Visuals play a key role in this pracess, as they help to break down complex
data into more digestible formats. Well-designed graphs, charts, infographics, or videos can
make it easier for an audience to understand the significance of the results. Students must be
careful to ensure that all visuals are clearly labeled, accurate, and relevant to the data being
presented. Visual aids should complement the research rather than distract f rom it

For example, you collected some data from the audience by using: queitmnﬁames Tﬁe data show
different ratios and nature of the impact uf sur;iai mﬁlﬂ amhrding to different age groups. You
can organize your findings in tabularform o

Result/Conclusion r;J | o WD
Finally, the artefat&lmustbe concluded by providing a clear interpretation of the results and their
implications. Conclusions should directly address the research question and provide answers or
insights based on the data collected. It is also important to suggest future research possibilities or
areas where further investigation could be beneficial, For example, if the research focused on the
 effects of a school breakfast program on student attendance, the conclusion might highlight
specific grade levels or demographic groups that showed the most improvement and suggest
expanding the study to other variables such as academic performance.

Creating an artefact to answer a research question has several steps. First, you need to formulate
a clear question. Then, you conduct advanced searches to gather reliable data. Next, you use
digital tools to organize and present your findings. Finally, you ensure that your artefact
effectively communicates your results. This process helps you develop research, analytical, and
digital skills. It also enables you to present complex ideas in a clear and Engaging 'way. By
leveraging digital resources and toals, you can ereate, mpaﬁtful artefatts that showcase your

understanding and share your cnnclus#uns wlth t:u&l‘n‘.'rsl -ﬁ WSl

7.1.4 Using Digital Tnnl15 tu Comn'iumcate Results and Conclusions

There are many dlg{tat tools available to students for presenting their research. Text-based tools
‘ such as Microsoft Word or Google Docs are useful for writing detailed research reports, while
| presentation tools like PowerPoint, Google Slides, or Prezi are ideal for visual presentations,
! When dealing with data, tools such as Excel, Google Sheets, or Tableau can be used to create
graphs, charts, and tables that help illustrate key findings. For more visually engaging
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| presentations, multimedia || || _smma. |
tools like i:_a_nxra-"ﬁhr__i-
Piktochart can be used to
create infographics, while

collaboration tools like AL,

Google Drive, Trello, or | 8 Tre“.o fm% Prezi & coogeorive

Microsoft Teams enable Microsoft”
Excel = .

groups to work together
efficiently.

® Microsoft
Teams

o

+
iit+ableau ﬂ T
Google Shoats

PIKTOCHART

Choosing the right digital
tool depends on the nature
of the research and the
intended audience. For
example, if a research
project involves extensive = =] A s

numerical data, it may be better to use datavisualization tools|like Excél or Tableau, On the other
hand, for more general presentatlnm,l’ni!grpqmtur Google Slides are often more appropriate.
Regardless of the tool used; studerits should structure their artefact clearly, with sections such as
an intruductioq,‘whlg[}‘_;h{é{ehis“-ﬂ'ié research question and objectives, a methodology section

describing thé-![séié'irch process, results with clear visuals like graphs and charts, and a conclusion
which summarizes key findings and suggests future research directions. Proper citation of all
sources is necessary, and digital tools like EasyBib or Zotero can be helpful in generating citations
‘ instyles suchasAPA, MLA, or Chicago.

Creating effective visuals is an important skill, as graphs, charts, and infographics help to clarify

and emphasize key points in the research. Students should ensure that all visuals are properly
labeled and directly related to their findings. Visuals should enhance the understanding of the
audience, not overwhelm them with unnecessary Information.

7.1.5Creating a Research Artefact

To reinforce the concepts learned, we can create a research artefact. For this project, we will
select a research question of interest, for example, "How does social media affect student
productivity?". You can then apply advanced search techniques to lacate credible information on
their topic, organize their findings, and use al_dligita__ﬂ'.tnpl-tnl'ciéitéa;wf&{téf&tfiﬁat communicates
theirresearch. T\ Ao W ALY

Figure 7.2 shows the processof creating a research artefact. At the first step i.e. initial problem,
identify a problem p;_;p;_ﬁg‘_["ch"- question. e.g. How can we reduce energy consumption in
commercial bujldings? To explain the problem, clarify and refine the problem statement. e.g.
What are the most effective strategies for reducing energy consumption in commercial office
buildings in urban areas? Now the explicated Problem will be the final problem statement i.e. This
artefact will investigate the effectiveness of retrofitting commercial office buildings with energy-

efficient lighting and HVAC systems.
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In the next step create an outline and define I:herequire mEnts fnr the artefact i, e lntmdur.tiun
literature review, case studies, recommendatims \conclusion.’ The requirements can be
Interactive dashboard, 3D model I'EfEI"E[h‘:ES “and presentatian In the next step list the
requirements. i.e, ‘s'isuallnﬁbpeaimg easy to navigate, accurate, reliable and relevant content.
The technical mquiremgnts will be Interactive elements, compatible with multiple devices.

To design and develop the artefact, create the artefact based on the outline and requirements.
i.e. design an Interactive dashboard using power bi, create a 3d model using sketch up, write the
content and references. The final product will be the desired artefact. An interactive dashboard
presenting energy consumption data and 3D models of commercial office buildings. To
demonstrate the artefact, present it to the audience. To evaluate it, assess the effectiveness and
quality of the artefact. Evaluate the artefact based on clarity, organization, and effectiveness of
presentation. The evaluation has identified areas for improvement, such as adding more
interactive elements or clarifying the recommendations.

As part of the activity, students can work in groups to collaboratively research different
questions, gather data, and present their findings using tools such as Google Slides.or Prezi. This
allows them to practice using digital tools, while also fusteﬁngigamwrk and éuuabu’ratmn After
completing the artefact, each group will present thgirmrktﬂ the class receiving peer feedback
on the clarity, organization, andﬂﬁgmw.-ness n\! theimresentatmn
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7.1.6 Reflection and Self-Assessment | | |\ ||\

After completing the research praject, it is-important to reflect on the research process. This
reflection allows us toidentify challenges, such as difficulty finding credible sources or presenting
complex data, and to consider how to overcome these challenges. You can also think about what
worked wellin your research and where they might improve in future projects.

In addition to reflecting on the research process, you should also assess your ability to use digital
tools effectively. A self-assessment checklist can help you evaluate your skills in selecting
appropriate tools, organizing information, and presenting data in a clear and engaging way. This
reflection and self-assessment will help to build confidence and improve research and
presentation skills over time.
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R B Summary
2 Research!is the process of investigating a specific question or topic by systematically
gathering, analyzing, and interpreting information. It is an essential skill for students, as

it helps you to solve problems and answer questions effectively.

2 Research questions are at the of any research project, which serves as a clear, focused, .
and specific guide for the entire investigation.

< properly cited in the final research artefact.

2 Creating the artefact, involves the first step of data collection by performing advanced
searches to locate credible sources.

2 Sources of reliable data include academic databases, and digital libraries to find
relevant information related to the research question. Various primary and mnndarr
methods of data collection have been discussed in detail in prewuus gral:[es

2 Adigital artefact must be structuredina. logical way tn«effectively mmrnumcate resulu
and conclusions. Following isa list of s :ﬁ.ﬂme Iimp-nl*taﬂd: partsof a digital artefact like a sale
report, a software user manmtura presemat!?nnetc

> Findings An 1mpm*t:rﬂ asnect of creating the artefact is ensuring that the findings are

communicated ¢clearly and concisely. Visuals play a key role in this process, as they help
tobreak down complex data into more digestible formats.

> Well-designed graphs, charts, infographics, or videos can make it easier for an
audience to understand the significance of the results,

2 Result/Conclusion Finally, the artefact must be concluded by providing a clear
interpretation of the results and their implications. Conclusions should directly address
the research question and provide answers or insights based on the data collected

2 Digital Tools available to students for presenting their research. Text-based tools such as "
Microsoft Word or Google Docs are useful for writing detailed research reports, while
presentation tools like PowerPoint, Google Slides, or Prezi are ideal for visual
presentations.

D Creating effective visuals is an important skill, as graphs, l:haj'ti and infogramics help
toclarify and emphasize key points in the research. You shnul.d ensure that all visuals are
properly labeled and directly related to, theu“ ﬁnd]ngs. Visuals should enhance the
understanding of the audialm:e? not nve_lmhg!m them with unnecessary information.
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Exercise [RANIESSy

E Select the best answer 'fﬁr"'fhé\féﬂ'i:'vﬁhi Multiple-Choice Questions (MCQs).
1. Which of the fnllqﬂuin\g advanced search operators would be used to limit the results toa
‘ sp-eciﬁd website domain such as. gov, or.edu
a) Quotation marks (* *_) b) Filetype,
c) hyphen Operator (-) d) Site Operator
1. What is the primary benefit of using hyphen operators in advanced searches?
a) It narrows down result to academic articles only
b) It ensures you only get peer reviewed sources.
) It helps include or excluding specific terms from search results
d) It automatically filters irrelevant websites,

3. Which digital tool is the best suited for performing large data of complex numerical datain an
interactive format. '

"a) Google slides b) Tableau _ N cC U
c)Canva ~ Q, ﬂiﬁdt@beﬁpark
4, What is the ﬂrststepincreatinﬂnarte\act?‘ et
a)DataAnalysis . |\ 1\ 10 b) Data Collection
<) Cnmmunicatiaﬁ of Flndin gs d) Verification of sources

5. What is the purpose of data visualization tools?
a) Tocreate a visually engaging slide show
b) Towrite and format research papers
¢) Toillustrate trends or patterns in research data
d) To verify valid sources of data
6. What is the most effective way to structure a digital research presentation of clarity?
a) Start with detailed statistics and end with general ideas
b) Use visuals exclusively without any text
c) Begin with the research question, followed by methodology, results, discussion and
conclusion. -
d) Use a random order of topics tokeep the audience engaged )
7. Which of the following would be the best strategy tn ﬁnd peer- Feviewed ]uuma{ articles on a
specific research tnplc? Sy
a) Use Boolean o ratur 'IH!U'I afile typeseard'l
b) Llrmtndur :iear‘c to.comsites
¢) Search for your topic using the OR operator toget broader results
d) Use “quotation marks" and the site .edu operator.
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8. How does the precision of amteat;ch%&ﬂiqn inﬁuence data cﬂllectmn methods?

a. Itlimits the mmbemr sources used

b. It directs ﬂae*selactinn of relevant, credible data
c.lt sumphﬁﬂs data visualization techniques

d. Iteliminates the need for secondary sources

9. Why might improper citation damage the effectiveness of a digital artefact?

= @ W S el R -k
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8.
Q¢

a. It keepsthe artefact short and brief

b. It questions the authenticity and reliability of the research
c. It complicates the artifact's structure

d. It distracts from the visuals used

‘ Give short answers to the following Short Response Questions (SRQs).

How can Boolean operators enhance the effectiveness of online search?

Describe one advantage of using the site operator- 1n advanced sﬂarﬁh quenét

How can a digital artefact be deslgned cﬂ-‘ createdz RAUTHF)

List all the steps to create aﬂ artefact _ A=

What is the importance of layuut of cﬂgi tal artef acts?

Why is the struéture of Bl. research presentation important when comm unicating results?
What is the main benefit of using infographics to present research findings?

Explain how advanced search techniques can save time in the research process.

What digital tool would you recommend for creating a video summary of research findings?

10. How do infographics simplify complex ideas for a general audience?
11, What is one key difference between static and interactive data visualizations?
12. In what ways can poorly designed visuals distort the intended meaning of research findings in

anartefact?

13. Explain how the alignment between research questions, findings, and conclusions ensures

consistency in aresearch artefact.

’9 Give long answers to the following Extended Response| Questions tERQs]

1. Explain the role of advanced search techmqﬂesin lmproving the! quality of research. Provide

examples of specific uperaxari and how they can beappliedtoa Tesearch topic.

2. Analyze the importance ni strur:lunng a research presentation effectively. How do

— ST O I

introduction, r ma‘nhodulagy, results discussion, and conclusion sections contribute to clear

communication?
How can digital tools be used to engage diverse audiences in understanding complex research

topics? Give examples of how visuals, videos, and interactive elements contribute to
audience engagement. - '
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4. Explain how advanceg i'é:élrﬁﬁ'njiéil"a'fa}s' llf"l:‘;e site:, , filetype:, and quotation marks can be used
together to lm‘.ate'lﬁ?gl"l quality academic sources for a research paper. Provide a step-by-step
exam[ilﬁk '

- 5, Evaluate the use of data visualization tools like Tableau and Microsoft Excel in presenting

research findings. How do these tools help in interpreting and presenting complex datasets?

6. How do advanced search techniques improve both the accuracy and efficiency of locating
information online? Discuss the importance of using the right keywords and operators for
specificresearch tasks.

7. Analyze the benefits of creating an interactive dashboard for communicating research results.
How does this tool differ from traditional static presentations?

8. Propose a strategy for peer-reviewing digital research artefacts in a classroom setting. How
can peer feedback improve both content quality and presentation design?

9. Critically evaluate how the credibility and bias of sources affect the qﬁality of a digital
artefact. How can a researcher minimize hlas whlle select:u}gsuurc&sf =

'__,_' _..—'| '.'- .I \ IIlI 1 ! Y
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f’ﬂ Activity 1: Creqté q ;ﬁgi:hl Iléséﬂfth ﬁrtefact using advanced search technique

Db_'ltctfmg tud hl:s "i‘-ﬂﬁluse advanced search techniques to gather relevant information on a research
toplc and ¢féatea digital artefact to present their findings using appropriate digital tools.

Outcome: This activity will help students understand how digital research is helpful in creating mefir.t

Unit #: Digitat Literacy
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Entrepreneurshlp in Digital
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In today's digital. warrtlh the lnterhet makes it easy and affordable for entrepreneurs to test
business ldeas| Websites like eBay or personal business sites allow you to quickly see how
customers respond to your products.

One helpful method is the Lean Start-Up approach. It focuses on building a Minimum Viable
Product (MVP) — the simplest version of your product that still solves a problem for your
customers.

Example:

When Dropbox started, the founders didn’t build the full product. Instead, they made a short
video demo showing how the app would work. Thousands of people joined their waitlist. This
early feedback proved theiridea had strong demand.

By testing with real users and improying based on feedback, you can build a successful product
step by step. This keeps your idea customer-focused and cost-effective.

P #7 |
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Key Takeaways

< Use online tools to test yuur busmess‘ldea , A
< Start withanMVP—a suﬁple\?ers]”qn nfynu; prﬂ*duct: )
< Use customer feede& tﬂ imprnve your idea.

= Focus on: dd(J'ﬁng areal problem for your users.

. Minimum Viable Produet

The most NdiIﬁEi'Ilﬂl"p‘. Sufficient enouah for
bore-bones faundation of early odopters
the solution possible

8.1 Building and Launching the MVP (Minimum Viable Product)
8.1.1Developing the MVP

Minimum Viable Preduct (MVP) is a critical concept in product development, representing the

<< Mational Book Foundation Unit 8 F'|lr'r-nrr--1r3u'5h1;1 n E]H,!rl.!l Age
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most basic version of your product that lI'IEl.UdEﬁ' ﬁsenl:laL feaiUres fur addressmg the core
problem or need of your largetaudience Hereare keypoints to ponder in developing the MVP:
Feature Prioritization: [q‘entify the core features and functionalities that are absolutely
necessary to adﬂrbﬂ the ;J.'ll'll'l'lﬂl"f problem or need. These features should provide value to early
users.

Simplicity: Keep the MVP as simple and lean as possible. Avoid feature creep and focus on
delivering a streamlined user experience.

Rapid Development: Utilize agile development methodologies to build the MVP quickly. This
allows for flexibility in responding to changing requirements and user feedback.

Testing: Continuously test the MVP with real users to gather feedback and validate assumptions.
Iterate and make improvements based on user insights.

Scalability: While the MVP is minimal, design it in a way that allows for scalability in the future.
Ensure that the architecture and technology choices support future enhancements.

User Onboarding: Pay attention to user onboarding and guidance w'lthin thehWP Haké it easy for

users to understand how to use the pmduct eﬂe:twety CA Y[ ( CAL

p——— e . E—— - .'_ e =
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Feature
Prioritization RIS

P 2 Launchmg Strategies and Considerations

Launching an MVP (Minimum Viable Product) is about ny
carefully planning how to introduce your product tothe | - o :
market and acquire users. Here's how each strategy.and | || |
consideration can be applied wIth exan'qnles tﬂ ensure ‘the -

success of your MVP: \

1, Targeted Aupl__ier_u_:’ie NNE

> Strategy: Idéﬂtify a specific segment of your target
audience that aligns best with your MVP's value ..

proposition. Focus your initial marketing efforts on this
el —
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2> Example: If you' re laﬂntﬁing a ﬁtneaa app deslgned for new mothers, your targeted audience
would be wnrmen ‘who have recently given birth and are looking for postpartum fitness
sulutmns Instead of targeting all women or fitness enthusiasts, focus your marketmg
campaigns on this specific demographic through platforms like Instagram and parenting blogs
that cater to this group. This helps ensure that the product resonates deeply with the users

who are most likely to benefit fromiit.

2. Soft Launch

2 Strategy: Consider a soft or limited launch initially to
gather feedback from a smaller user base and make
improvements before a broader release.

<& Example: Airbnb used a soft launch when it first
introduced its platform. They initially offered their
service only in San Franciﬁcn, allowing the team to
refine the user experience, handle logistical issues ,,and;
build trust with both hosts and guests beﬁ:ure scailng to,
other regions. This he{pg:d them test t{aqirWPﬂnth
real users without ov mhe{m ingtheir resources or reputation.

= App ruacl'f ﬂisaftvla\fhch ::uuld involve limiting access to a specific city or group, and in the case
of a mobile app, only releasing it to users wha sign up for early access or join an invitation list.
This helps iron out bugs, optimize the user experience, and understand user behavior before

scaling up.
3. Beta Testing

2 Strategy: Invite a select group of users to participatein | |
beta testing to uncover potential issues, generate early
userreviews, and gather testimonials.

2 Example: Dropbox initially ran a private beta test [~

before launching to the public. They invited a small |
. number of users (mostly tech-savvy individuals) to test |
the platform and provide feedback. This group was | =
instrumental in identifying bugs, suggesting L=
improvements, and refining the products features, \In| 4" =55
exchange, users were providedwith exténdedl‘ree sterage asa reward.

< Approach: You r,an run a Ell:i,'iEﬂ heta for a small set of users, offering them early access in
Exchange fuLﬂ&ta’it feedback For example, a new e-commerce platform could send invites
to a few hundred users, track their behavior on the site, and get detailed feedback about
navigation, checkout experience, and product offerings.

_Beta
Testing

4. Marketing and Promotion
2 Strategy: Develop a marketing plan that includes strategies for creating awareness,
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generating interest, anE’ "dll'riﬁﬁg; u&Er *a..-.li‘diézt‘iaﬁ
through digital rnarketim sacial media, and content
marketing." . A

2 Example: Slack a business communication tool,
created awareness by using content marketing early
on. They targeted a niche audience of tech-savvy
companies that could benefit from their real-time
messaging service. They ran targeted ad campaigns on
sites like TechCrunch and offered a freemium model, | ..
which encouraged users to sign up and experience the S
product.

D Approach: Start with digital marketing channels that resonate with your targeted audience.
For example, if you're launching a food delivery app, focus on local SEQ, social media ads
targeting food lovers, and partnerships with food bloggers to dnvemterest‘, Créate engaging
content (e.g., how-to guides, blﬂgposts. aﬂd usemtarlﬂs}tcrgeml'me brgant interest.

5.Feedback Channels Waielfel\ "'-5 | imac

D Strategy: Set up clear ch&nhels Fnr u:.srs\lu pn:nwde
feedback mthmthe]arq&uﬁt Enicourage users to report
fssues, sugtﬂst i\mpmvements. and share their
experiences.

D Example: Tesla has a built-in feedback system in their
cars where users can report bugs, suggest new
features, and provide feedback directly to the
company. They also engage with users through social
media and forums to understand their needs and
improve their products based on this input.

D Approach: You can integrate an in-app feedback form or provide an email address for users to
contact your support team. It's important to not just collect feedback but to act on it by
updating the product and informing users of the improvements based on their suggestmns

This builds trust and helps in refining the MVP. e

6. Monitoring and Analytics o Nan )

2 Strategy: Implement rul:rust analgtlcé tﬂdlﬁ tﬂl tr'a;t:k"-- '
user behavior, engagement and key perfnrmance
metrics. This datar v-[ﬂl help 'you make informed
decisions and rneasure the MVP's success.

> Example: Spotify uses advanced analytics to track
user behavior, including the types of music played,
skips, and playlist creation. This allows them to
understand user preferences and personalize
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recommendations, which direeﬁy al’fects engagement and retention.

> Approach: Set up anallytics tools hke Google Analytics, Mixpanel, or Amplitude to track how
users interac nﬂth your MVP. Measure important metrics like user retention, conversion rates,
feature usage, and session duration. If your product is an app, track install-to-sign-up
conversion rates and feature adoption to understand how users are engaging with the core
functionality of the MVP

7. Customer Support

<» Strategy: Provide responsive customer support to
address user questions, issues, and concerns promptly.
A positive support experience can lead to user
retention and referrals.

<» Example: Zappos, the online shoe retailer, is known for
exceptional customer service. They offer free returns
and 24/7 customer support, ensuring that users feel § [ /"~
supported throughout their buying - ]uurne'y Thi§ has~ ALY/
built a loyal customer base that vQI.Ues\the hrd“nd‘s I

dedkationtommice. , {1V e
< Approach: qﬁfel( mdhﬂple zuppnrt channels, such as

live chat, erﬁall. and a comprehensive FAQ section, Additionally, creating a community forum

or leveraging user guides and video tutorials can help users find answers to common issues

without needing to contact support. Addressing problems quickly and positively builds a strong

reputation, especially during the MVP stage when bugs or limitations are inevitable.

Summary of Approach:

Launching an MVP requires a well-thought-out strategy to ensure that you're focusing on the right

audience, iterating based on feedback, and delivering a strong first,impression. By following
¢ these strategies and examples, you can reduce the risks associated with a new product, build a

loyal user base, and ensure that your MVP can scale effectively once it's ready for a broader
. release.

8.1.3 Collecting User Feedback and Data

Cullectlng user feedback and data is crucial durlng t‘he ;WP phme te dnve cuntmueus
improvement:

Feedback Mechanisms: Implernent varieus feedback mech anisms within the MVP, such as in-app
surveys, feedback forms, or. direct contact options. Make it easy for users to share their thoughts.

User Intenrlev}s Cenduct one-on-one interviews or focus groups with users to gain deeper
insights into their experiences and pain points.

Analytics Tools: Use analytics tools to track user behavior and gather quantitative data. Monitor
user engagement, conversionrates, and other relevant metrics.

OIS ——




Feedback Analysis: Regularly review.and analyze the feedback" c 6 _
and data collected. Look for patterns and trends that can inform
feature enhanr:emeqlts andup imizations. Q) ®

Iterative Devalﬁpment Based on user feedback and data
analysis, prioritize and implement changes and new features in
subsequent iterations of the MVP. T

Engagement Metrics: Pay attention to user retention rates and *; ,ﬂ-} E*\i e w
user engagement metrics. These indicators can reveal the MYP's > e i o
stickiness and user satisfaction.

Feature Validation: Use data and user feedback to validate or o W. m?l:
pivot on certain features or aspects of the product. Ensure that % A,
changes align with user needs and preferences.

The MVP launch is just the beginning of your product's journey. By
actively collecting user feedback and data, you can make | | —
informed decisions, continuously improve the product; and wnrk N IR
towards achieving your long-term product| gnats THIE itar»atisre

approach is key tocreating a sm:;:mfut and u‘ser\centm product. -

o | PR reeaE s

8.2 Iterative Develnpment

How would you rate us 7

Tod ys mond AbOLE YOUr axperiencs

8.2.1The Concept of Continuous Improvement

Continuous improvement, often referred to as iterative development, is a fundamental principle
in the product development process. It involves a cyclical approach to refining and enhancing a
product or service aver time. The core idea is to never stop looking for ways to make your product
better, more efficient, and mgre aligned with user needs and market trends.

Key aspects of continuous improvement include:

Feedback-Driven: Continuous improvement relies heavily on feedback from users, stakeholders,

and data analysis. It's about actively seeking and listening to input and insights l:hat can inform

changes and refinements. G

Iterative Cycles: Development occurs in iterative cycles or, spﬁnts,» mth each cycle facused on

specific improvements or enhancarnents These c;fcl.ei are tgpicaﬂy short and result in frequent

updates or releases. - -

Flexibility: Teams must be a@rﬁtable and open tn mange. The ability to pivot or adjust course
- based on feedback and niew information isa hallmark of continuous improvement.

Prioritization: Hﬁt all improvements are equal, Prioritization is essential to focus efforts on

changes that have the most significant impact on user satisfaction, usability, or business goals.

Data-Driven Decision-Making: Decisions regarding improvements should be supported by data
and evidence, rather than assumptions or opinions.
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8.2.2 Using Feedback to Refine and Enhance the Product or Service

Feedback plays a central role in the iterative
development process. Here's: how to
effectively use feedback to refine and
enhance your product or service: O A T
Gathering Feedback: #ctwelyseekfeedbaclt.'_-. o =
from users through various 'channels, |
including |n-app feedtthtk forms, surveys,
customer support interactions, and user
testing sessions.

Data Analysis: Analyze user behavior and

engagement data to identify patterns,
trends, and areas where users may be
experiencing difficulties or drop-offs.

Prioritization: Prioritize feedback and improvement ideas based on their potential impact and
alignment with your produat goals. Not all feedback should result in immediate action; some may
be deferred for future iterations.

Clear Objectives: Define clear objectives for each iteration. What specific imprmrements or
changes are you aiming to achieve, and how will you measure success?. '

Cross-Functional Collaboration: Collaboration-among- n'u.lltifiiisr;’i[::lirﬁur:.lr tearns (designers,
developers, marketers, etc.) is crucial to J-I‘-I‘Ip[EI'I'IEI"It feedback effectively. Different teams can
contribute their expertise to addfﬁss v&nuusaspects of the product.

User Testing: Cuntlnuuusly ;nnduct user testing with real users to validate proposed
improvements. dncl gathér fresh feedback on the changes made.

Communication: Keep stakeholders informed about the progress and outcomes of each iteration.
Transparent communication helps maintain alignment and support for the continuous

improvement process.
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8.2.3 Scaling and Expanding Based on MVP Success .

As your MVP (Minimum Viable Froducti gains tractlm anr.i success the natural progression is to
scale and expand. Here's how to, do rt effectwe{y '

Feature
: Localization Monetization
Planning Expansion Acquisition

Performance Market Data-Oriven

Uptimization xpansion Scaling
Opt t Exp Scaling

R R
Scalability Planning: Ensure that the architecture and infrastructure of your product can handle
increased demand and usage as you scale. Be prepared to invest in server capacity, security
measures, and scalability features.
Feature Expansion: Gradually add new features and functionalities based on user needs,
feedback, and market trends. However, maintain a focus on simplicity and user-centric design,
avoiding feature bloat.

User Acquisition: Develop strategies to acquire more users. This may 1n~.lulve marketing efforts,
partnerships, or referral programs. Consider user acquisition costs and strategies for retaining
New users.

Localization: If applicable, consider localization for chfferent regims or languages tu expand
your user base globally. o e L

Monetization: Explore different monetization rnmdels such' as mb&cﬂpﬂnns, ad\fertlsmg, or in-
app purchases. The choice of nmnehzatmn shauld ahgn withyour user base and product niche.

Performance Optimization; Cn:nﬂtlrvaucmsl'yr momtur and optimize the performance of your
product, en:-'.uﬂngthat itr&mafns fast, reliable, and user-friendly even asit scales.

User Support: Be prepared to scale your customer support and user assistance capabilities to
handle increased user inquiries and issues.

. Market Expansion: If your MVP has succeeded in a specific market or niche, consider expanding to
related markets or niches with similar needs and preferences.

] 4 o Lol R i » Sy ] i m'i'. : e L ancintly il i
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Data-Driven Scaling: Hahe scaling demmns hased un ) data and user behavior. Avoid premature

scaling that canstrain retnumes unnecessarily.

In summarv, ‘continuous improvement through iterative development is a core principle in
product development. It involves using feedback and data to refine and enhance your product,
and as your MVP succeeds, you can strategically scale and expand to reach a broader audience
and achieve long-termsuccess.

8.2.4 Evaluation Criteria for Prototypes and MVPs
When evaluating prototypes and Minimum Viable Products (MVPs), it's essential to consider
specific criteria that align with the goals of the projett. Here are some evaluation criteria:

Alignment with User Needs: Assess how well the prototype or MVP addresses the identified
problem or need of the target audience. Does it effectively solve the problem?

Usability: Evaluate the user interface, navigation, and overall user experlen:e Is r.he product
' easy touse, and does it provide a smooth interaction flow? G
Functionality: Assess whether the pruduct s.core f\ear.urm and fumifona!ities w:urk as intended.
Arethereany technical i issues or I:ugi? FOy MR AL A

Scalability: Consider the potenl:\‘al for sc&ab‘iltty and ful:ure gruwﬂ\ Is the architecture and
infrastructure designed l:n handlemcreased demand?

Market Fit: E\«laluate whether the product aligns with market demands and trends. Does it offer a
unique value proposition or competitive advantage?

Feedback Incorporation: Assess how well user feedback has been incorporated into the
prototype or MVP. Has feedback-driven improvement been evident?

Iterative D;welnpment: Consider the evolution of the product over time. Has it gone through
multiple iterations to enhance its features and user experience?

L Performance Metrics: Use relevant metrics to measure the success of the MVP. For example,
;¥ track user engagement, conversion rates, or user satisfaction scores.

8.2.5 Providing Constructive Feedback

Providing constructive feedback is essential for guiding students’ learning and improvement.
Here are tips for offering effective feedback:

o
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Specificity: Be specific about what' Ml
the student did well and what rieeds"‘-,'
improvement. Vague fec;njhack is less
helpful. AR R

Balance: Offer a batance of positive SONSTRUCTIVE FEEDM‘_“ .

feedback and areas for improvement.
Acknowledge the student's strengths
before addressing weaknesses.

Focus on the Work, Not the Student:
Frame feedback in terms of the
project or assignment rather than making it personal. For example, say, "The report lacks
sufficient data analysis," instead of "You didn't analyze the data well "

Use the "Feedback Sandwich"; Start with positive feedback, provide constructive criticism, and
end with encouraging remarks or suggestions for improvement.

..q..-'-\'.- )

Suggest Actionable Steps: Offer specific su ggestians or 5tem¢h§ 5tude.nfg_can’i.‘ake to address the
identified areas for improvement., A K e I\ -. B\ '

Encourage Setf-Reﬂect'IﬂnﬂE'mnmt 5i:|,u:le\nt§ ’I;h reﬂecf un thmr work and what they've learned
from the feedback. This encourages metacognition.

Timeliness:. P;t.pwde fe&c‘baﬂk promptly, ideally soon after the completion of assignments or
assessments, so it's still relevant to the student.

Open Dialogue: Encourage students to ask questions or seek clarification about the feedback.
Foster adialogue to ensure they understand and can act on the feedback.

Remember that effective feedback is a two-way communication process, and it should ultimately
help students grow and develop their skills in product development.

8.3 Conclusion and Future Directions

8.3.1 Recap of Key Concepts and Skills Learned

In this course on product development, you've gained valuable knowledge and skills essential for
creating successful products and services. Let's recap some of the key cuncepts and skills you've
learned: ¢

Product Development Process: You've: gxplﬂred tlae steprbl_.r-step procex of product
development, from ideation and prntutypmg tﬂlaunchmg Minimum Viable Products (MVPs) and

iterativedevelopment, T\ || 1}

Prototyping: Y V&Eqar:]‘ieﬂ the 1mpcrtance of prototyping and how to create low-fidelity and
high-fidelity ]irbtotypes to validate your product ideas.

User Testing: You've discovered the significance of user testing in refining your products,
gathering feedback, and ensuring a user-centric approach.

Iterative Development: You've embraced the concept of continuous improvement, where

I]‘ ﬁdmh’u: [T
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feedback and data drive the enhancement off . 7 X PO
youprotcsowrme. ()10 NIV

Launching MVPs: You'e Exﬂmmd ﬂtramgies > o
for launching MVPs “and scaling products

based on 1,hblr S'uccéss all while maintaining
auser-centric focus.

Assessment and Evaluation: You've
understood how to assess student progress

and how to evaluate prototypes and MVPs |
effectively.-

8.3.2 Encouragement for Students to Apply These Principles in Real-Life
Projects

As you move forward in your academic and professional journey, remember that the principles
and skills you've learned in product development are highly transferable and ?aluable in real-life
projects. Here's some encouragement: ,----<-",”' W e

\ {C l'_:'-."

aaaaa

Hands-On Experience: Seek opportunities ta apﬂl? 'ﬂrhawau've Tearnedin real-world projects or
internships. Practical exparience mltdgpenyourunﬂentandmg andexpertise,

Entrepreneurshlp f ?Gu*re :nclinbﬂ towards entrepreneurship, consider starting your own
venture. Agﬂtwhk tinciples of product development to bring your ideas to life.

Innwatinn : Whether you work for a startup or a well-established company, innovation is key. Use

your knowledge of product development to contribute fresh ideas and improvements to existing
products or services.

Problem Solving: Product development skills are problem-solving skills. Apply them to tackle
complex challenges in various domains, from technology and healthcare to education and

beyond.

Collaboration: Collaboration is often essential in product development. Work effectively in
interdisciplinary teams, leveraging each member's expertise to create successful products.

Unit 8; Entreprensurship in [Hgital Age




8.3.3 Mention of .fnt[ nlnlfursﬁﬁ* Pit ths Related to Product Develonment

Product developm 5&“15 open doors to a variety of exciting career paths. Here are some
potential -:hrectl ons you might consider:

Product Manager: As a product manager, you'll oversee the development of a product from
concept to launch, making strategic decisions and collaborating with cross-functional teams.

UX/UI Designer: Focus on user experience and user interface design, creating visually appealing
and user-friendly products.

Software Developer/Engineer: Build and maintain software products, coding the features and
functionalities envisioned in the product development process.

Entrepreneur: Start your own company and use product development principles to bring your
innovative ideas to the market.

Business Analyst: Analyze market trends, user data, and feedback tu make data dnven decisions
in preduct development. : ] ) 1\ (€ _-.J:

Project Manager: Manage the executiom of pmdudt Heveluprnent bﬁ:ljer:ts ensuring they are
completed on time, within budg&t andm::etrkuahtﬁt&ndards

Innovation Consuitant: H | ﬂrgammhnns identify opportunities for innovation and guide them
through the pradyél.dﬂé[u-p:ﬁent process.

Marketing Manager. Develop and execute marketing strategies for products and services,
understanding the product’s unique value proposition.

The field of product development is dynamic and offers a range of opportunities for those who are
passionate about creating impactful and user-centered solutions. Whether you choose a career in
technology, healthcare, entertainment, or any other industry, the principles you've learned here
will serve as a solid foundation for success. Embrace the journey ahead with enthusiasm, and
continue to learn and grow in the exciting world of product development.

% Marketing
Manager
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Backeround:

A group of students is tasked with developing a Minimum Viable Product (MVP) for a new
business that aims to tackle the growing issue of plastic waste in packaging. The students are
) required to identify a problem related to sustainability, brainstorm possible solutions, create
an MVP, and present their business solution, Their goal is to launch a product or service that
reduces the environmental impact of packaging while also meeting the needs of consumers
and businesses.

Step 1: Identifying the Problem

Problem Identification:
The team conducts research on the environmental impact of plastu: packagmg and identifies
the following issues: o i ~. (B

High Plastic Waste: Over 300 millienmn: ﬁf plastiﬁaret predueed every year, with much of it
usedin packaging that ends upin Landﬁ\llsand oceans.
. Consumer Awafe”ess While tonsumers are increasingly aware of the need for

5Iu&'..ta%q:etjﬂh‘!l:{urt miny still struggle to find accessible, affordable, and eco-friendly packaging
alternatives.

Business Pressure: Companies face pressure to meet sustainability goals, but the transition
to green packaging solutions is often expensive or logistically difficult.

Customer Research:

To validate their findings, the team surveys local businesses, consumers, and environmental
experts. They find that consumers prefer sustainable products, but are often unwilling to paya
premium for eco-friendly packaging. Businesses express frustration about the high cost of
transitioning to greener alternatives. :

ﬁlep 2: Creating Business Solutions
Brainstorming and |deation:

The team holds a hreinstermfng session to generate selutians A few ideas they consider
include: A~ Dlantaiy [ (8ac

Compostable Packaging: Packaging that breeks derwn naturally. such as plant-based
materials like uernstamher mmhmunﬁ }

Reusable. Pﬂckbwh Packazing that can be retumed and reused, such as glass or metal
cantaiﬁe 5.

- Eco-friendly Shipping Materials: Alternative shipping materials that are both sustainable

and protective for products, such as biodegradable peanuts or cardboard made from
k recycled materials. V.

Linit 8: Entreprencurship in Digital Age ))
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fThey cecide tofocus onco mpnstah[e patkhgingmﬁdéfr‘am plant-hased materials, which the;\
believe willbe most access'lh[e ta consun'rers and businesses alike.

Feasivility Stf.ndr

The team conducts a feasibility study and determines that while plant-based materials are an 2
effective alternative to plastic, there are challenges related to cost, scalability, and consumer
acceptance. However, they believe they can mitigate these challenges by offering the product
as a more affordable, bulk-purchase solution for small and medium-sized businesses, who are
often the least able to afford expensive eco-friendly packaging.

Value Proposition:

Their value proposition is: "Affordable, compostable packaging solutions for small businesses
that help reduce environmental impact and meet sustainability goals without breaking the
bark."

Step 3: Building the Minimum Viable Product (MVP) _.
Core Features: .---<'_"Z ~ o W
The students focus on developing an MVP that jactudes: (1| | ="

> mmpustable Packaging: Simple, smgte\use paétﬁgang made from plant-based materials,
such as cornstarchor s uga-rtané pulp:

[ -
% Custom. &qmdmg @ ability for businesses to print their logos and designs on the
pai:kagtng to enhance brand recognition.

< Bulk Purchase Option: The option for businesses to order in bulk at a lower price point to-
make the solution more affordable.

Prototyping:

The team creates wireframes and mock-ups of the packaging design and how it will look when
printed with branding. They also prototype a basic website for businesses to place orders.

MVP Development:

The students use a low-code platform to quickly set up an online store where businesses can
place orders for the compostable packaging. They use a third-party supplier to create a small A
batch of the packaging to test with local businesses. -

Iterative Feedback: ~ 12\ ([COULY
After launching the MVP, the students let-tt feedback fri:n‘n Local small busmess owners. They
learn that some businesseswant pack&?iﬂg with- more varied sizes and shapes, while others are

interested in ensuri ng ! e rnatenal meets specific durability standards. They decide toiterate
on the MVP. bcg t;ﬁ?&nhgl few different sizes andi improving the strength of the material.

Step 4: Frmnting the Business Solution
Elevator Pitch:
Qhe team crafts an ele\fah.}r pitch: "Our sustainable packaging solution helps small businessey

<{ Hatwonal Book Foundation @ Linit &: Entrepreneurshipin Digital Age }y
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(r;dme their carbon footprint by nfferlng canmostable packagmg that's both eco-friendly and\
cost-effective. By switching tu our, afﬁardable plant-based packaging, businesses can meet
smtainabﬂity ls anplshmw censumers they care about the planet.”

Business Mﬂi&l Canvns-

They use a Business Model Canvas to outline their plan:

*» Key Partners: Suppliers of plant-based materials, local delivery companies.

7> Key Activities: Product sourcing, packaging design, marketing, and customer support.

7 Key Resources: Website platform, design tools, and supplier relationships.

2 Value Proposition: Affordable and eco-friendly compostable packaging for small businesses.

I 7 Customer Segments: Small to medium-sized businesses in the food, beauty, and retail
industries. '

2» Channels: Online store, social medla and partnerships with enmmnmentalnrgamzatmns.
% Revenue Streams: Direct sales, subicnptlﬂn model farxregul‘ar delivede&
Pitch Deck: O\ AT ( n
The team creates a pitch Eléck thatlntluﬁbs
1. Prublem Tl'qd bn‘rimnmental impact of plastic packaging.
2. Sn'lutmn (MVP): Affordable compostable packaging for small businesses.
3. Market Opportunity: Growing demand for sustainable products and packaging.
4. Business Model: Direct-to-business sales with a focus on bulk orders.

5. Go-to-Market Strategy: Marketing through social media, partnerships with eco-
friendly influencers, and offering free samples to local businesses.

6.Financials/Projections: Expected costs, revenue from bulk orders, and long-term
| scalability.
Storytelling:
The team tells a compelling story about how their solution came about by combining their
passion for the environment and their desire to help small businesses succeed. They
emphasize the global need for sustainable sa-'lul:lnns and Mw sma.ll actiuns, like switching
packagmg,canhaveabigimpact e .' '_ ARIRER\RRED
Step 5: Practical Expmenca QSR :
Hands-On Learning:. |J| S
Students learn by creating the MVP and testing it in the real world with actual businesses. They

face challenges like manufacturing delays and unexpected costs but also gain insight into
customer preferences and the need for continuous product iteration.

Peer Feedback:
Q‘he students present their pitch to their peers, receiving feedback about potential risks, such
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as competition from larg r packaging mmpanies They refine their presentation and value“
proposition based on the feedback they receive.

Assessment uf Learnin:
The students are evaluated on:

3 Problem Identification: How well they identified a pressing environmental issue and
ugderstuud the needs of their target customers.

= Business Solution: The strength of their solution in addressing the problem, its _feasibility.

and its value proposition.

< MVP Development: The effectiveness of their MVYP in solving the problem while keeping it
simple and scalable.

2 Presentation: The clarity and pefsuasiveness of their pitch, the completeness of their
business model, and the professionalismof their final presentatinn o

Conclusion: ) ~N1A2\ _ix.'.'frif:' L

By the end of the project, the students have ﬁnt nnly de%lﬂpeﬁ a viable business solution but
also learned important le;&uns abﬂut p{bduct ﬁavelupment market research, and the
iterative process of reﬂnfpg a' prgduet based on user feedback. They now have the skills to
identify problems, create innovative, solutions, build an MVP, and present a business idea
keﬁecnvely

/

<( Mational Book Founadation Linit 8: Entreprenecrship in Digital Age ""}
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) Lean Start-Up: Process of rapidly developing simple prototypes to test key assumptions
with real customers.

2 Minimum Viable Product (MVP): Simplest version of a product that enables sustainable
business creation.

> Dropbox: A platform to share photos, documents, and videos across devices, using a video
for initial testing.

2 User Testing: Ensures the prototype evolves into a final product that meets user needs and
enhances experience. :

*» Feature Prioritization: Means to Identify core features necessary to address primary
problems or needs of target audience.

2 MPV Scalability: Design the MVP for future scalability inarchitecture : and teth nology.

2» User Onboarding: Ensure users can eamly under:tand anduse the pmduct effectlvely

D TargetedAudience: Identify speciﬁc segmentstp facmmltiai marketing efforts.

2 Soft Launch: Gather feedback frnm e&n\aller user base before broader release.

> Beta Testi Ing: Invitfribled: users to uncover potential issues and generate early reviews.
> Merketfng and Promotion: Develop a plan to create awareness and drive user acquisition.
2» Monitoring and Analytics: Implement tools to track user behavior and measure success.
< Customer Support: Provide responsive support to enhance user retention and referrals.
9 Feedback Mechanisms: Use surveys and direct contact options for user feedback.

2 User Interviews: Conduct interviews for deeper insights into experiences and pain points.
2 Analytics Tools: Monitor user engagement and relevant metrics for data-driven decisions.

< Engagement Metrics: Track user retention rates and satisfaction indicators.

2 Continuous Improvement: Refine products iteratively based on user feedback and data
analysis.

2 Iterative Cycles: Develop in short cycles for frequent updates.

9 Data-Driven Decision-Making: Suppert 1mprnvements with ewdence rather than
assumptions. \ A

< User Acquisition: Devetep scrategles ferettr&r.:hhg am:l retammg users.
<> Performance Dptimilutiﬂn Hon:ter pmdu ct performance to maintain user-friendliness.
> Market E#phﬂ:lﬁn‘ Consider related markets for broader reach.

‘}Prmeiples Application: Apply learned principles in real-world projects and
entrepreneurial ventures.
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Exercise JAERARRN

E Select the best answer fnr the full&wing Multiple-Chni:e Questions (MCQs).
1. What is the prlmaln_,r gaqllof ﬂevetupfng a Minimum Viable Product (MVP)?

a. To include . rnam; features as possible
b. To create the most advanced version of the product
c. To address the core problem or need of the target audience with the simplest version
d. To achieve the highest possible user engagement immediately
2. 'Which strategy is NOT typically recommended when launching an MVP? -
a. Conducting a soft launch to gather initial feedback
b. Expanding the product’s features significantly before launch
c. Using targeted marketing to reach the most relevant audience
d. Inviting a select group of users for beta testing
3. What role does user feedback play in iterative development?

a. It is used to maintain the product’s original design wlthcut changes o
b. It helps in making decisions about scaling the prum;;; ?"é'f.-j. =
¢. It drives continuous improvement and 1nfm‘ms neceksalr*,r changes .

d. It is collected but rarely. us&d fa‘r makingpmduct enhancements
4. Which of the fulluwmg 15] HGT a l-'.ey aspect of continuous improvement in product

development?/\ N[
a. Feedback- driven adwstments b. Long-term, static product design
c. Iterative cycles or sprints d. Data-driven decision-making

5. What should be considered when scaling an MVP to a broader audience?

a. Maintaining the product's simplicity and avoiding feature bloat
b. Avoiding any changes to the MVP based on user feedback

¢. Investing heavily in new features without assessing user needs 2
d. Ignoring performance optimization and focusing solely on marketing
6. What is a crucial method for collecting user feedback during the MVP phase? _ r

a. Ignoring user feedback and fpcusing on internal opinions

b. Implementing feedback mechanisms like in-app surveys and direct contact npticns
c. Conducting feedback sessions only after a year of pmduct laund'r _ (A

d. Using only external market research, without user input (o)

7. When assessing prototypes anqi M‘u'Ps what critanhn is-tised tﬁ evaluate how well the
" product addresses user need;? =

a. The complexity of the prudu:ts features
b. The alignment with user needs and effectiveness in solving the prablem

c. The number of features included in the prototype
d. The frequency of updates and releases
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10.

11.

12.

e

What is one of the primary benefits of cnnductmg user tes‘tmg fura prutaty’pe or MVP?

a. It delays the productfaunch-to aﬁd more féatures

b. It ensures that the ruﬂu::t remains static and unchanged

c. It helps h‘qitidate issurnptmns and gather feedback to refine the product
d. It avmd& the need for future iterations and improvements

In the context of product development, what is meant by “scalability”?

a. The ability to add new features without affecting the existing ones

b. The capability of the product’s infrastructure to handle increased demand
¢. The process of reducing the product’s features to simplify it

d. The speed at which the product can be developed initially

What is the purpose of a soft launch in the MVP launch strategy?

a. To make the product available to everyone immediately
b. To gather feedback from a smaller user base before a broader release

c. To launch the product with all features fully develaped e OGN

f I\."__'. '.I

d. To avoid collecting user feedback aftngether e [ 2 =
Which of the following I:rest 1lluat[att'$1he use a{ tar,g,etEﬂ Markenng fur an MVP?
a. Launching the prndm:t Wﬂﬂd%‘ide w?maut prior research

b. Advertiii]\g taall age groups equally

¢. Focusirig on new mothers for a postpartum fitness app

d. Offering free subscriptions to random users

What is the role of analytics in MVP development?

a. To create advertisements for the product

b. To enhance product design without user input

c. To track user behavior and make informed improvements

d. To reduce the number of users on the platform

_ % Give short answers to the following Short Response Questions (SRQs).

-

What is the primary purpose of a Minimum Viable Product [MVF] in the iea_r_i_‘;i_:‘art-up
process? \ @
Name two key strategies for launching an M‘l.fF' eﬁéctwely A0

How does user feedback mntrihute tt:u the ltﬁratwe develupment prur:es.s?

What is one Impuﬁﬁnt a:ahmderatmn ‘when scaling an MVP to a larger audience?
Describe' d:nb methud for collecting user feedback during the MVP phase.

Why is simplicity emphasized when developing an MVP!

How can customer feedback be effectively collected and used during the MVP phase?
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