Student Le-amin‘- Outcomes
By the end of this chapter, you will be able to:
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Define Artificial Intelligence (Al) and understand its historical context and
evolution. ' - _
Identify various applications of Al in different domains such as
healthcare, education, and gaming. :

Explain the subfields of Al, including machine learning, natural language
processing, computer vision, and robotics.

Distinguish between different types of Al algorithms, including

- explainable (whitebox) and unexplainable (blackbox) models.
" Understand the role of Al techniques in advancing machine learning

models and other capabilities.
Define the Internet of Things (loT) and understand its significance in

connecting devices and systems. : : - -
Describe the components of loT systems, inclyding s@mwces,
networks, and data analysisqa O 2
Explore various applicati Q uch as smart homes,
healthcare, and t artatiof - _ _

Discuss } : considerations in loT deployments.

incit ding data privacy and algorithmic bias.
Examine policy and regulatory frameworks addressing the challenges of
Al and loT Evaluate the societal impact of Al and loT on daily life, work

~environments, and society at large. s :
‘Develop strategies for addressing ethical concerns and maximizing the
- societal benefits of Aland loT. . L
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Introduction %

Artificial W (AT) is a rapidly growing field that is changing various
aspects of'our lives. These technologies are not only reshaping industries but
also redefining the way we live, work, and interact with our environment. This
chapter provides an introduction to Al and loT, explores their applications,
discusses the algorithms and techniques that power them, and examines the
broader implications and future prospects of these transformative technologies.
10.1 Introduction to Artificial Intelligence (Al)

Artificial Intelligence is a rapidly growing field that is transforming various
aspects of our lives. From healthcare to gaming, Al technologies are being
applied to solve complex problems and improve our daily experiences. For
example, Al-driven systems monitor crop health and predlct yield getting
data from sensors and drones to optlmlze farmmg pract| @

10.1.1 Understandlng Al

Artificial Intelligence otes t an thinking ability in
computer systems to t@h@% anner I|ke humans. To fully realize the
effect of Al, it i derstand its definition and hlstoncal context, as
wellas th n of Al technologies over time.

10.1.2 Historical Context of Artificial Intelligence:
The term Al was first invented by John McCarthy in 1956 during the Dartmouth -

Conference, regarded as the origin of artificial intelligence as a discipline of

research. The journey of Al has seen several key milestones:

* 1950s-1960s: Early Al research focused on problem-solving and symbolic
methods.

+ 1970s-1980s: The development of expert systems that mimicked human
decision-making.

* 1990s: The rise of machine learning, where computers began to learn from
data.

« 2000s-: Advances in deep learning, natural Iang g, and

robotics have significantly expanded A cap
« 2011s: Voice assistant was us - v0|ce recogmtlon

+ 2023s-Present: Chat at is an Al-based model which is
desig Wt ike text-based input. |
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Figure 10.1: Key Milestones in the History of Al

- The first Al program called the Logic o@;@@cmated in
anW 1955 by Allen Newega i\ﬁi n-itwas designed to
mimic the pga):;l%\nj uman being.
10.1.3 Applicatio M s
ApplicatioWVarious Domains:

Al has numerous applications across different fields:

« Healthcare: Al is used for diagnosing diseases, personalizing treatment
plans, and predicting patient outcomes.

« Education: Al-powered tools provide personalized learning experiences,
automate administrative tasks, and offer insights into student performance.

« Gaming: Al enhances game design, creates realistic characters, and
improves player experiences.

» Transportation: Self-driving cars and traffic management systems rely on Al
to improve safety and efficiency.

« Automobile: Al is transforming the automotive industry by enabling
autonomous driving, advanced driver assistance, and optimization of vehicle
performance and maintenance. The integration of-Al- systems is
improving safety, efficiency, and user expe -:r; | ehicles.

ance \i -‘3 by enabling personalized




'automatlon and risk assessment to enhance decision- -making, improve
efﬁaency, and prowde customized financial services.

« Social media: Al is extensively used i |n social media
content recommendatlons auto -'

personalized
ation, sentlment

| engagementand
- Agriculture:
* techniqyessL
systems, and computer vision for disease and pest detectlon
« E-Commerce: Al is highly integrated into e-commerce platforms, powering
- personalized product recommendations, intelligent chatbots for customer
, fraud detection systems, and others.

Entertamment

Figure 10.2: App!icatidns of Al in Different Domains

« Subfields of Al: ,

Al encompasses several subfields, each focusing on different aspects of

intelligence and technology:

* Machine Learning: Machine Iearmng is a type of artificial mtelhgence.
where computers learn from experience and improve over time without
being explicitly programmed. It's like teachlng a computer howmg it lots

.:of examples, and it flgures out how todo th1

e Iearnmg It uses




. Natural Language Processing (NLP): Natural Language Processing, or NLP,
is a technology that helps computers understangd 2 d@@ s in our
language. It's like teachi : evén chat with us.

Example: When you as Alexa @ question, théy use NLP to understand

what you're saying an "'\ slpful-answer. Another example is when you

type a message

That's NL !

. Computer Vision: Computer vision is a field of artificial intelligence that
enables computers to see and understand the visual world. It helps
computers interpretimages and videos.

. Robotics: Robotics is the science of building and programming robots.
Robots are machines that can do tasks for us, like cleaning the floor or
building cars. Some robots can even think and make decisions.

O,

R R R e i Classacl:ivlty AR o e
Research and present a real-world application of Al in one of the domains
“already r_pen_f_tiongd. Explain how Al is used and what benefitsitbrings.
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10.2 Al Algorithms and Te¢

Artificial Intelligence Af) S i-!% mnd techniques to enable

LA
X I!: at\typically require human intelligence. In this

.%Q :

machines to perfor
section, W Yifferent types of Al algorithms and understand their
roles in a ng the capabilities of Al, particularly through machine learning

models.

w?ﬁ In Pakistan, robots and machines are being used to perform
i } medical operations?

10.2.1 Types of Al Algorithms: |
Explainable (Whitebox) vs. Unexplainable (Blackbox)

Al algorithms can be broadly categorized into two types based on their
interpretability: explainable (whitebox) and unexplainable (blackbox)
algorithms. _
10.2.1.1 Explainable (Whitebox) Algorithms
Explainable or whitebox algorithms are those are\t n-making
process is transparent and understandablg ﬁ‘b -@ s allow users to see
and understand how degjsion aé&‘- psin¢lude:

« Decision Trees: A% a'tool that helps computers make decisions

O




afinal answer, much{ike

Example: Let's loo T‘a
decision tre entif

an animal based on its characteristics.

Has feathers?

Linear Regression: Lineat ke : ind the relationship between
two features. Imagix éﬁ ant to know how much time you should study to get
good gra ar regression helps you find a straight line that best fits the

data pointsshowing study time and grades.

Example: If you have data showing how many hours you studied and the grades
you got, linear regression can help you find a line that predicts your grade based
on the number of hours you study. If the line shows that more study time
generally leads to better grades, you can use this information to plan your study
schedule.

- Rule-Based Systems: Rule-based systems are like a set of “if-then" rules that
computers follow to make decisions. These rules are written by humans to help
the computer understand what to do in different situations.

Example: Think of a simple game where you control a character that needs to
avoid obstacles. The game might use rules like "if the character is about to hit an
obstacle, then jump." These rules help the character move safely through the

jou and finance, where gndégs '_
isessentiafforiustahdac
IUEE =

3 2e]




10.2.1.2 Unexplainable (Blackbox) Algorithms

Unexplainable or blackbox algorithms are those wher e@@-—making

process is not easily interpretable. Thesealgor ve complex
; : : #

computations and interactions thg “‘x‘ to understand how a

particular decision was: feac clude neural networks and deep
learning models, whichwe'

Figure 10.4: &xa:wieﬂ%&q@@\%@o >
for t"learning model, made
q champion in the game of Go, a feat
ossible due to the game's complexity.

10.3 Introduction to Internet of Things (loT)

10.3.1 Understanding loT

loT is a revolutionary concept that is transforming the way we live and work. It
involves connecting everyday devices and systems to the internet, allowing them
to communicate and interact with each other.

10.3.1.1 Definitionand Components

Definition:

loT is a network of physical objects, or “things," that are equipped with sensors,
software, and other technologies to facilitate the exchange of data with other
devices and systems over the internet. This facilitates the development of new,
innovative services and the implementation of more intelligent, efficient
operations.

Significance of loT: | @g‘@
loT is significant because it allows for_therse o .ﬁi u@a the physical
a1 um es 1o col

and digital worlds. This connectig : lect and share data, -
which can be analysed t@ provide better services, and create

new opportunities

ol




omponents ofloT Sytem
An loT system typically consists of the following compone

« Sensors: These are devices that detect and m

temperature, humldlty, light, & & “E\E
environment.

« Actuators: These ® convert energy into motion-Im loT an
actuator W generate output.
« Devices: include everyday objects like smartwatches, refrigerators,

and cars that are connected to the internet. Devices use the data collected by
sensors to perform specific tasks.

« Networks: These are the communication pathways that connect sensors and
devices to the internet, allowing them to share data. Networks can be wired
orwireless.

« Data Analysis: This involves processing and analysing the data collected by
sensors to gain insights and make decisions. Data analysis can be done on the
device itself, in the cloud, or on a central server.

ropertles like
Iect data from the

Class activity

These are devices that convert energy into motion. In loT, an ac tor can
act on data to generate output. RS Q O\

ARILNY | |
U SIS e
Dud youj& “Internet of Things" was comed by
in 1999 during his work at Procter & Gamble.

FT'db't
Always ensure that your loT devices are connected to a secure L l S}

network to protect your data from unauthorized access.

Example: Smart Home System

One of the practical uses of |oT is a smart home system. There are several
internet-connected appliances in a "smart home," including the temperature
control system, lighting, and surveillance cameras.

Class activity

Thin bout your own home. What eve day devices€od|dBELOM
se Wi our classmatesl
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Did you know? Smartfig m P save energy by
aut atuc @u nd adjusting heatmg or
coo

ot home.
10.3.2 W

The Internet of Things (IoT) is transforming
many aspects of our lives by connecting
devices and systems in various domains.
Let's explore some of the exciting
applications of loT and understand the
importance of security and privacy in
these deployments.

Healthcare:

loT is revolutionising healthcare by providing
better patient monitoring and care. loT \ b (88
devices can track vital signs, remlnd patients \GEEs)

to take medication, and alert Yrﬂ
providers in case of em‘f;rgenc@Wﬂ

Always use devj Mle manufacturers and keep L TldbltS)

regularly.

Transportation:

loT is enhancing transportation systems, making them more efficient and safer.
Connected vehicles, smart traffic lights, and real-time tracking systems are some
examples of how loT is used in transportation.

N

Self driving car

_ f- \ T /!mn train | Tram

4—Intelligent Transportation Systamo——}
.. DELVERY

Smart and connected roads

Figure 10.6: Example of
loT in Transportation




y concerns. As
yber-attacks increases.
ecure to protect personal data and

10.3.3 Security and Privacy Considerations in loT D

While loT offers many benefits, it als%r

more devices are connected to t V‘ié

It's important to ensur 2

privacy.

Examples easures

« Strong asswords Use strong, unique passwords for all loT devices to
prevent unauthorized access.

« Regular Updates: Keep the software and firmware of your loT devices up to
date to protect against known vulnerabilities.

« Encryption: Ensure that data transmitted between devices is encrypted to

protect it from being intercepted by hackers.

In 2020, there were over 20 billion loT devices in use
worldwide, highlighting the rapid growth and importance of
loT technology.

Emerging technologies such as A
are rapidly transformi Yalo 4\"

offer numerous bene Also-present several impllcatlons that need to be
carefully CW section explores the potential risks and challenges
associated | and loT, as well as their societal impact and the strategies
required to address these concerns and maximize their benefits.

10.4.1 Implications of Al and loT

10.4.1.1 Risks and Challenges

Potential Risks Associated with Al and loT:

Data Privacy: As Al and loT devices collect vast amounts of data, concerns about
data privacy become paramount. Personal and sensitive information can be at
risk of being misused or accessed by unauthorized parties. Ensuring data privacy
involves implementing robust security measures to protect data from breaches
and unauthorized access.

Algorithmic Bias: Algorithmic Bias: Training of Al systems is conducted on large
datasets, and if these datasets comprise biases, the Al models can i ertently
perpetuate or even amplify these biases. This can omes in
various applications, such as hiring _processes @@ﬁwent and lending
practices. Addressing a5 make s of training data and
implementing techniq




fict data protection regulations to

Policy and Regulatory Frameworks Addressing Al and | enges.

To mitigate the risks assoaated w1th l %b@@: s:ve policy and

regulatoryframeworks are esse -4 sshouldfocuson: .
YA

ensure that pers cted stored, and processed securely. Examples
include Ni al Data Protection Regulation (GDPR) in Europe.
Ethical delmes Establishing ethical guidelines for the deveIOpment and

deployment of Al systems to ensure fairness, transparency, and accountability.
Organizations like the |EEE have developed guidelines for ethical Al.

Bias Mitigation Standards: Developing standards and best practices for
identifying and mitigating biases in Al models. This includes guidelines for
diverse and representative data collection and techniques for bias detection and
connection.

Security Standards: Enforcing security standards for loT devices to protect them
from cyber-attacks. This includes regular software updates, encryption, and
secure authentlcatlon mechanlsms

10.4.1.2 Societal | ct and Adaptation

Impact of Al and IoT on: | m

Daily Life: Al and loT technologl% ar @a@@xes by providing
smart solutions for homes, he ation. Smart home devices
like thermostats and r convenience and energy efficiency. In

healthcare, we onitor health metrics and provide real-time data
to medi@?@iﬁ;ﬂﬂa S. -
Work Environments: Al is revolutionizing workplaces by automating repetitive
tasks, improving efficiency, and enabling data-driven decision-making. loT
devices in industrial settings optimize production processes and monitor
equipment health, reducing downtime and maintenance costs.

Society at Large: Al and loT have the potential to address large-scale societal
challenges such as climate change, healthcare accessibility, and urbanization. For
example, smart cities leverage loT to manage resources efﬁmently, reduce traffic
congestlon and improve public services.

Summary

 Artificial Intelligence (Al) refers to the simulation of human mtelllgence in
machines that are programmed to think and learn like humans.

¢ Machine learning is a type of artificial mtelllgen w@g@puterﬁ Iéérn
from experience and improye ov @I& eing explicitly
programmed. Q

e Deep learni machine learning. It uses complex
structures ¢z etworks, which are inspired by how our brains
o :




work. _
» Natural Language Processing, or NLP, is a technology that helps

computers understand and talk to us in our own language.
@@@computers

» Computer vision is a field of artificial intelligeng ‘a
to see and understand the visuabwc @ Ny _
* Robotics is the scier 3 ‘u_@ 1 gramming robots. Robots are
b oadly

, like cleaning the floor or building cars.

algorithms.
e Whitebox algorithms are those where the decision-making process is
transparent and understandable.

» Blackbox algorithms are those where the decision-making process is not
easily interpretable.

o The Internet of Things (loT) refers to the network of physical objects-
“things”-that are embedded with sensors, software, and other
technologies to connect and exchange data with other devices and
systems over the internet.

Multiple Choice Ques

1. Which of the follawind i Nevrasubfield of Al? :
a) Machin&ww b) Natural Language Processing
c) Computer Vision d) Robotics
2. Which of these Al algorithms is considered an "explainable" model?
a) Neural Networks b) Decision Trees
¢) Random Forests ' d) Convolutional Neural Networks
3. Which of these is a security concern in loT deployments?
a) Device vulnerability b) Data privacy
c) Lack of standardization d) All of the above

4. Which of the following is an application of Al in healthcare?
a) Personalized drug development  b) Automated diagnosis
¢) Remote patient monitoring d) All of the above

5. What is the- primary purpose of using Al techniques in@@%ﬁe learning
models? 0

a) Toimprove accuracy mﬁm interpretability

¢) To reduce computa




6. What is the key difference between explainable (whitebox) anexplainable

(blackbox) Al models? m
a) The complexity of the model @@

b) The ability to understand @X@%gcess
¢) The performancg, m%%

d) The training dat.

s an application of loT in the transportation domain?
affic management
b) Vehicle-to-Vehicle (V2V) communication
c) Predictive maintenance of vehicles
d) All of the above
8. Which of these is a potential impact of Al and loT on the job market?
a) Job displacement due to automation e
b) Increased demand for specialized skills
c) Transformation of job roles and responsibilities
d) All of the above
9. What is the key concern associated with algorithmic bias in Al-powered
decision-making processes? |
a) Lack of transparency
b) Perpetuation of emstmg :
¢) Reduced accuraty o
d) All of the above | |
10. Whic fing is an ethical principle that should be considered in the
development and deployment of Al and loT technologies?
a) Transparency and accountability
b) Respect for privacy and data rights
c) Fairness and non-discrimination
d) All of the above
Short Questions:

1. Define Artificial Intelligence (Al).

What is the historical context and evolution of Al?

Provide two examples of Al applications in healthcare.

Explain the role of Al techniques in advancing machine | @‘@mng models.

Define the Internet of Things (loT). @
{‘EW vices and systems.
with A

Describe the significance of
land loT?

1080 NI BN

What are the po m
Discuss th ctof Aland loT on daily life.
Mncept of algorithmic bias.




10. Outline the importance of ethic
Long Questions:

1.

Discuss the v S%MOM of Al in the field of education. Provide

specifi es and explain how Al can enhance the educational
experience.

Differentiate between explainable (whitebox) and unexplainable
(blackbox) Al models.

Describe the components of an loT system. Explain how these
components work together to enable loT applications.

Explore the applications of loT in the transportation domain.

Analyze the potential privacy concerns associated with loT deployments.
Evaluate the impact of Al and IoT on the job market and work
environments.

Explain the role of policy and regulatory framewarks @ﬁ@smg the
challenges of Al and loT. Pr wctg example S %ameworks and

discuss their effecti
Describe the co c@ mlc blas and its implications in Al-

powerw aking processes Suggest strategies to mitigate the
risks of algorithmic bias.

Develop a set of ethical principles and guidelines for the responsible
development and deployment of Al and loT technologies.




