By the end of this chapter, you will be able to: |
Describe the importance of using computers safely and responSIbly in daily
_ activities.
~ Explain how to protect personal information while usmg computers and online
platforms.

Identify the factors to consider when selecting computer hardware and software
~forsafety, efficiency, and compatibility.
 Explain how choosing the right hardware and software affects the overall

‘computerexperience.

Demonstrate how to create strong, unique passwords and explam their
importance.
‘Describe the need for regular software updates ane
- mamtamlng de\nce secunty :

ot ER AY N
O Ul _ -J avoid common online scams and phishing attempts
~ Explain the importance of regularly backing up rmportant data and describe

methods for doing so.

Describe responsible behawor on socnal media, email cloud sewlces. and online
applications.

Explain the significance of privacy settings and data security measures in-
protecting personal information online.
‘Identify ethical and legal responsibilities related to intellectual property rights,
including copyright, trademarks, and patents.

Discuss the importance of respecting intellectual property and the !mphcatlons of
software piracy.

Describe privacy laws and their purpose in protecting personal information online.
Explain the legal consequences of unauthorized access to personal data and the
responsibilities of companies to safeguard userinformation.

Explain the principles of data ethics, including transz or privacy,

and accountability.
(R

Describe ethical guidelines f ‘i
Analyze real-life &dge ‘ ; : aches to understand the impact of poor

sharmg, including the

importance of inforped conge
. datas:w A ilbbite e offollowmg legal and ethical guidelines.
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d, -ig}#m--” ¢es d ;-ngmg on these nghts : Al
2 '.‘ﬂ.‘. ,_or safe online research, mcludmg usmg l‘ellﬂbl#; i
orship, and cross-ghecking information.
ategi rote::tmg privacy dunrig online resea rch such as us‘ ng
- priv nsing aﬁd avmdmg suspicious links.
. "Réeegnizé signs of internet addiction and suggest strategles for promfsting
balanced internet usage and engaging in offline activities. - ‘
etﬁiﬁal -oncern: andMaximzmg esncuetal beneﬁtsofAlandIoT -“3 &7
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Introduction

Computers and digital devices are now a big part of our daily lives, helping us

with schoolwork, staying in touch with friends, and even playing games. But with

all these great tools comes the need to use them safely and responsibly. In'this

chapter, we'll learn how to use computers and digital platforms wisely. We'll

explore how to keep our personal information safe, make S@@@ces about
3 : nline. By

understanding these importanf' a.- g . gmyoy technology while avoiding
problems and prot : - ehothers. Let's understand the world of
secure and co § computer usage to make sure we get the most out of
our digi

Secure and Conscientious Computer Usage

Computers have become a crucial part of our everyday lives. Whether we are
using them for schoolwork, chatting with friends, or playing games, it's
important to use computers safely and responsibly. Safe and responsible
computer,usage means knowing how to protect our personal information,
making wise choices about the hardware and software we use, and ensuring that
our online behavior is respectful and ethical. In this chapter, we will explore the
key aspects of using computers wisely and securely, so we can enjoy the benefits
of technology while avoiding potential risks.

Online Etiquette: The "Golden Rule" applles onlin
you want to be treated. Thls help ai
interactions. - (\ rﬂ’\ ﬂ“




113 Responsnble Computer Usage '
Being responsible with technology means

m CISIOI’IS when
rdware and software,
et in a way that respects others. Let's

take a closer look at wj portant to use technology responsibly.

When we tal hputers, hardware refers to the physical parts like the

monitor, ard, and CPU, while software includes the programs and

applications we use, such as word processors or games. Choosing the right
hardware and software is important because it can affect the safety, efficiency,
and overall experience of using a computer.

« Safety: Just as you wouldn't use a broken or unsafe tool, using outdated or
insecure hardware or software can put you at risk. For example, using a
computer without updated antivirus software can make it easier for viruses or
hackers to steal your information.

« Efficiency: The right hardware and software help you complete tasks quickly
and easily. Imagine trying to play a new video game on an old computer, the
game might be slow or not work at all, making it frustrating to use.

« Compatibility: This means that the hardware and software S| ould work well
together. You should always check the sys%i QTR

packages and match them WI

compatibility. (PX
Cyber Hygi ashlng your hands to prevent germs, updating
youra are regularly is essential to prevent digital viruses.

Class a’ctivity

using computers. This mc!u selea ‘k‘
safeguarding our data3 :

( Tidbits

Responsible Computer Choices
Activrty Task Details: e
1. Introduction (10 mmutes) Briefly dISCUSS why selectmg the ﬂght
~ hardware and software IS |mportant for a safe and effectlve computer. _
e
2. Task (30 mmutes) Divide students into small groups. Give each group
- aworksheet with different scenarios related to hardware and software
. choices (For example, choosing a computer for gaming vs. schoolwork,
- selecting antivirus software). Ask each group to discuss the pros and
~ cons of the cho:ces and recommend the best opt:ons for each
. scenario. | :
_:'f- _:Fresentatson (10 mmutes)
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11.2 Safeand Sec igital Platforms

In today's digi use various online platforms and devices for
commW&mg, entertainment, and work. While these digital tools
offer many benefits, it's essential to operate them safely and securely to protect
our personal information and maintain a positive online environment. This
section will guide you on how to use digital platforms and devices responsibly.
11.2.1 Safe Operation of Digital Platforms and Devices

When we talk about the "safe operation" of digital platforms and devices, we
mean using them in a way that protects you from harm and avoids any unwanted
issues. Here are some key points to consider:

1. Using Strong Passwords: Always create strong, unique passwords for
your accounts. A strong password typically includes a mix of letters,
numbers, and special characters. For example, instead of using
"password123," you could use something like "B3tterP@sswOrd!".

Two-Factor Authentication (2FA): Thec used in the
1980s, but it became widespreﬁ ine accounts in the 2000s.
o Ur"‘\ i U
e Regular s AR : Keeping your devices and applications up to

(Nial\ f& safety. Software updates often include important
ixes that protect your device from new threats.

( Tidbits )
Software Updates: Microsoft releases major updates for Windows every six

months, showing how frequently technology needs to be refreshed for
security.

3. Being Cautious with Links and Downloads: Avoid clicking on unknown

" links or downloading files from untrusted sources. These could contain

harmful software, known as malware, that can damage your device or
steal your personal information.

4. Understanding Privacy Settings: Most digital platforms allow you to
control who can see your information and interact with you online. It's
important to check and adjust your privacy settings to protect your
personal information.

5. Avoiding Oversharing: While it ¢
with friends online, it's
share. Avoid posti

number, or sch

be .-sﬁ ha @nd updates
be ﬂ‘ ul Jof the information you
e your home address, phone




11.2.2 Secure Use of Pigital Platferms

Using digital platforms securely means takm%éw’%ég@@mect your

information and ensuring that yoyr onli ut you or others at

risk. Here are some tips; \“é

1. Two-Factor Au Two-Factor. Authentlcatlon adds an

extra layer ct

willgw provude another piece of information, like a code sent to =&
your-phone. This makes it much harder for someone to hack into your -
account.

2. Aveiding Public Wi-Fi fer Sensitive Transactions: Pubhc Wi- Fl
networks, like those in cafes or libraries, are often less secure. It's best to
avoid accessing sensitive information, such as online banking, while
connected to these networks. Instead, wait until you 're on a secure,
private network at home.

3. Bemg Aware of Scams: Online scams are desugned to trlck you into
giving away your personal information. These can include phishing emails.
that pretend to be from legitimate companies asking for your login'
details. Always be skeptical of unsolicited requests for personal'-
information, and venfy the source before respondm g.

recent logins, ssages) \s : ' you notice anything
suspicious, sucn-% q Gnfamiliar locations, change your
password i ) ahd report the activity to the platform. -

5. BaW@ortant Data: Regularly backing up your data ensures’
that won't lose important information if something goes wrong with
your device. You can back up your data to an external hard drive or a cloud
storage service like Google Drive or Dropbox.

11.3 Best Practices in Online Behavior

11.3.1 Responsible Use of Social Media, Email, Cloud bervues, and Onlme
Applications

In today's digital world, we use social media, email, cloud services, and online

applications every day. While these tools make our lives easier and more

connected, it's important to use them responsibly.

Using digital platforms like social media, email, cloud. serwces and onllne

Data Collectlon' The ethical principle of ' mform Q ' u have
the right to knew how your data qu ‘f ‘i’mas emphasuzed
in the 2004 Bioethics Cgﬂ @g@\ ey




applications has become a part of our daily lives. However, it's important to use
these tools responsibly to ensure our safety and the safe fot

« Social Media: Social media platforms

Twitter allow us to connect\wi @@
“important to think \betars .
information, like % “ c\address or phone number, publicly.

e Email; sfultool for communication, especially for school and
work. ver, it's important to be careful when opening emails from
unknown senders. These could contain harmful links or attachments.

. Cloud Services: Cloud services like Google Drive or Dropbox allow you to
store and share files online. While these services are convenient, it's
important to use them wisely. Always use strong passwords to protect

your accounts and avoid sharing sensitive information, like passwords or
financial details, through cloud storage.

gram, and
information. But it's
avoid sharing personal

. .Online Applications: Online applications, such as games, learning apps,

or shopping platforms, are fun and useful but can also pose risks. Make
sure to download apps only from trusted sources like Google Play Store or
Apple App Store to avoid downloading harmful software.

11.3.2Importance of Privacy Settings and Data Securit sures
Privacy settings and data security measures are es ' |p protect
your personal information while usingdig \\’.‘“ 0 o

L FOTH

« Privacy Settings. 10 olk: s, “neluding social media and
~email services, all privacy settings to control who can see
your info @, ance, on Facebook, you can choose who can see

your public, friends, or just you. It's important to regularly review

and update your privacy settings to make sure your personal information
is protected. | . : -

« Data Security Measures: Data security measures help protect your
information from unauthorized access. Using strong, unique passwords
for each of your online accounts is one of the simplest and most effective

ways to secure your data. For example, instead of using "password123,"

create a password that combines letters, numbers, and symbols, like
"S3cur3!PasswOrd."
11.4 Legal and Ethical Frameworks .-
In this era, we rely heavily on technology for communication, learning, and
entertainment. While these tools bring many benefits, they also raise important
questions about how our personal information is handled and protegted.
11.4.1 Legal Frameworks for Privacy

©
11.4.1.1 Understanding Privacy&ggﬁ?“@%?%ns & T dbl ts
. v \}w\f . - ;
e processes over 3.5 billion searches per day,

ar search engine for finding credible information.




Privacy laws are rules set by the government to protect our personal information.
These laws ensure that companies and organizations_ handle our data
responsibly. When we use the internet, we o 2R, § a details like our
names, addresses, or even what weiké to B “&j y laws help make sure that
this information is kept safe and nat mis ,}‘
Understanding these mUﬁ ortant because they give you the power to
control your d ation. If a company misuses your data. Such as by
sharingitw our permission, you have the right to take legal action.
11.4.1.2 Laws Protecting User Privacy and Consequences of Unauthorized
Access |

There are specific laws designed to protect your privacy online. These laws make
it illegal for someone to access your personal information without permission.
For instance, if someone hacks your email or social media account, they are
breaking the law.

Unauthorized access to your information can lead to serious problems, such as
identity theft or fraud. To prevent this, privacy laws require companies to
implement strong security measures, like encryption, to protect your data. If a
company fails to protect your information, they could be heldresponsible and

face legal penalties. ©
11.4.2 Data Ethics and Responsibje Us i‘ @v@o@
11.4.2.1 Introduction_to §%&% COF rinciples Governing Data

Handling Q

Data ethics is a right thing when it comes to collecting, storing,
and using i ion. Just because we can gather a lot of data doesn't mean we
should use it in any way we want. Data ethics helps guide us to use information
fairly and responsibly.

The principles of data ethics include transparency, respect for privacy, and
accountability. This means being clear about how data is used, protecting
people’s personal information, and taking responsibility if something goes
wrong.

11.4.2.2 Ethical Considerations in Data Collection, Storage, and Sharing
When data is collected, stored, or shared, there are important ethical
considerations to keep in mind. Collecting data should always be done with the
person’s consent. This means that before gathering information, the person

must agree toit.
. @ n\’ : g@@ secure so that

e;"storing medical records
private and sensitive.
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Data Ethics Role-Play d ‘ ‘ ,
o du } ) Discuss the pnnclptes of data ethrcs, |
ing arcy, consent, and accountability.

ask (30 mi uhs) Divide students into small groups and give each group

a role-play card with a scenario involving data collection or usage (e.g., a

company asking for user data, a school collecting survey responses). ach
group acts out their scenario and discusses the ethical considerations
involved.

3. Discussion (10 mmutes) Groups present their role-plays and discuss the
ethical issues and solutions.

Details: Through role-playmg, students will gain insight into the ethical

implications o data handling and the importance of responsible data

practlces :

11.4.2.3 Ethical Guidelines for Data Usage and Management
Ethical guidelines for data usage involve ensuring that data is used for the
purpose it was intended and that it benefits the rowded it.
Misusing data. Such as selling it to third parties ; ' ethucal and
can lead to a loss of trust. These guidélinas\i -
 Informed CorB t:
someone's data

youractiv ing so.

. Dat»jﬁMﬂon: Only collect the data you need. If you're conducting
asurvey, don't ask for unnecessary personal details.

» Data Security: Protect the data you collect. Use strong passwords and
encryption to keep information safe.

« Accountability: If something goes wrong, take responsibility. If there's a
data breach, inform the affected individuals and take steps to fix the

problem. ( Tidbits

Data Breaches: In 2013, the largest data breach affected Yahoo, exposing the
data of 3 billion accounts, including names, email addresses, and passwords.

Data Breach Case Study Analysis Class actw:ty
Activity Task Details: _

a breach

: assngn each group a

1. Introduction (10 minutes): Introduce a fe_w
1e key issues, and discuss

cases and their consequences.
2. Task (30 minutes): Divide ¢
case study. Ask therE) ) analyd
the lessons learned.

3. Presentati '| f 1€ : 3 - 5 :Groups present thecr analysis and di iscuss how
such breggfies Hoht be prevented in the future,

Details: \Students will learn about the real-world lmpllcations of data
breaches and the importance of robust data security measures.




11.5 Intellectual Property Rights e@@mm |
e creations and

Intellectual property rights are impoptan @
ideas of individuals and organizatiorns. e creates something new,

like a piece of music, am ;they have the right to control how it

isused.

11.5.1 CWWR ectual Property

11.5.1.1 right, Trademarks, Patents, and Their Significance in Digital
Content -

Copyright is a legal right that gives creators control over their original works,
such as music, books, movies, and software. For example, when an author writes
a book, they have the copyright to decide how the book is published, shared, or
adapted. This means no one else can copy or distribute the book without the
author's permission.
Trademarks are symbols, names, or slogans used by companies to distinguish
their products or services from others. For instance, the Nike “swoosh” logo is a
trademark. Trademarks protect brand identity, so no other company can use a
similar symbol to confuse customers.

Patents protect new inventions or processes, giving the inventor exclusive rights
" to make, use, or sell the invention for a certain period. For e if someone
invents a new type of smartphone, they can @eﬂ@ others from

mg-ga 1

making or selling a similar phon m%

11.5.1.2 Ethical andd,
perty rights means understanding that copying,

ng Intellectual Property
Rights &
Respecting i

sharing, omeone else's work without permission is not only unethical
but also illegal. For example, downloading movies or software without paying for
them is a violation of copyright law. It's important to always seek permission or
purchase content legally to support creators and respect theirrights.

11.5.2 Legal Compliance in Computing

Software piracy is the illegal copying, distribution, or use of software. When you
buy software, you are actually buying a license to use it, not the software itself.
Copying it and sharing it with others without a proper license is against the law.
Piracy is harmful because it cheats software developers out of the money they
need to continue creating and improving their products.

By understanding and respecting intellectual property rights, we can all

contribute to a fair and legal digital environment. f = _
Tidbits

Software Piracy Impact: Software piracy is estimated the global
economy over $46 billion anntglly showi g@}% impact on
developersand businesses. 2 f(g\\m

11.6 Respon

RS S
sibl thae
ait ibly means being aware of how our online activities

oD




can affect us and others. This section will help you understand how to use the
internet safely, avoid potential risks, and maintain a healthy balarice in your

online life.

11.6.1 Safe Data Searches and Online Researc @ﬁ“
11.6.1.1 Techniques for Safe Data S Hese =i L

When searching for infornfatior,
that the information q& ; hte and reliable. Here are some tips:

e Cross- ormation: Don't rely on a single source. Check multiple
sources'to confirm the accuracy of the information. If several trustworthy
websites agree on the same facts, the information is more likely to be
accurate.

« Be Skeptical of Sensational Headlines: Avoid websites that use
sensational or misleading headlines designed to grab your attention.
These sites often spread false information or "fake news.” For example, a
headline that claims a miracle cure for a disease is likely, not credible.

{ Tidbits

Credibility Check: Websites with * edu" domains are usually educational
institutions and are often more reliable sources forresearch.

S

11.6.1.2 Avoiding Privacy Risks During Online Resea @ﬂ@ﬁormation
Gathering ﬂ @

o
When conducting resear onli %@m rotect your privacy. Here's
how: -

e Use Priv “Most web browsers offer a private or incognito
mod esn't save your browsing history or personal information.
This is useful when researching sensitive topics.

. Be Careful with Personal Information: Avoid entering personal
information on unfamiliar websites. For example, ifa website asks for your
email address or phone number to access information, consider whether
it's worth the risk.

« Avoid Suspicious Links: If you come across links that seem strange or
too good to be true, do not click on them. They could lead to harmful
websites that try to steal your personal information.

B ( Tidbits

Tech Evolution: The first computer mouse, invented in 1964, was a wooden
box with a single button. Today's mice come with multipﬁuttons and
: 0
11.6.2 Preventinginte

advanced features! =
etk -"--‘ L) @X\S
11.6.2.1 Understanding ‘m t-Addiction and Promoting Balanced Usage
Internet addict; nen: \when a person spends so much time online that it
starts to in ith their daily life. It's important to recognize the signs of
internet addiction and take steps to prevent it.

234




Recognizing the Signs: If you fi
when it's time to sleep,

: Iand friends, you
ample, if you spend hours

might be develpping 2 3 >
scrolling thr OCi2 li B every day and neglect your homework, it
ould be
. One way to prevent internet addiction is by setting time

son your mternet use. For example, you can decide to spend no more
than one hour on social media each day and stick to it.

« Find Offline Activities: Balance your online time with offline activities like
sports, reading, or spending time with friends in person. This helps you
maintain a healthy lifestyle.

11 :zz Strategies for Digital Well-being and Fostering Healthy Onlme
Habits

Maintaining digital well-being means using the internet in a way that is healthy
and balanced. Here are some strategies:

o Take Regular Breaks: When using the internet for long periods, take
~ breaks to rest your eyes and clear your mind. For example, if you're
studying online, take a 5-minute break every hour to stretch and relax.

» Use Technology Wisely: Make use of apps or features t help you
manage your time online. Some apps can track ypt c@%ﬁ@and send
you reminders to take a break.

¢« Be Mindful of Your Ment:
stressed, anxigygs Al it ;
you feel over@helnied\by tant notifications, consider turning them

off for e, |
1163 ﬁﬁmﬁtr ing Safety and Online Interactions
11.6.3.1 Privacy Settings, Responsible Sharing, and Online Etiquette
Social networking platforms allow us to connect with friends and share our lives,
butit'simportant to do so safely and respectfully.

» Adjust Your Privacy Settings: Make sure your social media accounts are
set to private, so only people you trust can see your posts. For example, on
Instagram, you can set your account to “private” so only approved
followers can view your content .

» Practice Good Online Etiquette: Be respectful in your online
interactions. This means using polite language, avoiding arguments, and
not spreadmg rumors or false information. For example, if you disagree
Vt;‘lth someone's post, express your opinion respectfully without insulting
them.

11.6.3.2 Addressing Cyberbullying, Harassment, and Respectful Online

Interactions @l@
Cyberbullying and online harassment are seri %‘1@ rt people
|

@}
g online makes you feel

emotionally and mentally. Here! hO@t deal Wi

velves using the Internet to




harm or harass others. This can include sending mean messages,
spreading rumors, or posting embarrassmg photos of someone without

their permission.
o Reportand Block: If you experi : @e@@ﬂymg, reportitto
' nsible. Most social media

the platform and block the-#
platforms have to -‘!‘ ¢
can block so -
profile.

e Support Others: If you see someone being bullied online, offer your
support. You can stand up for them by reporting the bullying or simply
offering kind words. This can make a big difference in how they feel.

e Practice Respectful Interactions: Always treat others with respect
online, just as you would in person. Avoid making negative comments,
and think about how your words might affect someone else. For example,
if you see a post you don't like, it's better to scroll past it than to leave a

. hurtful comment.

Class activity
Understanding Privacy Settmgs
ivity Task _Detalls-

| _Presentation (10 minutes) Groups share their ﬁndmgs with the
class, explaining how to set up p,nvacy settmgs to protect personal
information.
Details: - This activity enables students to practlce adjustmg prlvacy
settings and understand their role in protecting personal data.

11.7 Impact of Computing on Society

Computing technology has a significant effect on our world. It changes how we
live, work, and interact with each other. This section will explore the different
ways computing impacts our society and what to expect inthe f%.

11.7.1.1 Environmental, Ethical,
Impacts
Computing affects man u

c)1:)mic. and Cultural

ct: Computing raises ethical questions about how we use
technology. For example, using someone else's work without permission
is unethical. This is why it's lmportant to respect copyright laws and give




credit to the original creators.
e Legal Impact: Co ing ‘alse 2gal fissues, such as privacy laws
and ‘regulatio : e. For instance, laws protect our
personal in at om-being misused by companies or individuals.
Under if ese laws helps us protect our rights online.
. Mpadﬂechnology changes how we interact with each other.
cial media allows us to connect with friends and family around the
world, but it can also lead to issues like cyberbullying. Being aware of
these impacts helps us use technology in positive ways.

* Economic Impact: Computing technology has created new industries
and job opportunities. For example, software development and digital
marketing are booming fields. However, it also affects traditional jobs, as
automation can replace some roles. Understanding these changes helps
us adapt to the evolving job market.

11.7.1.2 Role of Computing in Global Trade, Communication, and Cultural
Evolution
Computing has transformed how we trade, communicate, and share culture
globally: ) :
 Global Trade: Computing systems make it easier to bu Il products
around the world. Online shopping pl : , Ali Express
and Daraz allow us to purchase ite countries. Computers
help business Cess transactions, and track
shipments effigie

e Communi chhology enables instant communication through
' g apps, and social media. For example, video calls allow
to work or chat with friends across long distances, making global

collaboration and personal connections easier. -

* Cultural Evolution: Computing helps'share and spread cultures. Online
platforms like YouTube and Instagram let people from different cultures
share their traditions and ideas. _

11.7.2 Assessing Computing Advancements

11.7.2.1 Benefits and Risks of Computing Advancements (Social
Networking, Misinformation)

Computing advancements bring many benefits but also some risks:

* Social Networking Benefits: Social networking platforms help us stay
connected and share information quickly. For example, Facebook allows
users to keep in touch with friends and family, share updates, and join
interest groups.

» Misinformation Risks: While social media is useful, it so spread
false information. Misinformation can_mi @Wnd cause
confusion. For instance, a false néws:s u issue can spread
quickly and lead to ha DE ' rtant to verify information

: gorsharingit.

e o K i



11.7.2.2 Trade-offs Between Privacy, Security, and Usability in Computing
Systems

When designing and using computing systems, there are trade-= between
iy

privacy, security, and usability:
Privacy vs. Usability: Somet; %%@ iva
n

can make a system
less convenient to g strong passwords and two-
factor authentic c% yke Togging in more secure but also more
time-cWﬁ acy vs. Usability: Finding a balance between ease of
use and strong security measures is essential.

Security vs. Usability: Implementing high-security measures can
sometimes make systems less user-friendly. For example, a complex
security system may be harder for users to navigate. It's important to
design systems that are both secure and easy to use, ensuring users are

protected without sacrificing convenience.

Summary
Safe and responsible computer usage means knowing how to protect our
personal information, making wise choices about the hardware and
software we use, and ensuring that our online behavior is respectful and
ethical. |
Responsible computer usage means pro ' r@@m\d others
when using computers. O @ 2
Safe operation of dt es, mean using them in a way
that protects you voids any unwanted issues.
Using digi okrs securely means taking extra steps to protect your
inform nd ensuring that your online activities do not put you or
others at risk. ,
Privacy settings and data security measures are essential tools that help
protect your personal information while using digital platforms.
Privacy laws are rules set by the government to protect our personal
information. These laws ensure that companies and organizations handle
our data responsibly.
Ethical guidelines for data usage involve ensuring that data is used for the
purpose it was intended and that it benefits the person who provided it.
Intellectual property rights are important because they protect the
creations and ideas of individuals and organizations.

Copyright is a legal right that gives creators control over their original
works, such as music, books, movies, and software.

Trademarks are symbols, names,_or slo d(@@mpanies to

distinguish their products qf sef¥i (P

Patents protect new| | ,giving the inventor exclusive
inve

rights to make, W ntion for a certain period.
Softwarepi ifegal copying, distribution, oruse of software.

==
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o
Multiple Choice Questi i _ 3
1. Why is it import puters safely and responsibly?
n use them more frequent|

a) To e y
ect our personal information and make wise choices about
ardware and software _

¢) To make the computer run faster
d) To avoid paying for software
2. What does “responsible Ccomputer usage” include?
a) Choosing the most expensive hardware
b) Sharing your passwords with friends

C) Being cautious about what you share online and protecting yourself
and others

d) Ignoring software updates

3. What should you check to ensure hardware and software compatibility?
a) The color of the hardware

b) The system requirements on software packages @@h them
- with your computer's specifications O

¢) The price of the hardware, @@ _

d) The brand of the hafd v:‘ﬁ
4. Why is it importa AS-Urtique passwords?

a) To mak easy to hack
b ; guess your password
g e it harder for someone to guess your password and access

your accounts
d) To avoid installing software updates

5. What is one reason to avoid clicking on unknown links or downloading files
from untrusted sources?

a) They might contain helpful software ;

b) They might contain malware that can harm your device or steal your |
information | '

C) They are usually cheaper
d) They help your device run faster

6. What does Two-Factor Authentication (2FA) do?
a) It makes your password easier to guess

b) It adds an extra layer of security by requiring a secor@ of

verification

C) It removes the need for a passy ®w@o
d) It reduces the need fo are upea
7. Why should you be@?x' 3#1g public Wi-Fi for sensitive

transactions? Q
QO




a) Public Wi-Fi is usually faster

b) Public Wi-Fi networks are often less @0@© '
¢) Public Wi-Fi is free %@W
d) Public Wi-Fi alw n
8. What is an important %gi g\z%zgonsible use of social media? _
a) SW ormation like your home address
b) P hotos without considering privacy settings
c) Being respectful and avoiding sharing sensitive information publicly
d) Ignoring privacy settings
9. What should you do if you receive an email from an unknown sender asking
for personal information? |
a) Provide the information requested
b) Forward the email to your friends
¢) Ignore or delete the email
d) Open the email and click on any links *
10. Why is it important to regularly review your account activity?
a) To update your contact information -
b) To look for unusual activity and ensure your accounts are secure
c) To check the number of friends you have
d) To download new applications @@@
11. What is the purpose of privacy setting | @ﬂ :
a) To make your posts pub

b) To control wh ation and interact with you online
“¢) To increase the ollowers
d) To are your information :

12. What s u do to ensure data security?
a) Use the same password for all accounts
b) Share your passwords with friends
c) Use strong, unique passwords and enable two-factor authentication
d) Avoid using any security measures | '
13. What is a key aspect of data ethics?
a) Using data in any way you like
b) Transparency, respect for privacy, and accountability in data usage
c) Collecting as much data as possible
d) Ignoring data security
14. What is software piracy?
a) Sharing software legally with friends
b) The illegal copying, distribution, or use of software

c) Buying software from an official source I@ @@@
. o

d) Updating software regularly
15. How can you verify the crediby



credentials m
c) By looking at the website's design
d) By the website's populari QU @o©©
Short Questions @
1. Whatistheimp ' ers safely and responsibly?

2. How does ch s% t hardware and software affect your computer
usage? o™, _
: Wtht to use antivirus software on your computer?

What are some examples of good practices when selecting hardware and

software?

How can choosing compatible hardware and software enhance your

computer experience? |

Why should you create strong, unique passwords for your accounts?

What is the purpose of regular software updates?

How can you protect yourself from harmful links and downloads?

. What is Two-Factor Authentication (2FA), and why is it useful?

10. Why is it a good idea to avoid using public Wi-Fi for sensitive transactions?

11. How can you verify if an email or message is a scam?

12. Why is it important to be careful about what you share on social media?

13. What should you do if you receive an email from U@Wender asking
for personal information? 2\

14. What is the purpose of pri

15. How do privacy |3 uthorized access to your data?

16. What is the diffeﬁi opyright, trademarks, and patents?

17. Why is it ingR0 espect intellectual property rights?

18. Wh are piracy, and why is it harmful?

19. How can you identify reliable sources when researching online?

20. What is one way to protect your privacy during online research?

21. What are some signs that you might be developing an internet addiction?

Long Questions -

1. 1. Discuss the importance of responsible computer usage in today's digital
world. Explain how selecting the right hardware and software can affect
safety, efficiency, and compatibility in computer use.

2. Describe the steps you should take to ensure the safe operation of digital
platforms and devices.

3. Explain the concept of data ethics and its importance in handling personal
and sensitive information. Discuss the principles of transparency, respect for
privacy, and accountability.

4. Analyze the impact of privacy laws on protecti rs mation in the

f illin Pakistan help

digital age. How do laws like the P @@W
safeguard user data?
5. Discuss the diff m property rights, including copyright,
trademarks 0% m
o
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ersonal information?
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software piracy or ung S€

. Outline effecti es for conducting safe and credible online research.
How aluate the reliability of sources and avoid privacy risks
during elrresearch?

. Discuss the concept of internet addiction and its potential impact on
individuals. How can recognizing the signs of addiction, setting time limits,
and finding offline activities help promote balanced internet usage?




