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" ohderstand and explain computer networks as systems: their objectives, |

receiver, protocol, message, and communication medium.
* Understand key concepts related to computer networks, including
-networking devices, network topologies, and transmission modes,
* Understand the 7-layer 0S| networking model and its related protocols.
* Understand the benefits of using computer networks, such as resource
sharing and data communication,
* Understand how data is transmitted across CDW ke including,

packet and circuit switching, ang

nd real-world applications of computer networks, including various
network-based services and how they are used.

* Knowstandard protocols involved in TCP/IP communications,

* Know key networking terms like the 5-layer OSI networking model, packet

switching, circuit switching, router, TCP/IP, 1P, UDP, DNS, DHCP, host,

browsers, layering, encapsulation, and various protocols involved in TCP/IP

Identify and describe different types of networks’ using the 7-layer OS

* Explain how data is transmitted across networks and describe
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In today's in‘terconn ' ZOmpy play a vital role in the
functioning of socie and\ busmesses. This chapter aims to provide a
compreh Qerstanding of computer networks as systems, including their

componepfs ‘ebje ives, and real-world applications.

6.1 Network as a System :

A computer network is a system of linked devices and computers that may
exchange data and operate together. Networks can range from small, Local Area
Network (LANs, Local Area Networks) to large area network, WANS, including the
Internet. Networks are arranged of various elements that work together to
facilitate communication depicted in Figure6.1.

! ; Figure 6.1: Network Diagram
The primary components include:
* Nodes: Devices that are connected to the network, such as computers,

smartphones, and printers. | e g@ -
= Links: The connections between CB‘DS i @n\re’ (like Ethernet

cables) or wireless (like Wi-Fi)

«  Switches: Devices ﬁ&

l@ nodes within a network to forward
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The Internet is the lafge W@\ﬁ#ﬁ;&ing} all the
networksworldﬁyg\
ﬂﬂmﬁu_ o :
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* Exa ing Switches -
* Imagine a file transfer in an office network. You send a file from your -
computer to a colleague's computer in another room.

* Thefileis splitinto packets, and each packet has the destination MAC address
(your colleague's computer).

* The packets are sent to a network switch.
* The switch examines the Media Access Control address and forwards the
packets only to the port where your col league's computeris connected.

*  Once all packets are received, your colleague's computer reassembles them
into the original file.

Example: Air Travel System

Think of sending people via air travel. Here's how i O@@)m

* When traveling, passengers a ight t ﬁ

groups (packets) and

assigned different flights (pa
with the final desti %‘m

REINIG :‘- different routes, through various airports (routers),
2 final destination.

6,1.1 Objectives of Computer Networks - koo
The primary objective of computer network is to enable resource sharing, data
communication and collaboration: '

1. Resource Sharing: Computer networks allow devices to share resources,
such as printers and storage, reducing costs and improving efficiency.
Example: In an office network, multiple computers can share a single printer,
reducing the need for multiple printers.

2. Data Communication: Networks facilitate data transfer, enabling

- communication through emails, instant messaging, and video conferencing.
Example: Employees in different locations can collaborate through video
conferencing tools like Zoom or Microsoft Teams, ©)

3. Connectivity and CollaborationbN g connect devices, allowing for.
remote access and collabor m- oductivity and flexibility.

.'.i Ir :
&

1& document in real-time using cloud-
o

Example: A team can
based services lik




i

L
E@MMWWM was invented by Tim Berners-Lee
1 1989, revolutionizing how we access and share information.

6.2 Fundamental Conceptsin Data Communication

Data communication involves the exchange of data between a sender and a
receiver through a communication medium. Key components include the
sender, receiver, message, protocol, and medium.

6.2.1 Components of Data Communication
It comprises of five basic components:

1. Sender: The device that sends the data. Example: A computer sending an

email. : @

2. Receiver: The device that recewes he d ‘@l@ rtphone
receiving the email. _ Q’%

3. Message: The data bg ' M mple: The content of the email.

4. Protocol: A set of rules eraing data communication. Example: The HTTP
protm:gl@@ﬁﬁd sb ommumcatlons

5. Medium:The physical or wireless path through which data travels. Example:
Ethernet cable or Wi-Fi.

6.3 Networking Devices

Networking devices include hubs, switches, routers, and access points are

responsible for the management and dlrectlon of network traffic.

6.3.1 Switch

Switch is a network device that connects multiple network devices such as

~computers, printers, and servers, within a network and allows these devices to

communicate with each other efficiently. Switches play an important role in

modern networks by efficiently managing data traffic and ensuring that

information reaches the correct device.
How Does a Switch Work?

A switch is used at the Data Link Iayer which is caII @@@; model
(Section 6.6). It uses hardware adéd dla Access Control
(MAC)addresses to forward, de dewce When a data packet
reaches at the swntch it ‘ |

onlytothed ata
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Figure §.3: A network switch connecting multiple devices.

(= ™ = 5,
| Tidbits
First time, switch forwards or broadcast data to all connected devices. Once it
has learned address of devices, it starts sendmg data to r%?‘{t :.' nati

Did you know that your home router often includes a switch
and a wireless access point? This allows you to connect Tidbit"s-

multiple devices both wired and wirelessly!

6.3.2 Router ' P :
A router is a networking device that mterconnects_': 2 A %:'*:.
networks or allows devices to connect to it. It directs 55
data packets between different networks. Think of it as / At home T'“‘"\
a traffic director on the internet, making sure that data =

gets from one place to another efficiently. Figure 6.2 '\
illustrates how a mobile internet connection (via SIM &~ }5_} .
card) integrates with a home network. Alternatively, 2= @m

an Ethernet cable can be used to obtai m Jerps
access and distribute it among-ho :@
enterprise environme

dl
are employed, as de%l%\ Mobile Wi-Fi Router

Figure 6.2: A typical home router

: NOT_FORSALE @ > Possts
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i\s nber on a mobile network. It allows the device to connect

to the network, make calls, send messages, and access Internet. -/

How Does a Router Work?

Packets: Each packet contains part of the data and the address of the destination.
The main job of router is to find the best path for each data packet to deliver its
destination.

Routers use something called a routing table to decide the best
path for data packets. This table lists the possible paths and
helps the router make efficient decisions!

To keep your network running smoothly, always use high-
quality Ethernet cables and ensure your switch is placed in a( T|db|t5)
ceol ventilated area to prevent overheating.

6.3.3 Access Point

An Access Point (AP) is a networking
device that facilitates the connection of => =

wireless devices to a wired network. It
works as a link between your computers
and smartphones or any other wiretess
device and the internet.

W\J Point
Figure 6.4: A typical Access Point




How Does an Access Pomt Worlc? @@
An Access Point works by receﬂ%mg;daih twork and transmitting

it wirelessly to your devices your wireless devices and
sends it to the wlre

Access Points use radio waves to transmit data, similar to
- how your favorite radio station broadcasts music! -

Class activity
Create a human network with students. Assign roles such as Access Poin
Router, and Devices. Use ropes to represent connections. Show how data
moves from the Access Point to the Router and then to another network. -

\ connect
m perfect

R | ( Tidbits )
Whv.'-}{&@t@r%J up an Access Point, place it in a central location to ensure the
best coverage and signal strength for all your devices!

6.4 Network Topologies
Network topologies are methods
used to define the arrangement of
different devices in a computer
network, where each device is
called a node. The reliability and
performance of a network are
impacted by the way its devices are
linked.

6.4.1 Bus Topology /XW
~ In a Bus topology, all dewces E : XY

asmglecommumcat@ m ach device is connected to this central

cable.




6.4.3 Ring Topology

In a Ring topology, each device is conne
circular pathway with other devices, Dz

in one direction, passi \iﬁ&v
device. Q\ \\ \ ) |
Exampr relay race where each |

runner the baton to the next runner in
acircle until it reaches the starting point again.

Figure 6.7 Ring Topology

Ring topology can handle high traffic, but if one connection fails, the whole, v I8
networkis affected. Then 2-way ring can solve this issue to some extent. ( Tid bfts :

o R
£ 5 % J '\  6.4.4 Mesh Topology

A "“.i_" u__"_"“ In a Mesh topology, each devi nected to
. ;7— every other devi i ,,@:L- h redundancy
o<y T

; it
]

Figure 6.5: M

Example: Imagine a city where every house is directly connected to every other
house by roads. If one road is blocked, there are multiple alternative routes.

Mesh topology is very reliable because if one link fails, data
can be rerouted through other links.




6.5 Transmission Modes
Network communication modes describe how datacis fF j between

devices. There are three primary mede 1 : ‘rh Duplex, and FulI-DupIex
cher

as shown in Figure 6.13.4et’ lorele
analogies! WQ \

6.5.1 Simpww ation

In Simplex ¢ unication, data transmission is unidirectional, meaning it flows

in only one-direction. A advice can either send or review data in this
communication.

S g [ ¥ -ﬁ e s B P o N m“&
ik alzlelshalolol clel sl o o =l /0
w JOIWIERRITEYRUL i JodPlifi], M2 BEOEE
mes fAlSQORF G Rl fiT ] afslel+ >
zZixjcivialnimi:1: i a 1fzla
Aaj¥ie o N

Figure 6.9: Simplex Communication
Example: Keyboard to computeris an exam(pfiof si
i o
' ﬂuﬁﬂ ARLATANS .
nunjtation, the direction of data flow is fixed,

ication is needed! :

6.5.2 Half-Duplex Communication :
In Half-Duplex communication, data transmission can occur in both directions,

but not simultaneously. One device must wait for the other to finish transmitting
before it can start.




s

as or tov\fe | monstrate Half-Duplex
eti3tlident take turns speaking and listening:

Full-duplex communication allows for simultaneous data delivery in both
directions. Both devices may transmit and receive data simultaneously at the
same time. i

W " Full Duplex

Figure 6.1 1: Full-Duplex Communication
Example:
Telephone conversations are an example of Full-Duplex communication. Both
eople can talk and listen at the same time without waiting for theirtam.
ReoR g o SRS
< N0

Full-Duplex communication allo ‘ A
| fat o

: & \gHigient” data . J
transmission, making it ideal\
systemns like internethrow HncHvideo calls !
1

T-communication ( ﬂdth
NN

. ' ™
The first telephones were Half-Duplex, where only one person
could speak at a time. Modern phones use Full-Duplex, allowing
both people to talk and listen simultaneously! E

Class activity

_@@sorta the

GIN," but the system

| The first message sent over the ARPAN
internet, was "LO. %@@
as ers.




6.6 The OSINetworking Model : :
The Open Systems lnterconnectiog (Qsl ' @@@@@:@ used to
understand how differe netwo@ég S as 7 layers, each with
a specific function. Le @ '
daily lifw ir% :

<with examples and relate them 0

Layer 1: Physical Lay
The Physical
roces

ere:
Example: Imagine the hardware that connects computers, like a Network

terface cables, repeaters, hubs and connectors.

| The Physical Layer includes everything from the cables to the
voltage levelsused to transmitdata! ,

Layer 2: Data Link Layer
‘Error detection and correction, as well as node-to-node data transport, are

handled by the Data Link Layer. It ensures error-free data transmission from the

Physical Layer. _ ® m
a w &Qersections, which

Example: Think of the Da
allisions.

manage the flow q(ji&s

NOT FOR SALE-PESRP
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devices an

Draw a simple d label the physical

Layer 3: Network Layer

The Network Layer is responsible for data transfer between different networks,
It determines the best path for data to travel from the source to the
destination,

Example: Imagine a Gps system finding the best route for you to travel from
home to school. ;

The Network Layer uses |p addresses to route data between
networks! : '

(Tidbitsj

Layer4: Transport Layer

The Transport Layer ensures that data is transferred fr Ferunning
On source end system to a process sg “ on end system. It
manages data flow control and error' {‘3 :
Example: Think of th@ NSy dyer.ds-a delivery service that ensures your
package arrives safel %

he Transport Layer uses protocols like Transmission Control
Protocol (TCP) to ensure reliable data transfer!

Layer 5: Session Layer _ :
The Session Layer manages sessions between applications. |t establishes,
maintains, and terminates connections between devices. |

Example: Imagine a phone call where the session layer sets up the call, keeps it
connected, and.ends it when you hang up. - |

Layer 6: Presentation Layer ’%gz% @
'a

The Presentation Layer een the application layer and the
network. It formats an
_ system. W{Rﬁ o\

to ensure it is readable by the receiving
NOTOR-PEW




Example: Think of the Presentation Layer as atra v :
one language to another so that lg:\ore%??&p\ ' {é R
| = IS

®) " \4]\\“}»5 ;
antat ayer handles data encryption and J

Layer 7: Eplicati'on Layer _

The Application Layer is the closest to the end user. It provides network services
directly to applications, such as email, web browsing, and file transfer.

Example: Imagine the Application Layer as a waiter taking your order in a
restaurant and bringing your food.

List the applications you use daily and identify which rely on the
Application Layer for network services. | -

6.7 Ipv4 and lpvé
Internet Protocol (IP) addresses are unique identifiers assigned to devices

connected to the Internet. There are two primary Versjons: Pvé. Let's -
explore the differences between them Wg& hem to daily
life. ‘

6.7.1 Internet Prot - Py :

IPv4 is W the Internet Protocol and the most widely used
today. | ‘it address scheme, allowing for approximately 4.3 billion
unique addresses. To find the total number of unique IPv4 addresses, we

calculate 2 which represents all possible combinations -of 32 bits, ie. 2+
=4,294,967,296.

172 . 16 . 254 . 1
¥ ¥ ¥ ¥

10101100 .00010000 .11111110 .00000001

| = gl i
1 1

8 bits

" N@@@

driess Format



SRS Ry -
= Mten in four sets of decimal
anging from 0 to 255 (e.g. 192.168.1.1).

6.7.1 Internet Protocol version 6 (IPv6) : : :

IPv6 is the most recent version of the Internet Protocol designed to replace IPv4.
It uses a 128-bit address scheme, allowing for an almost limitless number of
unique addresses.

Example: Imagine an 1Pv6 address like a digital fingerprint. It can provide a

unique identifier not Just for houses on a street, but for every grain of sand on a

IPv6 was developed to address the depletion of |py4

addresses due to the rapid growth of | et and
connected devices, m 0@@ :
o '

ces’

6.8.1 Introducti ‘ miocols ‘ o
Protocols ules that govern data communication. Common protocols
include T  HTTP, FTP and SMTP.

Example: HyperText Transfer Protocol (HTTP) is used for transferring web pages
overthe internet. :
6.8.2 DNSand GHCP

Domain Name System (DNS) . ,
DNS translates domain names to IP addresses, making it easier for users to
access websites, ; _
Example: When you type www.example.com in 3 browser, DNS translates it to
the corresponding IP address.

Dynamic Host Configuration Protocol (DHCP)

DHCP automatically assigns IP addresses to devices on a netwo!ifying

network management. @D@

Example: When a device connects toa V@@m assigns it an IP
"address. , ’\ ;

6.9 Network Secu m&\J

e ures to protect data and prevent unauthorized




access to computer networks. Le

and some key concep ‘.. e

6.9.1 Importance gf\Netwbrk\Security

Network se 0fta

» Data PRy n: Ensurmg that sensitive mformatfon is not accessed or
altered by unauthorized users. -

« Preventing Attacks: Defending against mahcnous attacks that can disrupt
networks and steal data. : ;

 Maintaining Privacy: Safeguarding personal and confidential information
from being compromised

+ Ensuring Availability: Ensuring that network resources are available and
accessible to authorized users.

6.9.2 Key Concepts in Network Security

Firewalls

Firewalls are security systems that monitor and control i mcommg@ utgoing

network traffic based on predetermined E;imty W@ i@

Figure 6.14: Firewall Concept

untrusted external etworks
%K\miﬁ




understood by auth the correct decryption key.

Decryption is t W converting the encrypted data back to its original
form., \fr\ =

Exampl% ,

Plain Text: Hello, World!

Encrypted Text (using a simple shift cipher): Khoor, Zruog! where each letter in
the plaintext is replaced by the letter that js 3 positions down the alphabet,
Decryption: Converting "Khoor, Zruog!" back to "Hello, Worldi* using the same
shift cipherin reverse. '

Ciphertext Exchanged Between Countries ‘ _

Countries often exchange sensitive information securely using encryption. The

Encryption transform}c%ﬁ%:&fé\ Souhe ormat that can only be read or

Encrypt a simple
letter is shifted by

‘with a._dassmate_-_a 0 :

communications. The abi 3 man Enigma-
ry.

WOWN | encrypted messagessigniﬁcanﬂycontributedto-theirvicto
Use strong encryption algorithms to protect sensitiv&“dbﬂ
n

information, making it unreadable to unauthorized users,

Passwords and Authentication :
Passwords and authentication methods eénsure that only authorized ysers can
access network resources, :

| Class activity _
Discuss the importance of strong passwords and practice cre tingrgecur
passwords using a password generator. _[12)\ (

6.93 Common_ Threats to Network Seguri )
* Malware: Malicioys s a WMSES, Worms, and ransomware that
candamage or steal ﬁiw
R

* Phishing: Atte < users into revealing sensitive information

NOT FOR SALE-PESRP '\
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throug deceptive e

®
« Denial of Service (Do$§ ks:Overwhelming a network with traffic to
disrupt its norma Operatic and make it unavailable.

* Man-in:the:Middle Attacks: Intercepting communication between two
parties to steal information or alter messages.

6.10 Types of Networks

Networks are classified based
on their size, range, and
purpose. Let's explore some
common types of networks
and understand how they |
work.

6.10.1 Personal Area
Network (PAN)

A PAN is a small network used
for communication between
personal devices, such as :
smartphones, tablets, and laptops) within L ge. Example* Bluetooth

connections between a - (
. o] (\&
A= ]

] \N the ¥ ge e of a PAN is typically a few meters, perfect for 7

personal device communication.,

Locai Area Network (LAN)
A LAN is a network that connects computers and devices within a limited area,
such as a home, school, or office buﬂdmg




Iarge Campus,
together.
Example: The network that connects various [
branches of a university across 3 city is a
MAN. :

Figure 6.17: Metropolitan
. Area Network (MAN)

& |'AMAN can cover an area of up to 5.(}__!5_,3] meter

| forcity-wide ocrnnectmg i m (030
6.10.1 Wide Area Ne e lt — :

A WAN covers a large Gedgraphita area, connecting multiple LANs and MANs.
Theinternet st \"5 ‘* @mple of s WAN. :

Example \N\; Stwork that connects different branch offices of a multinational
company across countries is a WAN '

3

wmgum 6.18: Wide Area Network (WAN)

AL =




Use a Virtual Private Network (VPN) to securely
WAN and protect your data Wh?ﬁ{ ﬁﬁsgg\ )

6.10.1 Campus Area N Em L
A CAN is a networ multiple LANs within a limited geographlcal
area, such campus or a business park.

Example: Thenhetwork that connects various departments and buildings within a
university is a CAN.

Understanding the different types of networks helps us comprehend how data
travels from one device to another, whether within a single room or across the

globe. Each network type serves a specific purpose and is designed to handle
various ranges and sizes.

Flgure 6. 19 Campus Area Network (CAN)

6.11 Real-World Applications of Computer Networks

6.11.1 Business

In business, networks enable efficient communlcatlon, resource sharlng, and
data management.

Example: Companies use intranets to share information and resources secureiy
within the organization. :

- 6.11.1 Education

Educational institutions use networks to provide online Iearnmg platforms,

virtual classrooms, and access to educational resources.

Example: Universities use Learning Management Sy ya 1 ckboard
4 &)

and Moodie to deliver course con int é- ﬁ 5

6.11.2 Healthcare
g of patient information, telemedicine,

Healthcare networks fa




and access to medical databases. . g“\@
Example: Hospitals use Electronic Health W@b@@ ms to store and

retrieve patient data efficien
P/tP Communications

6.12 Stal'ldar VL
6.12.1 Introdu ‘v

TCP/IP it ontrol Protocol/internet Protocol) is the fundamental
suite ols for internet communication.

6.12.2 Key Protocols i ;
« Transmission Control Protocol (TCP): Ensures reliable data transfer.
* InternetProtocol (IP): Handles addressing and routing of data packets.

¢ User Datagram Protocol (UDP ): Provides faster. but less reliable, data
transfer. ;

* Domain Name System (DNS): Translates domain names to IP addresses.

* Dynamic Host Configuration Protocol (DHCP): Automatically assigns IP
addresses. :

6.13 Network Security Methods
6.13.1 Firewalls '
Monitor and control incoming and outgoing network t e
sH @0@6@

6.13.2 Encryption
Protects data by converting it

moassbiraBifaL) |
el

6.13.3 Antivirus

' Class activity s
Have students discuss the advantages and disadvantages of different
network security methods. -

Summary
.* . A.computer network is a system of interconnected computers and devices

that communicate and share resources. :

« The primary objectives of computer networks are to enable resource sharing,
data communication, and connectivity between devices, _

« Data communication involves the exchange of data between a sender and a
receiver through a communication medium. _

* Protocols are sets of rules that govern data communication. Common

protocols include TCP/IP, HTTP, FTP and SMTP c©
-+ Arouter is a device that connects(diff Ts\) together and directs
data packets between the A0 \ ' -

*  When you sen net, it gets broken-down into smaller

pieces called pa 197

R —
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» A switch is a network device that co computers,
printers, and servers) within a Leca
*  An Access Point (w at allows wweless devices to

connectto awiredn

»  Network t to the arrangement of different elements (links,
nodes, mputer network.

* Ina Bus topology, all devices share a singie communication line called a bus.
Each device is connected to this central cable.

- In a Star topology, all devices are connected to a central hub or switch. The
hub acts as a repeater for data flow.

* InaRing topology, each device is connected to two other devices, forming a
circular data path. Data travels in one direction, passing through each device.

* In a Mesh topology, each device is connected to every other device. This
provides high redundancy and reliability.

» In Simplex communication, data transmission is unidirectional, meaning it
flows in only one direction.

« In Half-Duplex communication, data transmission can occur in both
directions, but not simultaneously.

* In Full-Duplex communication, data transml Si
directions simultaneously.

* The Open Systems Intercon

is a framework used to

understand how di ocols interact.
* Internet Protoco are unlque identifiers assigned to devices
: connecmwm t. There are two primary versions: IPv4 and IPv6.
¢ DNS tre domain names to IP addresses, making it easier for users to
access websites.

« DHCP automatically assigns IP addresses to devices on a network, simplifying
network management.

» Network security involves measures to protect data and prevent

unauthorized access to computer networks.
» Encryption transforms data into a secure format that can only be read or
understood by authorized parties with the correct decryption key.
. APAN is a small network used for communication between personal devices,
such as smartphones, tablets, and laptops, within ashort range. _
« A LAN is a network that connects computers and devices within a limited
- area, such as a home, school, or office building. !
- A MAN is a network that spans a city or a large campus, connect multiple
LANs together.
* A WAN covers a large geographi
MANs. The internet is the larg o5t exe
'

NGt eLANsand '
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Multiple Choice Questions (MCQs)
1. What s the primary objective of computer networks? :

() Increase computational power

(b) Enable resource sharing and data communication

(© Enhance graphic capabilities -

(d) Improve software development
2. Which device is used to connect muitiple networks and direct data packets
between them?

" (a) Switch (b) Hub (c) Router (d Modem
3. Which layer of the OS] model is responszbie for node-to-node data transfer .
and error detection? :

(2) Physical Layer (b) Data Link Laye
(c) Network Layer (d) ranspon -
4. Whatis the functlon ofthe Dom

3. Which method of data transmission uses a ded:cated communication path?
(a) Packet Swrtchmg () . Circuit Switching
(¢) Full-Duplex . @ Half-Duplex
6. What is encapsulation in the context of network commuinication?
(a) Converting data into a secure format
(») Wrapping data with protocol information
(¢) Monitoring network traffic
(d) Translating domain names to IP addresses _
7. Which protocol is used for reliable data transfer in the TCP/IP model?
(@ HTTP (b) FTP ey TCP (@) UDP
8. What is the main purpose of a firewall in network security? -
(a) Convertdatainto a secure format a @
() Monitor and control network trqﬂ%c @%ﬁ
(c) Assign IP addresses @
(d) Translate domain‘Bamés

9. Which network t o) - - salldewcestoacentralhub? -
(@ Rin ®) Mesh () Bus () - Star
10. What s a ey benefit of using computer networks in businesses?

(a) Increase computatronal power




(b) Enableresource sharingand e Ci
(¢) Enhance graphic capabiliti

o
(d) Improve softwa

Short Questions :
. Define Mmcaﬂon and list its key components.
Explain the role of routers in a computer network.

What are the main functions of the Network Layer in the OSI model?
Describe the difference between packet switching and circuit switching.
What is the purpose of the Dynamic Host Configuration Protocol (DHCP )?
How does encapsulation ensure secure communication in a network?
Differentiate between TCP and UDP in termis of data transfer reliability.
Explain the importance of encryption in network security.

What are the advantages of using a star topology in a network?

1 0 How do firewalls contrlbute to network security?

Long Questions
1. Discuss the objectives of computer networks and provide eX@m of how
they facilitate resource sharing and data co mun

2. In a Simplex commumcat:on S
500 bits per second (b p%

CONPUAWN

r smltted at a rate of

srmt a message if:

(a) it is of 10 kil it is of 10 kilobytes.
3. Describe h is\tra nsmltted across computer networks using packet
switching a it switching.
4. Discuss the role and importance of protocols in data communication. Explam
the functions of key protocols such as TCP/IP, HTTP, DNS, and DHCP.
5. Evaluate different methods of network security, including firewalls,
encryption, and antivirus software. _
6. Describe real-world applications of computer networks in business,
education, and healthcare.
7. Compare and contrast the different types of network topologies (star ring,
bus, and mesh).
8. Consider a shift cipher with a shiftamount of 4.

(a) Encrypt the message "SECURITY".

: (b) Decrypt the message "WMXYVMI". : :

9. An IPv4 address is a 32-bit number. Calculate the tot b@(@mue IPv4
addresses possible. ;

(a) e calcula ; . ' er of IPv4 addresses.
®) many aduresses are eft if 10% of the total addresses are




