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Chapter -3 Network

3.1 COMPUTER NETWORK _

Q.1
Ans:

LONG QUESTIONS syl

Define a computer network. Explain in detzil|the need, ¢i comprrterae work! (X 2+U.B)
f‘OMI’U ER NEIWORK '

Definition:
“A comnuier network-is.a groun ¢f comneter, sy<terns and other computlng hardware
devices-liniked Tousther xhr)uglw f‘ommumc:tlon channels.”
OR
“A chmpuier netvx ork; is a digital telecommunication network which allows nodes to
hiae rEntsices.”
.\ueed of a Computer Network:
A computer network is established for the purpose of sharing resources. Examples of
resource sharing are:
File sharing
Hardware sharing
Application sharing
Sharing a single internet connection
User communication
e Increasing storage capacity
File Sharing:
Networking of computers helps a network user to share files. The file sharing is helpful to
complete a task systematically.
Examples:
e If you need date sheet of your board examination, you can get the file through the
Internet, without visiting BISE office.
e If all your school teachers want to prepare a combined result using computers, they
can share files over a school network or the Internet.

@ -

‘Ilr sharin g

Hardviare, Shaiiig: - . -
Users canishaie, dovicés ow the winputer network such as printers, scanners, CD-ROM
drivies, Hard digk d. Ives'etc.

o dEarnnte:

Il & office, usually there are less number of printers and scanners than the available
number of computers. Using a network, these resources are shared to get a cost-efficient
solution.
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- Resource Sharing

H:,{j\ ﬂ@-‘tiﬁn Sharlnq

ppllcatlon sharing means that more than one users may use the same application over
the network.
Example:
In a bank; cashier, manager, ATM users use same application over the network. Bank
balance updated at one point is updated for all branches immediately.
Sharing a Single Internet Connection:
Using a network at home or office, we can share one Internet connection with more than
one user.

Example:
Different people at home or office, use a single WIFI connection for internet sharing.

A
\r'l 5 \ G@©§ﬁ?d

ﬂﬁhn; Ny :

User Cn n r1u1 (;__dﬁ‘ﬁl

NJ “w communlcate using e-mail, newsgroups, and video conferencing etc.
iietwork.

ucatlon with many people sitting on different locations is possible due to a

Example:
A video conference comprises the technologies for the reception and transmission of
audio-video signals by users at different locations.
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Q.2
Ans:

Increasing Storage Capacity:

Storage capacity means the limit to store data in a computer. If we conner‘f our comotiter, |

to another computer having more storage, then we can also use thiedisk, space] (T tat
computer. In this way we can store and access files remeteiv. ™, | | /

Video Conference
Write a detail note on client server model. (K.B+U.B)
CLIENT SERVER MODEL

Definition:
“In a client-server model, server provides a service and a client gets that service.”
Client:
A client is a process that accesses a service provided by a server.
A Client is Hardware or Software:
It is important to know whether a client is hardware or software. In general, a client is a
hardware such as a cell phone, laptop and desktop computer, but in particular the
software running on that hardware is the process which makes it a client.
Examples:
e We use web browser as a client.
e Anemail user acts a client.
Server:
A server is a physical computer dedicated to run services to serve the needs of its clients.
Example:
Computer providing email services like Gmail, is an example of a server.
Types of Server:
Depending on the service that is running, a server could be:
File server
Database server )
Print server —~ <y (i
Web server —\ _ N o g

Client-Server Communication
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Q.1

Ans:

Q.2

Ans:

Q3

Ans:

Q.4

Ans:_.. \
A "!f',.'«',_'e_ cariect our computer to another computer having more storage, then we can also

Working:
A client application requests some services from another application which acts asa
server. ; 1<

Examples: ! ¢ .
e When we access a website using a web ) owsor fa chent we jer-csitients on our

screen served by a server. |

e Qur-eriails are there-an scrme’servii. whe cijent piuvides a user interface to carry out
actiors) lika giving (sernarse and_pasa'.'-m'rd. It forwards requests to the server, which
veri Fie‘. crecentielsiand sersesour email records.

Adv. niet ges or a client server model are:

« Data and resources are shared and controlled centrally.

e It provides high security.

Disadvantages:

Disadvantages of a client server model are:

e Whole network is affected if server goes down.

e Too many requests may overload the server and become the cause of slow response.

SHORT QUESTIONS
What is a computer network? (K.B)
COMPUTER NETWORK
A computer network is a group of computer systems and other hardware devices linked
together through communication channels.
What is meant by file sharing? (K.B)
FILE SHARING

Networking of computers helps a network user to share files. The file sharing is helpful to
complete a task systematically.
Examples:
e BISE requires your picture and your bio data for admission form. They can get all

these files over a network.
e Sharing files with others who are living in a different city or even country is also

much helpful. yr
What is application sharing? Answer with the help of an example (Ex 053 IS‘) (K 1.5 ;- 1%

APPLICATION SHARING "

Application means that more than one-Lser ' ay L'SC th° < ne appl canun o~ 'er he- nuwork
Example: \ == L \
In a bank:-eashier, managgr, | ATM ugersiuse mrne le.uatlon o»er the network. Bank
balanca uodaied af OHE Toin: is @.;p\ulq%t aratiranches immediately.
How cen we <ture and cCC‘:‘ < files remotely? (U.B)
i W “~ ACCESSING FILES REMOTELY

use the disk space of that computer. In this way we can store and access files remotely.

Example:
DropBox is used to access files remotely.
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Q.5 Define afile server. (U.B)
Ans: FILE SERVER _ -
Definition: ; [y |
“In a network a computer prov1d1r zthe space £ai storing and sceessing, 9i=s, s
called a file server.”
Example: :
Google Drive is an examnle of file sgrver. ;
Q.6  Define.aworkstation; S (U.B)
Ans: ' | WORKSTATION
Rafin &Wn \
_ | ¢ ~“n-a network, the computer accessing the space provided by server, is called a
IR\ sJorkstation.”
' Example:
Our laptop or mobile accessing Google Drive is an example of workstation.
Q.7  What s client server model? (U.B)
Ans: CLIENT SERVER MODEL
Definition:
“In a client-server model, server provides a service and a client gets that service.”
Examples:
e Email (Electronic Mail)
e WWW (World Wide Web)
Q.8 Differentiate between server and client. (K.B+U.B)
Ans: DIFFERENTIATION
Following are the differences between server and client:
Server | Client
Definition
e “A server is a physical computer dedicated to | ® “A client is a process that accesses a
run services to serve the needs of'its clients.” service provided by a server.”
Examples

e Computer providing space for remote | e We use web browser as a client.
storage like Google Drive, is an example | e An email user acts a client.
of a server.

Q.9
Ans:

Q.10

Ans:

How client and server communicate with each other? (Ex. Q-3.3 [1]) (U.B) e =

CLIENT SERVER COMMUNICATION )

A client application requests some services from another anr)l*” “*lon wl ||ch &\,rc ala s*nw'
Example: et
When we access a website i g a WH-’ hrowser (a cluﬁn ) e uet cc,nte' 1t< on our screen served
by a server._ -
In a cue 11 derver I"ﬂ“"iEL |s P|I€\Q S).fvvam ‘or hardware’> Give reason to support
your argsv: AL (Ex. Q-3.3[10]) (U.B)

BRI J.,L NT SQFTWARE OR HARDWARE

l|L al¢ Ilnr t s= v2rnodel, the client is a software.

¥ e(m.won.

In general, a client is a hardware such as a cell phone, laptop and desktop computer, but
in particular the software running on that hardware like a web browser, is the process
which makes it a client.
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Q.11
Ans:

Q.12
Ans:

10.

12.

What are the advantages of client-server model? (K.B)
ADVANTAGES OF CLIENT SERVER MODEL ) -

Advantages of a client server model are: ~ [«

e Data and resources are shared and contruiled cenfraliy:

e |t provides high securitv._, . '

o Less powerful computerscanic U Used u's' r:Ii énta )

e Itis-aasy'to exnandg: \ L

Write aeian ke gizadvanteages o'r umt “server model. (K.B)

| DISDVIANTIASES OF CLIENT SERVER MODEL

Disa Ivantaiqés_ 0t 2iciient server model are:

4 vihglenetwork is affected if server goes down.

e High cost servers are required.

e Too many requests may overload the server and become the cause of slow response.

e If server is affected by virus, the whole network may be affected.

MULTIPLE CHOICE QUESTIONS

Computers can be linked through: (K.B+U.B)

(A) A wire (B) Wirelessly (C)BothA & B (D) None of these

Medium connecting multiple computers in a network is called: (K.B+U.B)

(A) Communication medium (B) Communication channel

(C) Transmission medium (D) All of these

A computer allows nodes to share resources. (K.B)

(A) Network (B) Protocol (C) Software (D) Hardware

It is the most well-known example of “network of networks”. (K.B)

(A) LAN (B) Internet (C) ATM (D) MAN

Using a network, hardware resources are shared to get a solution. (K.B)

(A) Costly (B) Difficult (C) Cost-efficient (D) Complex

ATM stands for: (K.B)

(A) Automated Teller Machine (B) Automatic Machine

(C) Automatic Transaction Machine (D) Atomic Machine

Networks allow users to communicate using: (K.B) .

(A) E-mail (B) Newsgroups — —

(C) Video conferencing (D) All of these—. < ™, | - \ e

Storage capacity meansthe _ —, to¢ : torp ala 't cem’! pU; ter e 'ZK.B)

(A) Memory (B) imit__ 7 /7 (C) D1sP ARRR (L)) All of these

Which of iiiz followms arpvines serviced to sicre fiies remotely” (Do you know?) (U.B)

(A) Drezshx! (®) Gho ;;nhr_]y* ~(C) Gmail (D) Both A & B

It gets the ser) /rceﬁ m  net veork. (K.B+U.B)
_(A\ Client | | “(B) Server (C)BothA &B (D) None of these

_{ ur-ernails are stored on: (K.B)

(A)PC (B) Mobile (C) Server (D) Tab

Depending on the services that the server is running, it could be: (K.B)

(A) File server (B) Database server (C) Web server (D) All of these
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3.2 PHYSICAL STRUCTURE OF NETWORKS _

Q.1
Ans:

Q.2

Ans:

LONG QUESTIONS e

Write a detail note on bus topology with@ diagram, " ™ (Ex -7 |J]) KREDB)
&isr POLOGY,

Definitions: -
A bus topuingy connects alli devices, of ithe netwoik through a smgle common cable
having-exastly twe-eni polm —

Way ot Chansactiori;
Bis opolcgv OFfers-a simple way to connect devices. All the communication occur
thecL glncosamon transmission medium.
Backbone:
The common cable is called backbone of the topology.
Working:
In bus topology, a computer sends data to common cable. It reaches each computer in a
network. The computer checks the destination address. If the address matches with the
computer’s address, it receives the data. The terminals at both ends of the cables are used
to absorb the data, if no one receives the data.

Buspromgy

Advantages:
e In bus topology, failure of any single device does not affect other devices connected

with the cable.
e |tiseasy to add or remove a computer.
e |tissimple and easy to use.
e Itisinexpensive.
Disadvantages: : _ §
e If there is some problem in the shared communlcatlon cahJﬂ t1e Aii_.oi-her;'c'_'evmes.'
can stop functioning. \ AN e N
e It does not work well for.large nu nber 4 f(meu*eh ' e
e Itis difficult to troublethc Uy J”ON o, '
e It getsBIow, as thenuimbeloflcomyibterincraases’
Explaii *‘tnr“ropn@gywltwa giageam. (Ex. Q-3.4 [1]) (K.B+U.B)
1 | “3TAR TOPOLOGY

- DLfIIIItI('ﬂ
N U 1ggology connects all devices using point to point connections via cables to a

Central point.

Central Device:

The central device controls all the traffic. Therefore, devices can transfer data to each
other only through central point.
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Q.3
AnNs:

Hub or Switch:
The central point (device) in star topology is known as a Hub or SW|tch

Working: s
In star topology, a computer sends data to theicentral dersies, T3 *e cu'tr | ey’ ce rN'\nﬂ-:zea

the destination address. It then sends triz data'to the de' tn a'rlrm Lomputer L

Star Topology

Advantages:
e Itiseasy to install and reconfigure.

e |If there is some problem in a cable, then only the respective computer gets
disconnected from the network.

e ltiseasy to add or remove a computer.

e Itis easy to troubleshoot a problem.

Disadvantages:

e |f there is some problem in the Hub or Switch, whole network becomes dead.

e Star topology consumes more cable than the bus topology.

e It requires additional hardware i.e. hub or switch.

e It becomes expensive. —_ N r L

Write a detail note on ring topology. B T X QAL (KBELBTL -
RIN_:_TQP")zggz Ly AN Y C A0

Definition: = o VALV Y -

A ring topology connects & conr plmr I\ |tr e fax Uy two nther (,ump lfmrs forming a ring of

computew% Vo

Types:= 4 4 v L \

A rmg tmpoirogwcorn l)e

s Linidireninhéd

_ F |u|rect|0nal

Unidirectional:

In a unidirectional ring topology, data is sent either clockwise or anticlockwise.
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Q4
Ans:

Bidirectional: .
In a bidirectional ring topology, data can travel in any direction (both f‘|OCkWISE aad- |
anticlockwise). - [y

Worklng RN I

In ring topology, a computer can sed :iata t( it: rn’nvdmp I'eighhoi U Jon-reck iving data, a
computer may pass data to its 1exf rfug’1bor i this way, dcta reack s, th desired destination.

ngTopoIogy

Advantages:
e Ring topology does not require a central device to manage the connectivity between

the devices.

e All the computers in this network have equal access to network resources.

e Itis less expensive than star topology.

Disadvantages:

e Inring topology, a failure of connection between two computers may down the whole
network.

e Adding or removing new computer is not easy.

e Itis slower than bus topology.

e Itis difficult to troubleshoot a problem.

Describe mesh topology with a diagram. (Ex. Q-3.4[1]) (K.B+U.B)

MESH TOPOLOGY

Definition:

Mesh topology connects all devices with each other through a direct link.
Mesh VS Ring:

As compared to ring topology, data may reach its destination quickly.

Working:

Mesh topology involves the concept of routes. A data can be sent g diffeient 5Gees t“le-. '_ \
paths from source to destinations. If one of 'rhe connectln fws dojwi | H ne déta Gandula-

alternate route to destination. e o , \ A

Mesh Topology
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Advantages:
e The mesh topology is more reliable as it offers point-to-point connectien

e Itis also considered more secure as data travels only betwePn a snnu-m anala rieiver.

e It has high tolerance due to multiple roties. ¢ :

e Itis easy to troubleshoot-a proble n.

Disadvantages:

e The-mizsh topelagy 1s, EXELnzive in terrﬁq ufe
COrEEsy COINPUTRYS.

e Itis'diificulytc IHStlh ang bonflgure

SHORT QUESTIONS

Network

abie cost as it uses a lengthy cable to

(I I— oW a phyS|caI structure of networks can be classified? (U.B)
Ans: LASSIFICATION OF PHYSICAL STRUCTURE

Physical structure of networks can be classified in terms of:

e Types of Connection

e Topology
Q.2  How can two devices communicate with each other? (U.B)
Ans: COMMUNICATION

Two devices can communicate with each other when they are connected in some way to

the same link at the same time.
Q.3 Write down the types of connections. (K.B)
Ans: TEYPS OF NNECTION

There are two possible types of connections that are:

e Point to Point

e Multipoint
Q.4  What is the difference between point-to-point and multipoint connections?(Ex. Q-3.2 [7]) (U.B)
Ans: DIFFERENTIATION

Following are the differences between point-to-point and multipoint connections:
Multipoint Connection

Point-to-Point Connection

A point-to-point connection is a direct link
only between two devices, i.e., a sender
and receiver.

In multipoint connection, there is a link
between a sender and multiple receivers.

In this connection, only two devices can
share a single link.

In this connection, more devn:es can share
a single link.

There is a point to point connection
between a remote control anda TV. —,

In a Wi-Fi_bazainetvsoK.a .cumle ImL

shased airinn; 4 multml&. (e!ICc°r A

Q5

Ans:

Define network topologyiAilso wi: e namps iits types. |

Defmmm

wvees |\ \ ) )| (KB)

“Netwoik r0‘)010 Jy ln me\% sical arrangements of devices and connecting lines

in a netvyork.” Al B
T Jynes ol T 3)n‘ch

| e Jow Dasic network topologies are:

Bus topology
Star topology
Ring topology
Mesh topology

.O..'—”
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Q.6

Ans:

Q.7

Ans:

Q.8

Ans:

What is bus topology? (K.B)
BUS TOPOLOGY
A bus topology connects all devices of the network through a snhgle 20RO cablw' 1a\,n‘r*
exactly two end point. !
Backbone: -
The common cable is called La( Krcne cftne toovlcgy
What are the advdi Heges of star tcocloqy) (K.B)
oL ARVANTAGES
Follawing ale ihe &ds /av-tages of star topology:
¢« [ I isgacy 0 install and reconfigure.
¢ If there is some problem in a cable, then only the respective computer gets
disconnected from the network.
e |tiseasy to add or remove a computer.
e |tis easy to troubleshoot a problem.
Differentiate between bus and star topologies. (U.B)
DIFFERENTIATION
Following are the differences between bus and star topologies:
Bus Topology | Star Topology
A bus topology connects all devices of the | ¢ A star topology connects all devices using
network through a single common cable point to point connections via cables to a
having exactly two end point. central point (device).

It consumes less cable. e |t consumes more cable.

It works well for small number of |e Itcan handle large number of computers.
computers.

e Itisinexpensive. e Itisexpensive.

Q.9 How does ring topology work? (U.B)

Ans: WORKIN F RING TOPOLOGY
In a ring topology, a computer can send data to its immediate neighbor. Upon receiving
data, a computer may pass data to its next neighbor. In this way, data reaches the desired
destination. -

Q.10 What is the difference between unidirectional and bidirectional rmg tnn wgr AATEBy '

Ans: DIFFERENTIATION 4 \

Following are the differences between uniciréctionai-ani b.wrecuonal rng topi '“g|Eb

Unidirectional Illllh'ﬂtﬁﬂ_

In a unidirectional ring topo!ogy; 6%a'a i‘ . In a sidiractional ririg-topology, data can

sent eithef ¢! ucl ‘wisg-uianticl ckan ~Araveiin any direction.
It is easy to roirteinl | T It is difficult to maintain.

Q. 11 Writz dowr! | the. d sqciwa. .1ages of mesh topology.

An'

DISADVANTAGES
!I- Jliswing are the disadvantages of mesh topology:

e The mesh topology is expensive in terms of cable cost as it uses a lengthy cable to
connect computers.

e Itis difficult to install and configure.
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Q.12 Differentiate between ring and mesh topologies.
Ans:

ring of cormniiters.

DIFFERENTIATION
Following are the differences between ring and mesh topologles
Ring Topology
A ring topology connects a compute: wiith
exactly two other computeis form'.tig il

(U.B)

Lal Mesh ropcloqy conirecls &lt-devices with
— €ath o'mel Lhr)uo'“ a tlirect link.

In this togelegy,'a .allure of i neat! o [e
between twc, ‘compu ters rnav.gown the

\"’hO|° n=tw or| whole network.

n this topoIOQY, a failure of connection
between two computers does not affect

_ o il sows = e Itis fast.
| J | L) At s difficult to troubleshoot a problem. e |tis easy to troubleshoot a problem.
1. Thereare __ types of connections. (K.B)
(A) 2 (B)3 €4 (D)5
2. A point-to-point connection is a link between two devices. (K.B)
(A) Same (B) Direct (C) Indirect (D) None of these
3. In multipoint connection, there is a link between a sender and __ receiver(s). (K.B)
A1 (B)3 (©)5 (D) Multiple
4. Wi-Fi based network is a type of connection: (K.B)
(A) Point-to-point  (B) Multipoint (C)BothA & B (D) None of these
5. Physical layout of a network is called: (K.B)
(A) Tautology (B) Network model  (C) Topology (D) Protocol
6. The common cable (medium) in bus topology is called: (K.B)
(A) Backbone (B) Brain (C) Header (D) Hub
7. Which topology works well for small number of computers? (U.B)
(A) Mesh (B) Star (C) Bus (D) None of these =
8. The central device in star topology is called: - (K "ﬂ. L%):' \
(A) Hub (B)Switch _ [1C). Bar{mne ANY \b [soFh Ams—"
9. In which topology, a comriputer cas .end oath to| |tf imméd! atz n aujhbor’J (K.B+U.B)
(A)Mesh i\ {5} Stai) / AC} Ruis (D) Ring
10. Which ‘up( lo*rd- connef:t aJ .de'mb es's uh each other through a direct link? (K.B+U.B)
_ (A Star _' 43) Mesh (C) Ring (D) Bus
._.’I_'ﬂ'..._ A "_1."F."é__msl reliable topology is: (K.B+U.B)
' (A) Mesh (B) Star (C) Ring (D) Bus
12.  Which topology involves the concept of routes? (K.B+U.B)
(A) Bus (B) Star (C) Mesh (D) Ring
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3.3 BASICS OF DATA COMMUNICATION _

Q.1
Ans:

LONG QUESTIONS e

Define a communication system. Also exmizin its componerits, . | /7 (KR+U.B)

Definition: - |
“Arcgmmunicatisn systzm ig used o ragsferdaia from one point to other.”

Compeangnts: ' B R

The main cemodngrits pfia semmunication system are:

e, S2nder

1 Fesmiver

e Message

e Protocol

e Transmission medium
Sender:

Sender is a device that initiates the communication process. It sends messages consisting of
text, numbers, pictures etc. Normally, computer is used as a sender in a communication
system.

Other Name:

Sender is also called ‘source’ or ‘transmitter’.

Receiver:

Receiver is a device that receives a message. The receiver can be a computer, printer or
another device. The receiver must be capable of accepting a message.

Other Name:

Receiver is also called ‘sink’.

Message:

Message is the data or information to be communicated. It may consist of text, numbers,
pictures, sound, video or any combination of these. In a data communication system, a
message is sent in the form of packets.

Parts of a Message:

Each message has two parts:

e Payload

e Control information OR Header of a message

Example: AN [
Suppose you write a letter along with the_information_abeutits sencer-and leceivar
this example, your letter is the ‘paytgad’ and informatidn aoput Its Sencear ane-receiver is
‘control information’. ' = e AR IR RN

._P_\.n..esr,fa\gg ) ; = 6’

Medium = = = ===m===e-—- >

Sender Receiver
Sending a Message Over Some Medium
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Q.1

Ans:

Q.2

Ans:

Q3

Ans:

Protocol:
A network protocol defines a set of rules and procedures for communication betweer a

sender and a receiver. ~ [«
Transmission Medium: - [ 7 ¢
Transmission Medium is the physr,an path lha “0Qnacisia gelt der and i receiver.
Use: -

It is used tstransmit data.

Other'Narne:

It is also caledl a “2C minunicatibn unannel

Natgre of M edlium: |

1 e medieh can:

« Copper wire

e Fiber optic cable

e Microwaves etc.

Following figure shows that a message is transmitted from a sender to a receiver through
some transmission medium.

Rule 1: Rule 1:
Rule 2: | Protocol Protocol |Rule 2:

Rue n: | Message I_, Rule n:
m Receiverl
Medium
Components of a Communication System.
SHORT QUESTIONS
What is data communication? (K.B)
DATA COMMUNICATION
Data communication refers to exchange of messages between sending and receiving devices
through some communication medium.
What are the different forms of message or information? (K.B+U.B)
OR
How message or information is presented?
FORMS OF MESSAGE
Messages are actually the information which can be presented in many forms like:
o Text K Vo
Numbers - N
Images _ Biw' RAR RN A
Video - SRV AVAR T PR
What s thie usg wrnr 4 mﬂtnnéy\ te T2 (K.B)
! ' | CF .JM\/'UI\“CAT'ON SYSTEM

A cJ'nrr'rurﬁ("at'f-c"n_:j‘yst”m Is used to transfer data from one point to other.
e rnmles

1 you want to send your picture from your computer or cell phone to someone else, you
need a communication system.
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Q4
Ans:

Q.5
Ans:

0.6
Ans:

Q.7
Ans:

Q.8
Ans:

Q.9
Ans:

How does the process of data transmission take place? (U.B)
DATA TRANSMISSION

The process of data transmission has well defined steps and the y are °x=cu?e1 in'a

particular sequence. _

What are the main components nftomm nicat on’? L (r: 9753 [2]) (K B)

COMPONENTS OF COGMMUNIZATION | |

The main csmponents.of.a Communicet.or. svstern are:

e Seider!

e Reczner

o Nlessage

¢ 1. Protocol

{ )

| “S'ransmission medium
Define payload. Also write an example. (K.B+U.B)
PAYLOAD
Definition:
“Payload is the actual contents of a message.”
Example:
Suppose you write a letter along with the information about its sender and receiver. In
this example, your letter is the ‘payload’.
What is control information? Also write an example. (K.B+U.B)
CONTROL INFORMATION
Definition:
“The control information contains information about the sender and the receiver.”
Header of a Message:
Control information is also called header of a message.

Example:
Suppose you write a letter along with the information about its sender and receiver. In

this example, information about its sender and receiver is ‘control information’.
What is meant by a protocol (network protocol)? (K.B)
PROT L
A protocol (network protocol) defines a set of rules and procedures for communication
between a sender and a receiver. It is a formal agreement between two parties (devices).
Define communication channel. (Ex. Q-3.3[5]) (K.B)
MMUNICATION CHANNEL

Definition:
“Communication channel is the phy3|cal path that connectc 3,5€j IO"&:J’ ai .d 1ce’ v =r
It is used to transmit data. nia! n A
Other Name: \ AT TR O T |
It is also called a ‘transmisgion fddi uip’ or ‘roinmunicAtisi medluAu :
What an ’hL rhffeter\t for, ns ] omiry mnc:twn medium? (K.B+U.B)

. ~OR
Wr'te names (»f d£ﬁ=ren Lommunlcatlon mediums.
FORMS OF MEDIUM
A e L,o.nmunlcatlon medium can:
e Twisted pair cable
e Copper wire
e Fiber optic cable
e Microwaves
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Q.11 How many channels can a device use at a time? (K.B+U.B)
Ans: NUMBER OF CHANNEL -
A device may use multiple channels at the same time. ;
Example: '

If a cell phone is connected with fine Interr at, il uses & data tha nisel (3(, ¥ G/ LTE) for
using the Internet services, anid ax:gice chamney Jor\célling purnose.

IMUETIRLE CHOIEE HUESTIONS

The méi comnecnents of alcommuication system are: (K.B+U.B)
(A) Five ' L (BB (C) Three (D) Two

It initiatzs the cemimunication process. (K.B+U.B)
(A% Frétocol (B) Receiver (C) Sender (D) Medium

Sender is also called: (K.B)
(A) Source (B) Transmitter (C) Sink (D) BothA & B
Receiver is also called: (K.B)
(A) Source (B) Sink (C) Transmitter (D) BothA & C

Parts of a message are: (K.B+U.B)
(A) 2 (B) 3 © 4 (D) 5

It contains information about sender and receiver. (U.B)
(A) Payload (B) Header of message

(C) Control information (D)BothB&C

It defines a set of rules and procedures for communication in a network. (U.B)
(A) Topology (B) Protocol (C) Sink (D) None of these

A device may use channels at the same time. (K.B)

(A) One (B) Two (C) Four (D) Multiple

3.4 COMPUTER NETWORK MODELS

LONG QUESTIONS

Q.1 Write a detail note on computer network models. (K.B+U.B)

Ans:

OR

What is TCP/IP model? Correlate its layers with postal system.
COMPUTER NETWORK MODELS

The whole communication process over network is carried out in different layers, where
each layer performs one or more specific tasks.
TCP/IP: : )
TCP/IP stands for Transmission Control Protocol / Internet- "otaco. s Iavr—"e ;
communication model used by internet. The TCP/ ™ i5 & syit,cf p ‘olof o‘< thet mwldes
end-to-end connectivity between davrces \
TCP/IP Lavers '
It consists st five layers: 'WAR
o Agphlichtioniaver O\
e Trahsport layarl 4L L o
o Ietvyolk Layer

“ g o Data LinkeLayer

»| ‘Fhysical Layer

Explanation:

Here we relate an example of posting a letter with the layered network model of TCP/ IP.
Assume that two persons are chatting using a computer network.
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Postal System

In writing a letter, you consider only
writing  proper  message  without
concerning about detail of post office and

mail delivery system. You simply pui itin |\
| Viler'2 o type 'arnegsige and send on the
A ngtanrk

~"device is provided in the form of header

an envelope and write the street'adcress.

Layered Network
While chatting you are cencerned oniv
about the messages [vyithgt boitering |
about tha Kirid. of, netwolk 1.}, viirgiess or
wired.| This lis| called apg lication layer

The address of the receiving

before message content.

YOurnr te <er.d=r anﬂ receiver information
yuer e ervelope and put it in the

_letierbox. If the address is incomplete, you

may get your letter back. If everything is
fine, you simply trust on the postal
system. The name of the specific person is
mentioned who can open and read the
letter.

Transport layer establishes connection
between a client and a server. It tries to
send message but if there is some error
like your computer is disconnected from
the network then it informs the application
program. If the network is fine, then the
application trusts the transport layer that
the message will reach at its destination.
At this stage, port number is added with
message header to identify the application
at destination.

A letter is moved to other city by road or
air. Handling of letters is same either if
they are letters with photographs, Eid card
or containing text etc.

A program running on the network layer
moves the data to the other network. So, a
chat message is transferred to other Wi-Fi
router of your friend from where it is
delivered to your friend and he/she can see it
on screen. A network handles all messages
in the same way either if they are emails,
pictures, or voice messages etc.

Bikes or vans may carry your letter from
letterbox to general post office.

Data link layer sends a message to the
server connected with sender. If you are
chatting at home with a Wi-Fi connection,
then the data link layer sends message
from your computer to the Wi-Fi router.

For your letter delivery, there is usage of
roads, train tracks and may be airlines.

. =y
Physical layer is abqut. 'th ph\w.':el'
\medium  1isea—in "nammdn"‘a iary, ke~
cabiing ere. (7} | N \

Q.2

Ans:

Define protocols. Discuss|sc¢ime muomlq f\f TCRNP stit)
/EROTCCOL .

Deflnlrm \ v

(K.B+U.B)

Protocais'are tl'e *ule‘ oef rr.ed L\i!.u communlcation between sender and receiver in a

network!

. PmtucolsifTv' 4P SUIt

) ." e leyerof TCP/IP model has its own protocol(s). Every protocol is designed to perform

sume specmc task. Some of the most widely used application layer protocols are:

e FTP
e HTTP
e SMTP
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Q.1

Ans:

Q.2

Ans:

FTP:

FTP stands for File Transfer Protocol. _

Use: [{_—y

It is the standard TCP/IP protocol whichis, used to. trarster+ 'es frcm ore cvr‘“'"nﬂa |
another. _ | . ] '

If we want to\transfer a-.€2cument file toie remote\comnuiter, tnen we can use this protocol.

Transferring Files Over Network

HTTP:

HTTP stands for Hypertext Transfer Protocol.

Use:

It is a protocol used by Word Wide Web (WWW) to transfer webpages between a client
and a web server. We use this protocol while browsing Internet.

HTTP Server:

A web server is also called an HTTP server.

HTTPS:

HTTPS stands for Hyper Text Transfer Protocol Secure. It is used for secure data
transfer.

SMTP:

SMTP stands for Simple Mail Transfer Protocol.

Use:

It is a standard protocol to transmit emails. It provides intermediary services between the
remote email provider and the local user assessing it.

SHORT QUESTIONS

What is TCP/IP suit? (K.B)
TCP/IP SUIT

TCP/IP stands for Transmission Control Protocol / Internet Protocol. It is a layereg-, 17

communication model used by internet. The TCP/ IP is a sun of pru[_@n!: ti at rrJvud'-\s
end-to-end connectivity between devices. . T N |02 e
Write names of TCP/IP layers? () VATV AV AR AN [ (K.B)

-

TLPLE LA ’E‘:\S

TCP/IF’-mdeI consists of fivels Hay %
e App |\-o'[I(r_L_iy9I’ A
o Transphit Layer | |

w0 o Netwir ayer

Data Link Layer
e Physical Layer
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Q.3

Ans:

Q.4

Ans:

Q.5

Ans:_

Q.6

Ans:

Q.7

Ans:

What is the use of port number in data communication? (K.B)
PORT NUMBER ] -
Port number is added with message header to identify the appllcanor. aud stinationwilich
can accept a message. : _ ' s
What is physical layer of TCP/IRT n odel’ _ \ (K.B)

Physical lgyar is about-the phyeiccl ireonum l‘ﬂd Hy-communication, like cabling etc.

This layets drivers-thesigrials 60 tihenetviork!

Write UO\. " t1= Lrotccolsiof TCPIP Suit? (K.B+U.B)
PROT LS OF TCP/IP SUIT

$lrae o7 the imost widely used protocols of TCP/IP suit are:

e I—TP

e HTTP

e SMTP

What is FTP? (K.B)

F
FTP stands for File Transfer Protocol.
Use:
It is the standard TCP/IP protocol which is used for the purpose of transferring files from
one computer to another.
Example:
If we want to transfer a document file to a remote computer, then we can use this protocol.
What do you know about SMTP? (K.B)
MT
SMTP stands for Simple Mail Transfer Protocol.
Use:
It is a standard protocol to transmit emails. It provides intermediary services between the
remote email provider and the local user assessing it.

MULTIPLE CHOICE QUESTIONS

o

2]
o

The internet uses a communication model. (K.B+U.B)
(A) Paired (B) Layered (C) Non layered (D) None of these
TCP/IP is a suit of that provides end-to-end connectivity between
devices. (K.B+U.B3}-. 1
(A) Protocols (B) Hardware © Applications ~ ( ;{-\l' f)f *hem .
TCP/IP consists of layers: —\ e 7\ AHYBY
(A) 2 (B)3 o L EE O (D; b
The top most layer of TCP/P sius = AL L (K.B)
(A) Application (R) T ra1,pr>rL L (C) Netwerk (D) Physical
The adldress'of eceuv.ng d=vr"e}§\pr0\, dedi'at this layer of TCP/IP. (K.B)
(A) Transportt | Y | {B) Network— (C) Application (D) Data link
At\ihich layer of TCE/I7, port number is added with message header? (K.B+U.B)
AGApRlicatien — (B) Network (C) Physical (D) Transport
Cata is in form of at network layer of TCP/IP. (K.B+U.B)
(A) Frames (B) Packets (C) Segments (D) None of these
This layer of TCP/IP sends a message to the server connected with sender. (K.B+U.B)
(A) Application (B) Transport (C) Data link (D) Network
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9. Data is in form of at data link layer of TCP/IP. (K.B)
(A) Packets (B) Frames (C) Segments (D) Nore of these

10.  Which protocol is used for the purpose of transferrlng files. frcvrr ‘0rRg, Computer o
another? q . i.B)
(A)HTTP (B) IP, (DT SMTR (D) F—TD '

11. The protocol used by WWW, to tromsfer web;la‘r;es. Eet'veen client and server is:  (K.B)
(A) HTTP () ETR A{C)SMTR D) IP

12.  This ic.tke staiGasd pi otmol t0 transmii t simails. (K.B)
(A) HTTF (B) FTP. - (C) SMTP (D) IP

Q.1

Ans:

E NEED FOR ADDRESSING

LONG QUESTIONS

What is the need and importance for addressing in a network? Also discuss mapping

between telephone and network addressing. (K.B+U.B)
ADDRESSIN

Packet:

When data has to be transmitted over the network, it is broken down into smaller units of
similar structure. The unit of data sent from one device to another is called packet or data
packet.

Need for Addressing:

Proper addressing is required for reliable data transfer. A packet requires its destination
address just like we write address on an envelope while sending a letter.

Recipient Application:

An application running on the recipient side accepts packets from sender (source) and
assembles them to show a meaningful information.

Multiple Recipient Application:

If there are more than one applications ready to accept a packet, then a number called
port number distinguishes the targeted application from the other applications.
Importance of Addressing:

Addressing has great importance in data communication. Before sending a message,
source must know the destination address. Devices on a network need addresses in order

to communicate with each other. So, giving an address to a message i the 1i rst QLP,., A Id" S

N |

the second step is to transmit the packet to its, mtended re'::puenu “J |

Mapping: ) \
Mapping between telephorie odr‘"c; Sir gjand Tehvo! k ad1| es Siltg fis:

I T L AR ctwork Addressing

To make zpliorie, caii, you riebdy _’tl Koy In a network, the telephone number
exact _tel¢ptione | add ess that” is the corresponds to an IP address (Internet
% 'epnonenmwter Protocol). Each device in network is

b Telephone numbers are unique. e |P addresses are also unique. Each device

assigned a number, called its IP address.

gets its own unique IP address when it
gets connected to a network.
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Ans:

Q.3

Ans:

Q.4

Ans:

Types of IP_ Addresses:

IP Addresses are of two types: _

e Static IP Address -

e Dynamic IP Address v | |

Static 1P Address:

If an IP address of a devict, i flyvu n'a new 0|k it i cclleo static 1° uddress.

Dynamic P\ Address:

If eachitins &, iew "onnﬂcuon ie nnde amaw 1P address is assigned, it is called dynamic
IP addross A \

. SHORT QUESTIONS
v’ ot 1s meant by a packet or data packet? (K.B)
PACKET
When data has to be transmitted over the network, it is broken down into smaller units of
similar structure. The unit of data sent from one device to another is called packet or data
packet.
What are the parts of a packet or data packet? (K.B)
PARTS OF A PACKET
A data packet consists of two parts:
e Payload (Actual message)
e Control Information (Header of message)
What does a recipient application do? (K.B+U.B)
RECIPIENT APPLICATION
An application running on the recipient side accepts packets coming from sender (source)
and assembles them to show a meaningful information.
How telephone addressing relate with network addressing? (Ex. Q-3.3[3]) (U.B)
OR
Write mapping between telephone addressing and network addressing.

TELEPHONE AND NETWORK ADDRESSI
Relation between telephone addressing and network addressing is:
Telephone Addressing | Network Addressing
To make a phone call, you need to know | e In a network, the telephone number
exact telephone address that is the corresponds to an IP address (Internet | -
telephone number. Protocol). Each device in-network ‘s e

assigned a number ¢ cahemlf 1P 'add|‘gss.

Telephone numbers are unique. i « \IP addresses” arealso Jrlcuef =ach o Uevice

) L QS| its bivry unigue, 1P & daiess when it
s __i_gﬁ*s ognn(tedl“;nntwork

Q5

Ans:

Write de“n he tynes.oi TP addreases" -
AN wv’éﬁ—%
IP Addi'zs! es ara of . W0 Wpﬂ“ -

~LA _Statr 1P\ Adress—
s 4% Dyrariiic 1P Address
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Q.6 What s the difference between static and dynamic IP? (Ex. Q-3.3[4]) (U.B)
Ans: DIFFERENTIATION -
Following is the difference between static and dynamic IP addressesr |«

e If an IP address of a device is fixed in a 1 eacl: time 2 new ‘onnectisn Is made, a
network, it is called static IP ¢dcress: ¢ ‘ 7 oriew (IR eddrese-is dssigned, it is called
~ 1) 0 dyriemiCHiP address.
e Usually, serers) h_af_“tg ¢, IF g@_os_sei . [+ Usually, clients have dynamic IP addresses.
YVMULTY$LE CHOICE QUESTIONS
I I3 the unit'gi data sent from one device to another. (K.B)
L ) BiIt (B) Segment (C) Byte (D) Packet
z. It is used to distinguish the target application. (K.B)
(A) IP address (B) Port number (C) Byte address (D) None of these
3. Each device gets its own unique when it gets connected to the internet. (K.B+U.B)
(A) Byte address (B) Port number (C) IP address (D) None of these
4. Types of IP addresses are: (K.B)
(A) 2 (B) 3 © 4 (D) 5
5. If an IP address of a device is fixed in a network, it is called: (K.B+U.B)
(A) Static (B) Dynamic (C) Random (D) All of these
6. If an IP address of a device is not fixed in a network, it is called: (K.B+U.B)
(A) Static (B) Dynamic (C) Random (D) All of these

3.6 SENDING HTTP REQUESTS AND RECEIVING HTTP

RESPONSES OVER THE INTERNET

LONG QUESTIONS

Q.1  Explain the process of HTTP requests and receiving HTTP responses over the internet.
(K.B+U.B)
Ans: HTTP REQUESTS AND RESPONSES
HTTP:
HTTP stands for Hypertext Transfer Protocol. It is a protocol used by Word Wide Web
(WWW) to transfer webpages between a client and a web server.
HTTP Client:
The computer that sends request to a web server for a webpage, is caIIed I—'TTP cller*f
HTTP Server: V[
The computer serving you a webpage is cakied HTTP Server oi _weL‘ se! v_er_. A
HTTP Request: A A,
The request sent by client 0 a web sérver is-cal Iﬁd'H'-TTF- requiest.
Example: '
Using a veb hroveser i 1eri u lwe 2 R (Unlform Resource Locator) like
http://srn, pé klstar gnv, p| ycu are.z2hding a request. In this case, your computer works
as HTT® clieni. !
_Ij.IIEe_snnL

R e e WS Wide Web (WWW) is a system of Internet servers. Servers serve a request
J | % | %) sent by aclient. This is called HTTP response.
Example:
When you send a URL request, in its response you get the contents of website that may
contain:
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Q.2

Ans:

e Text

e Images -
e Sounds etc. ~
These contents are embedded in an HTML G ypertev+ uml{up Lanﬂut g )

Explanation:
The communlcatlon betwem a sen QT ard 10 Ilert 13 las=d (,n "\.]UGat‘ and their respective

responsss, |
" L '.‘. ; {
[T

Rt

| \l -
al HTTP Request
HTTP Response

Web server ;
Client Browser

HTPP Request and Response
Web browsers are used to access the World Wide Web in an easy manner. Web browsers and
web servers function together as a client-server system. Client-server is a standard method for
designing applications where data is kept in central locations (server computers) and
efficiently shared with any number of other computers (the clients) on request.
What is an IP address? Explain its different standards. (K.B+U.B)
OR
What are the sizes of IPv4 and IPv6? Explain the method to calculate the size of these
both standards. (Ex. Q-3.4[4])
IP ADDRESS
Definition:
IP address stands for Internet Protocol address. It is a unique identifier that is associated
with a device when it is connected to a network.
DHCP Server:
DHCP stands for Dynamic Host Configuration Protocol. DHCP server assigns an IP
address to a computer connected in a network.
Standards of 1P Addressing:
There are two standards of IP addressing:
e IPV4
e |PV6 AN (T
1Pv4: e N B A
When the Internet Protocol was orig’nally de@loo tw S andc ru wa Lnow’.. as Internet
Protocol Version 4 (IPv4) N | AR
Size: , ' :
32 bits am requied t‘o stors he wm{ I‘3 cndr\l“‘ss in IPv4 standard.
Calculgtion: | '
o fihe JPvﬂ IS (|I\/!d= |r| Tour groups separated by dot (.).

J -.'

YA |I 'w |\ "Eazh 'oroup can contain a decimal value from 0 to 255.
SN (255)10 = (11111111),, it shows that maximum 8 bits are required for every group of

IPv4.
e 4 groups require 4x8 = 32 bits.
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Q.1

Ans:

Q.2

Ans:

Q.3

Ans:

Q.4

Example:

IPv4 address is like: 172.16.54.1 _

IPv6: I

Internet Protocol Version 6 (IPv6) was deveinped by the-kiteris ef I:rglweer«. g Taci Force
(IETF). It became a Draft Standelo in De‘em er J9L& ana, an r\terneL Standard on 14
July 2017. -

Need of I[Pv5: .

Due to.moie and more tevi es cormct ng-te e Internet IPv4 addresses are running out.
To acccmiriocaie the iircredsz in Gevices, another standard of IP addressing is introduced,

whicn is calied IPV5.!

DIZE] O\

128 nits are required to store the whole IP address in IPv6 standard.
Calculation:

e The IPv6 is divided in 8 groups separated by colon (:).

e Each group can contain 4 hexadecimal digits.

e 1 hexadecimal digit requires 4 bits.

e 4 hexadecimal digits require 4x4 = 16 bits.

e 1 group has 4 hexadecimal digits, so each group requires 16 bits.
e 8 groups require 8x16 = 128 bhits.

Example:

IPv6 address is like: 2001:db8:0:1234:0:567:8:1

SHORT QUESTIONS

Define HTTP Client and HTTP server (web server). (K.B)
HTTP CLIENT
The computer that sends request to a web server for a webpage, is called HTTP client.
HTTP SERVER
The computer serving you a webpage is called HTTP server or web server.
What do know about URL? (K.B)
URL

URL stands for Uniform Resource Locator. URL is a reference to a web resource that
specifies its location on a computer network.

Example:
http://www.pakistan.gov.pk/index.html

What is HTML? 1A | (G L%)f \

HT'\/'I o ™ | | #
HTML stands for Hypertext Markdp Lanquate it i of mp e |a| guage tc. r‘reate Webpage
HTML consists of elemen’s which =g re preqer ted! by tegs. |
Descrlbe the working of web t.mm ser.| - - (Ex. Q-3.3[6]) (K.B)

Yo AR ENS A

What ic"a vi'eh brc weer'
\ WEB BROWSER

\ '\’O) brcw‘er 15-an appllcatlon software that is used to access the World Wide Web
\\ /AVj-in‘an easy manner. It acts as a client that sends request to a web server.

Examples:
Following are some examples of web browser:

e Internet Explorer
e Google Chrome
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Q.5
Ans:

Q.6
Ans:

Q7 |

) J |. j5l‘$::

Q.8
Ans:

Q.9

Ans:

Q.10
Ans:

On which, the communication between a server and client is based? (U.B)
ERVER AND CLIENT MMUNICATION

The communication between a server and a client is based on renues S mr‘ their re>[)ec ire

responses. v _ -

How web browser and web server lunctlon to;n th Pr’ (U.B)

Web browsgeis and weh-zan :er\mrk ‘unct or, *ogptner & a ciientserver system Client-server is a
standard_ineth o ier d:ugnng ﬂop'uatv)rc itiere data is kept in central locations (server
computers; ani eifiziently ‘snarea-with any number of other computers (the clients) on
request. \
What is;an-{Faddress? (K.B)
-7 IP ADDRESS
Definition:
IP address stands for Internet Protocol address. It is a unique identifier that is associated
with a device when it is connected to a network.
Examples:
Following are the examples of IP addresses:
e |Pv4 address is like: 172.16.54.1
e |Pv6 address is like: 2001:db8:0:1234:0:567:8:1
Define DHCP server. (K.B)
DHCP SERVER

Definition:

“DHCP stands for Dynamic Host Configuration Protocol. DHCP server assigns
an IP address to a computer connected in a network.”
What is an IPv4? (K.B)

1Pv4
When the Internet Protocol was originally designed, the standard was known as Internet
Protocol Version 4 (IPv4).
e Itis composed of 32 hits.
e Itisdivided in four groups separated by dot (.).
Example:
IPv4 address is like: 172.16.54.1
What do you know about IPv6? (K.B)
1Pv6 — -.

Internet Protocol Version 6 (IPv6) was developed by the Internet Engiriael mq 5K FDI’Ct (JF B
It became a Draft Standard in December 1998 1nd an !nterwe’r S*dndoru Ofr 11 uI 200
e Itis composed of 128 kits. 1 \
e Itisdividedin 8 group‘ St.pdl’uttd wcolnn ()

Exam; )Ie P

IPV6 adirads is|like} 2001 Ubg! 0: 3*4 01567811

What is'the nemd ofvaﬁ (K.B)
NEED OF IPv6

L Uie-to"thore and more devices connecting to the Internet, IPv4 addresses are running out.

To accommodate the increase in devices, another standard of IP addressing is introduced
which is called Internet Protocol Version 6 (IPv6).
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1. The World Wide Web (WWW) is a system of: (KB+L1B)
(A) Local servers (B) FTP servers (C) Internet servais (;)‘ Ns iie of these-
2. URL stands for: : \ 11 ' ' (K.B)
(A) Union Rectifier Locatlr T~ (B Unified Rescurke |cicator
(C) Univeisal Resaurse =ocation! _AD) &nif6rm Resource Locator
3. Web besuisel aniiweb 'server| Tunetish together as system. (K.B)
(A) Peel-té-netl | | (B)-Client-server (C) Client-client (D) Server-server
e SrandardsoiiP addressing are: (K.B)
LN )2 (B) 3 (C)5 (D) 7
5. Each group in IPv4 is separated by: (K.B)
(A) Semicolon (;) (B) Colon (3) (C) Dot (.) (D) Comma (,)
6. Binary of (255)y is: (A.B)
(A) (1111112), (B) (11111111), (C) (11111110), (D) (10111111),
7. Each group of 1Pv4 can contain decimal value from: (K.B)
(A) 0— 256 (B) 1-255 (C)0-128 (D) 0 — 255
8. Every group of IPv4 requires ____ bits. (K.B)
(A) 8 (B) 4 (©)2 (D) 16
9. IPV6 is divided into groups. (K.B)
(A)2 (B) 4 (©)6 (D) 8
10.  Each group of IPv6 can contain digits. (K.B)
(A) 4 decimal (B) 8 hexadecimal ~ (C) 4 hexadecimal (D) 8 binary
11.  One hexadecimal digit needs ______ bits for storage. (K.B+A.B)
(A) 2 (B) 4 ©)8 (D) 16
12. Every group of IPv6 requires bits. (K.B)
(A) 8 (B) 4 (©)2 (D) 16
13. IPv6 was developed by: (Do you know?) (K. B)
(A) IETF (B) IEEE (C) CISCO (D) IS0 -~
14, IPv6 became draft standard in December: I ([»n Qi kaow >‘ (K B\.'
(A) 1988 (B) 2000 019967 [~ "\, (D) 1017 —
15. IPv6 became Internet Steiiflard on’ IR ERIERR! " (Do you know?) (K.B)
(A)14uly.2017  (B) 14 Way 4917 ()14 Dacl1s98 (D) 28 May 1998
16.  IPv4 grolides@pnroximately. A _"-addresses. (K.B)
(A) 3.3 l)n'nn (B) 4 2 killion (C) 4.3 million (D) 5.3 billion
17. _Hd(i\ essas U'ro /.did py IPv6 are: (K.B)
VIR (B) 2% (C) 2% (D) 216
13.”  Addresses in IPv6 are times more than the number of address in IPv4.  (K.B)

(A) 79%x10%® (B) 7.9x10'% (C) 7.9x10%®

(D) 7.9x10%®
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3.7 ROUTING ]

LONG QUESTIONS IS

Q.1 Define a router. Also explain the process of r¢uting. . ALY I _ | KRl B )
Ans: E.Qu.TiEB . g
Definition: ' \!

“Actduter is aschyorking devics that fdrwards-data packets frorn one network to
anothe:.” :

Router

Working:
A router analyses the destination IP address of an incoming data packet, determines the
best route to forward the packet, and then sends it accordingly. A router is usually placed
at the meeting point of two or more networks.
ROUTING

Definition:

“Routing is a process of taking data from one device and sending it to another
device on a different network.”
Every data packet has two addresses:
e Destination address
e Source address
Destination Address:
Destination address is used to deliver the data packet at destination.
Source Address:
Source address is used to identify the sender device.

Example:
Consider the following example of IP routing.
Host A Host B
Router
\_/E
. %5
Message Routing between SoU rce_anr‘!-i‘-e;tnm or. W M -

Host ‘A’ wants to commuricate veith host+B?, but host, ‘B s hn* an')the. network Host

‘A’ is configured to sendal} paciats| (Jeptinei| for J;'erimte netwolks, to the router. The
router recfives the packets, thelks, the routln'] tasie to see if it has an entry for the
destinaan| a‘idre,s if tha) eﬁry\exl sts;—ihe router forwards the packet out of the
appropriats §nizrface pors, |* the router doesn't find the entry, it discards the packet.

- Rom_gTdhle
N EONIting wble is used by routers to determine the path to the destination network.

Routing in the Internet:

Internet is called network of networks, so a router also directs the traffic on the Internet.
We get the Internet service from some Internet Service Provider (ISP). When we send a
request from a device it reaches an ISP where router is installed.
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Q.1

Ans:

Q.2

Ans:

Q.3

Ans:

Q.4

Ans:.

PC1
IP Address: 192.168.1.100

IP Address: 192.168.1.1

Usage of Router in Internet
The router forwards our request according to header of our message. For communication

over the Internet, there may be hundreds of networks between the source and the
destination. Hundreds of routers might forward a single packet as it moves from one
network to the next on the way to its final destination.

SHORT QUESTIONS

What is a router? (K.B)
ROUTER

A router is a networking device that forwards data packets from one network to another.

Write about the process of routing in the Internet. (K.B)

ROUTING IN THE INTERNET

When we send a request from a device over the internet, it reaches an ISP where router is
installed. The router forwards our request according to header of our message. For
communication over the Internet, hundreds of routers might forward a single packet as it
moves from one network to the next on the way to its final destination.
What is an ISP? (K.B)

ISP
ISP stands for Internet Service Provider. It is a company that provides internet services to
the users. 1 .
Example: — Sy PRPANS
Following are the some ISPs in PaXis/ an: i AN
'PTCL_.
Define fouting,| | | || |\ (K.B)

Y]

Defigon:

“Routing is a process of taking data from one device and sending it to another
device on a different network.”
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Q.5
Ans:

Write an example of routing process. (K.B)

ROUTING PROCE . .
Suppose host ‘A’ wants to communicate—with host 2 B.u_-hn",t "‘B’_«.ii e pFIner
network. Host ‘A’ is configured tG-sand-air packeis to the router. jhe route'r. receives the
packets_ctevks the routingitapte fo ee if if basian enty for thé destination address. If the

entry existe, thé rauter ferwards the macxet otherwise it discards the packet.

AU TIPLE CHOICE QUESTIONS

4 networking device that forwards data packets from one network to anotheris:  (K.B)

(A) Switch (B) Router (C) Hub (D) All of these

It directs messages or traffic on the internet. (K.B)
(A) Switch (B) Hub (C) Router (D) Wi-Fi

Internet is called: (K.B)
(A) Local area network (LAN) (B) Metropolitan area network (WAN)

(C) Network of networks (WAN) (D) Low level network

We get internet services from some: (K.B)
(A) 18I (B) ISO (C) osi (D) ISP

Every data packethas __ addresses. (K.B)
(A)2 (B)3 C 4 (D) Many
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Q-3.1
1.

2.

Q33

Ans
Ans:
Ans:
Ans:
Ans:

Ans:

AngTh,
B
“ANS:

Choose the correct option. :

The IPv4 address is made up of binary bits. [ (KHY

@iy 31 (i) 29 : L (Jii)-32 . (iv) 30

Routing is process of takiig data-from-uiie deviceiar,d svndn gItto another device in

different_ (K.B)

(i) Channel (ii) meawaerk' |\ (i Padih (iv) Area

DHCP stands foil |\ 11 T (K.B)

(i) _Data rdbsting Computer rrotocol (i) Dynamic Host Computer protocol

(11) Dyrianiiz Hest Connection protocol (iv) None of the above

Commianications protocols cover . (K.B+U.B)

(1) Authentication (ii) Error detection (iii) Correction (iv) Above all

The receiver must be capable of accepting the : (K.B+U.B)

(i) Protocol (i) Message (iii) Address (iv) Information

Fill in the blanks.

A is a computer device that accesses a service made available by a server.(K.B+U.B)
allow users to communicate using e-mail, newsgroups, etc. (U.B)

Web browsers and web servers function together as a system. (K.B)

A protocol defines and for communication between a sender and a

receiver. (K.B+U.B)

Routers connect multiple together. (K.B)

Every data packet has an addresses. (K.B)

IP addressing must be understood as part of the for conversations over the

Internet. (K.B)

Email stands for (K.B)

In a computer network, devices are connected through communication . (K.B)

A accesses a service made available by a server. (K.B)

Write short answers.

How client and server communicate with each other? (U.B)

See SQ. 9 (Topic 3.1)

What are the main components of communication? (K.B)

See SQ. 5 (Topic 3.3) _

How telephone addressing relate with network addressing? (UBRY

See SQ. 4 (Topic 3.5) G~ (7 Wi

What is the difference between static and dynamlc P25 N | ~ (KRB

See SQ. 6 (Topic 3.5) , AN WA

Define communication clsainnel. == /" — 0 v WV 1) (K.B)

See SQ. 9 [Topic 3.3) SR L

Descripe/the|w criIrie-of w=b QI’GWuEI. A (K.B+U.B)

See SQ4 (Tca C 3.4 w)
What is the dit thrénye héiween point-to-point and multipoint connection? (K.B+U.B)
Heel9Q. 4 (Toesic3.2)
V/riat 1S application sharing? Answer with the help of an example. (K.B+U.B)
See SQ. 3 (Topic 3.1)
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9.
Ans:

Ans:
Q-3.4

Ans:

Ans:

What are the advantages and disadvantages of star topology over bus topology? (K.B)
ADVANTAGES OF STAR TOPOLOGY ) -
Following are the advantages of star topology over bus topologv 14
e Unlike bus topology, multiple computgig can comnigicate, aty th sami time i Star
topology.
e ltcan handle large nun: ber of cam DIJ'[E’(S
SISADNANTAGES OQF (TAR- uPOLOGY

Follovwnu are, ifie disagvar toges OfS. ar'tcpalogy over bus topology:
e Startopnldgy ¢onstimes inore cable than the bus topology.
I betomes 2ikninsive.
inha izt server model, is client software or hardware? Give reasons to support
your answer. (K.B+U.B)
See SQ. 10 (Topic 3.1)
Answer the following questions.
What is network topology? Describe bus, star, ring and mesh topologies with a
diagram of each. (K.B)
NETWORK TOPOLOGY

Definition:

“Network topology is the physical arrangements of devices and connecting lines
in a network.”
Types of Topology:
The four basic network topologies are:

e Bus topology [for description See LQ. 1 (Topic 3.2)]

e Star topology [for description See LQ. 2 (Topic 3.2)]

e Ring topology [for description See LQ. 3 (Topic 3.2)]

e Mesh topology [for description See LQ. 4 (Topic 3.2)]

What is TCP/IP? Describe its five layers with their functions. (K.B)
TCP/IP

Definition:

“TCP/IP stands for Transmission Control Protocol / Internet Protocol. It is a
layered communication model used by internet. The TCP/ IP is a suit of protocols that
provides end-to-end connectivity between devices.”

TCP/IP Layers:

TCP/IP model consists of five layers: _
Application Layer . SN
Transport Layer A TV VAN A~
Network Layer ' ARERIRREEE

Data Link Layer | WYFARL
Phisical Layer. " | o ) )
Applicetion Leyer: | | |11
Anpiijcation \laier is'the 1op most layer in TCP/IP model. It provides applications with

qteicardized data exchange. User sends and receives messages without bothering about

the kind of network, i.e., wireless or wired. The address of the receiving device is
provided in the form of header before message content.
This layer includes the protocols like:
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Ans:

Q-3.

Q-3.

1

N

6

e FTP
e HTTP :
e SMTP [

Transport Layer: ' -3 -
Transport layer establishes connection hn WEEN 12 "Imt ard 'a sen ert-fries to send
message but if there is sorae'errsir then/it ififoirhs th ¢ 0)_I|“a* sn prcdgram. At this stage,
port numlier, is addes—vwith rozssage hizader that-ic“used to identify the application at
destinaticn, Wmh can accen! anessane

Network i.ayer -

ADrggremyy. iy 1o ihe network layer moves the data to the other network. At this stage
dlaze |saim'farm of packets. A network handles all messages in the same way either if they
are emails, pictures, or voice messages etc.

Data Link Layer:

Data link layer sends a message to the server connected with sender. At this stage data is
in form of frames. If you are chatting at home with a Wi-Fi connection, then the data link
layer sends message from your computer to the Wi-Fi router.

Physical Layer:

Physical layer is about the physical medium used in communication, like cabling etc.
This layers drivers the signals on the network.

Encapsulation:

Each layer adds some control information, called header, with the data received from the
layer above it. The actual content of message, called payload, is hidden inside the header
at each layer, like a letter is hidden inside an envelope. This is called encapsulation.
What are the advantages and disadvantage of star topology over bus topology? (K.B)
See Ex. Q. 3.3 (Part - 9)

What are the sizes of IPv4 and IPv6? Explain the method to calculate the size of
these both standards. (K.B+U.B)

See LQ. 2 (Topic 3.6)
ANSWER KEY
Choose the correct option.

1 i > i : M <+ M 5 i
Fill in the blanks.

Client B Mail server Client-server Rules, procedures Networks |.— 1’
7 8

IP Protocol Electronic mail Channels. -J:{dlg \Ilewf

| [ |
1w J I
— = L N |

-

= 1 v | 1
b - 3 ! | .." 5 .I .-
1 A | — ' L i
DA Y Lo
! L 1 L1 |1 i} h :
1 i \
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ANSWER KEY

3.1 COMPUTER NETWORK=

r* "R
R B

c B
7ﬂ

8.2 ':»“'émnm_“m

L6 B 08¢
9101112

3 BASICS OF DATA COMMUNICATION

3.

H-B-B-H-BH-O-HE-:-0-

3.4 COMPUTER NETWORK MODELS

2 3 5
89101112

3.5 THE NEED FOR ADDRESSING

BH-B-B-08 0

3.6 SENDING HTTP REQUESTS AND RECEIVING HTTP
RESPONSES OVER THE INTERNET

D
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3.7 ROUTING
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