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Chapter -4 Data and Privacy

4.1 ETHICAL ISSUES RELATED TO SECURITY _

Q.1
Ans:

LONG QUESTIONS [y

Define data privacy. Explain some of thejaata securitytissues:, ) | (7 0 (HoE+Y.B)
Q\I ﬁPiLi
Definition: - -
“Protacting_data~frony malicigus “usery; “is caiied data privacy or information
privacy.” :
Data Security, issues:
Thae[fourdatior) of Ali-security systems is formed on ethical principles. If, we have data of
atiers,itHs our own ethical responsibility to keep it secure. Some of the data security
issues are:
e Confidentiality and Privacy
Piracy
Fraud and Misuse
Patent
Copyright
Trade secrets
e Sabotage
Confidentiality and Privacy:
Keeping privacy and confidentiality has become difficult in this era of computers and
Internet.
Data Collection:
Due to more usage of computers, a wide range of data is collected and stored. This data
may be related to credit cards, driving licenses etc. If a company sells personal data to
others, it breaches the confidentiality of data.
Examples:
If a bank shares the information about someone’s banking transactions with its business
competitors, then it can harm the business.
Piracy:
Piracy means making illegal copies. It can be a book, software, movie, poetry, painting,
house architecture or any other work protected by copyright law.
Software Piracy:
Software piracy is the illegal copying, distribution or usage of softw
Types of Piracy: —\ e N
Types of software plracylnclude 'mARIRARES A
SOftIlftlng L AT |
Client-s&rver overuea 'WAR
Hald-dlisk Ipading (- YRR
Countirfeiting, VL =
. OnlineDirazy |

2

" b doarie Misuse:

‘osing computers over the Internet for the purpose of some unauthorized activities is
called fraud and misuse. Some of these include theft of money by electronic means, theft
of services, and theft of valuable data.
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Example:
Some emails try to fool us by stating that we have won a grand prize e.g. a-car or a house

They ask us to pay a small amount as transfer fee to get that nuze /-\ttuully it o jU»t a
way to fool people and get money from thesi v ] -
Patent:

Patent is a way to protect in ldea. % you ‘are dc_mg resed’ h in'scme field and you have an
idea, then ;you must get-patzni for that, idea. At gies.ysu the right 10 exclude others from
making.e! seiling” 21 Ifventinn usn‘q your idgd.

Example: |

I£.y0l1 give a riew idea to treat a particular disease, some pharmaceutical companies can
fraie migdicines on the basis of your idea. Ethically, they must seek your permission and
chiould also pay a certain amount.

Copyright Law:

Copyright law says that some idea or product cannot be copied. The rights are reserved
for copying. Copyright can deal with misappropriation of data, computer programs,
documentation or similar material. Usually, if a product is copyright protected then we
see a symbol of copyright.

Fig: Copyright Symbol
Examples:
e The book you are reading is copyright protected. So, making its photocopy is illegal.
e Similarly, software products are mostly copyright protected. It means that we cannot
copy them, like MS Windows, MS Office etc.
Trade Secrets:
Trade secrets are usually the secrets that are playing an important role for the success of a
company. They have a lot of value and usefulness for the company.
Importance:
Keeping trade secrets in any field, like the computer science, is very important when
more than one companies develop the same product but one of them takes Iead
Example: =iai\
There are many free email services but few of them ha\ 5 summwwt ‘von p@tn'\f";.
advantage over others. T ~ S Y
Sabotage: _/ - \ \
Sabotage is the act of dam tgmr soime hn; ¢ eI Lerafely 3al )otage 's a serious attack on a
computer y<tem sarile falicious usel sarr attack-tie system while sitting remotely. One
can serig=irud Wit lsom. fiee si‘r‘t%a gl
Write a detain hote ony (K.B)

.-_.-

1)< cnfldeht1aht" and Prlvacy ii) Fraud and Misuse
W CONFIDENTIALITY AND PRIVACY

Keepmg privacy and confidentiality has become difficult in this era of computers and
Internet.
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Collection of Data:

Due to more usage of computers, a wide range of data is collected and stored. This data-. | (

may be related to credit cards, organizational fund ralsmg campaignss; hizior polis, shup
at home services, driving licenses, arrest records and meaical raeords. | —
Potential Threat: :

The potential threats to UI\ acy.-iicl ude e mprcroe’ \use ‘of! computerized data. If a
company ceils email 12z.ard ‘pnene numb=rL t¢, anotkiei’ company Tor marketing purpose,

it breaches|the cnfiaentiaii. y r.f date. TG-keepthe data of others as confidential is indeed
taking car¢ pfithers

Exgipples: |

v 1 mbank shares the information about my banking transactions with my business

competitors then it can harm my business.
e Phone companies are supposed to keep the invoices and bills as confidential.
FRAUD AND MI E

Using computers over the Internet for the purpose of some unauthorized activities is

called fraud and misuse. Some of these include theft of money by electronic means, theft

of services, and theft of valuable data.

Examples:

e Some emails try to fool us by stating that we have won a grand prize e.g. a car or a
house. They ask us to pay a small amount as transfer fee to get that prize. Actually, it
is just a way to fool people and get money from them.

e Sometimes, we receive an email asking us to click on a link to change our password.
When we click on the link, a webpage opens asking us to give our username and
password. If we give our username and password, actually our password is stolen by
some malicious user.

gn

Fig: Stealmg Money and Valuable Data

Phishing: ~1- ;
Sometimes, some malicious user dlngISE‘: nimself_2s-aur_ fr:md «\nj Lrle to

,,

Jme

Gt so
confidential information using emull | This.is cal led phi mmg _
Define plracy Write a defail notz o viragy.|\ | | L [ (K.B)

- | A WYV \RIBACY
Definidien| | - (L \ -
! mcy me ans mak rn illegal copies. It can be a copy of any work protected by

cepylight Inw.™

\ zrernpizs

Piracy may include making copy of:
e Book

e Software

e Movie
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Q.4

Ans:

e Poetry
e Painting

e House architecture etc. e
Software Piracy: ¥ | |
Software piracy is the illegal, copyi no dqu“bu DN or usege of snftware
Types of Piracy: :

Types cf spriware niracy-includer

e Sortfting

e Client-sarver overuse

¢ Hard-disk < lneding

| ochterfeiting

e Online piracy

Softlifting:

A type of piracy in which a legally licensed software is installed or copied in violation of
its license agreement, called softlifting.

Example:

Borrowing and installing a copy of a software application from a colleague.
Client-server overuse:

Installing more copies of the software (in a network) than you have licenses for, is called
client-server overuse.

Example:

This occurs when too many employees on a company network are using a copy of
software than allowed.

Hard-disk loading:

Installing and selling unauthorized copies of software on refurbished or new computers.
Example:

You may have illegal copy of operating system on refurbished laptop.

Counterfeiting:

Counterfeiting is the duplicating and selling software having copyright. It looks like the
original. It may have manual, logo and copyright symbol, resembling the genuine product.
Example:

Software that are available in the market at very low price, are mostly counterfeit software,
such as MS Office.

Online Piracy: v
Online piracy involves downloading illegal snﬁware Itis the fajtqt bruvunr rnrn of nird

Example: e
Downloading the cracked ©:opy of &= ﬂp,rmht ‘mftwvaqre fliorh mternft. {
Descrlbe in detall safeauards ng i ivaty ofiotherspariciial inforiiation. (K.B)
Y Q ﬁ%aLﬁ-RDl..'ﬁ PRIVACY
Respor blﬂl.'ltl '

~The arganizating, *oJIe,t.ng the information of a person, is responsible for safeguarding

r 0rivagy. '

Elxainples:

e Your information is stored in NADRA (National Database and Registration
Authority) along with information of your other family members. So, safeguarding
this data is an ethical responsibility of NADRA.
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Q3

Ans:

Q.4

Ans:

Q.5

Ans:

e You may notice the boards on roads about cameras watching you. The purpose of
such notices is to alarm you about your privacy and keep you within certain ruleq AT
regulations. oy

e Similarly, speed cameras are announcegi hefore t2!ciiig VoL ”)I(,*JI" or e ccrmr your
video. This is just to safeguard(yaur pr'\'acy

LA CCTV Camera
1 which format data is transfer between source and destination? (U.B)
DATA TRANSFER
Data is converted to unreadable format (encrypted) before sending and again it is
converted back to readable format (decrypted) when it reaches its destination.
Define data privacy or information privacy. (K.B)
DATA PRIVACY

Definition:
“Protecting data from malicious users is called data privacy or information privacy.”
Point out some of the data security issues. (K.B+U.B)

DATA SECURITY | E
Some of the data security issues are:
e Confidentiality and Privacy

e Piracy

e Fraud and Misuse

e Patent

e Copyright

e Trade secrets

e Sabotage

Write about confidentiality and privacy issue related to data security. (K.B)

CONFIDENTIALITY AND PRIVACY

Keeping privacy and confidentiality of data is the responsibility of-iiie, persens/ e, \ ()

organization that collects and stores data. If a company se"s ub"S( nnti‘ d 1a 1o otl lers; i

breaches the confldentlallty of data—., | A A
Phone companies are sunpcsed 10/ koep ht |r vukes and bi..b as cor ..dentlal
What ar,e, he I_Mentl thyr =argtb\£r|\' "v’> (K.B)

' PCTENTIAL THREATS

__ The[fiotent! Al tmoa Sk prlvacy include the improper use of computerized data.
A% = mm Vs

ii a company sells email IDs and phone numbers to another company for marketing
purpose, it breaches the privacy of data.
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Q.6
Ans:

Q.7

Q.8
Ans:

Q.9
Ans:

Define piracy. (K.B)
PIRACY ) -
Definition: &
“Piracy means making |Ilegal copiesy It can be &-Copy: nf alhy vnorn pm*ﬂ“wﬂ by
copyright law.”

Example:

Piracy may-include mal<ng ccpy of:

e Boak' | '

e Soft: Ners erd. |

\”hat IS mmn. DV.CF au,klng the key? (K.B)

I I, CRACKING KEY

Some people start searching for the key (product key) of a software by using illegal

means. This is called cracking the key.

Write down the types of software piracy. (K.B)
TYPES OF SOFTWARE PIRACY

Types of software piracy include:

Softlifting

Client-server overuse

Hard-disk loading

Counterfeiting

Online piracy

Differentiate between softlifting and counterfeiting. (K.B+U.B)

DIFFERENTIATION
The differences between softlifting and counterfeiting are as followed:

Softlifting | Counterfeiting

e A type of piracy in which a legally | ¢ Counterfeiting is the duplicating and
licensed software is installed or copied in selling software having copyright.
violation of its license agreement, called
softlifting.
e Borrowing and installing a copy of a|e Software that are available in the market
software application from a colleague. at very low price, are mostly counterfeit
software, such as MS Office. —
Q.10 What do you know by online piracy? . (KB
Ans: ONL INE PIRACY T~ N (L
Online piracy involves downloading |Ilegal ﬁurware It is theTaste J th')vv |rg fan r.. Ji*a_cy. '
Example: L 4T \
Downloading the cracked « o; y 6% o C( p,/rrgmt cft\, jare’ mm | ternet.)
Q.11 What aefmn |s taken-uy seftware INoUstaragainstsottware plracy’7 (K.B)
Ans =R y ,\vii‘() L(‘Alon PIRACY
The sofiware Industiy s pre pared to battle against software piracy. The courts are dealing
Ao With n inc! eas rig-number of lawsuits concerning the protection of software.
(2,92 Wiet i upen source software? (Do you know?) (K.B)
Ans: OPEN SOURCE SOFTWARE

Open source software has no copyrights reservation. So, we can copy source code,
modify it and can even sell it.
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Q.13 What is meant by fraud and misuse?

Data and Privacy

(K.B)

Ans: FRAUD AND MI E ) ] _
Using computers over the Internet for the purpose of some_unau therized ‘actijiies \is
called fraud and misuse. y [ | :
Example:

Some emails try to fool usqiy; statiriz rha+ we ha've wonaigrand frizp €.9. a car or a house.
Actually, it is just a way to'fonl peoole ind get ot Y, fiom-them.

Q.14 What s "ntent are why do vwe aeed 1o, register W7 (Ex. Q-4.3 [5]) (K.B)

Ans: PATENT
Patent 15 & Way to, pfo e(t 21'-idea. This ensures that the idea won’t be misused and the
ovner will'attalr, its fuii rights.

_ INeeg of Reyistration:

{1 Registering patent, gives you the right to exclude others from making or selling an invention
using your idea.

Q.15 What should a company do, if it uses someone’s idea? (U.B)

Ans: IN MEONE’S IDEA
If someone gives a new idea, such as to treat a particular disease, some pharmaceutical
companies can make medicines on the basis of this idea. Ethically, they must seek
permission and should also pay a certain amount.

Q.16 Differentiate between patent and copyright. (U.B)
Ans: DIFFERENTIATION
The differences between patent and copyright are as followed:
Patent Copyright
e Patent is a way to protect an idea. e Copyright law says that some idea or

product cannot be copied.

e |t gives you the right to exclude others
from making or selling an invention using
your idea.

It can deal with misappropriation of data,
computer programs, documentation or
similar material.

e |If someone gives a new idea, such as to
treat a particular disease, no one can make

Software like MS Window, MS Office etc
are copyright protected, so one cannot

medicines on the basis of this idea without
your permission.
Q.17 Define a virus.
Ans: VIR
Definition: N
“A virus is a computer program written with negative .ntmu( n° I* cén (hanbb 7
destroy an information or sabotage a )recw 18 ditc o
Example: - \ )
Klez is.an cxample of-a irus. |, -
Who is- '°‘~=<:ocr.3|t‘ e f@r sa egL ara”i«{ 0 1he prlvacy’7

make copy of them.

(K.B)

Q.18 (K.B)
Ans: A | QA":GUARDING PRIVACY
- e urgcm Ltn e \,onectlng the information of a person, is responsible for safeguarding
| K| 1re nmacy
Examples:

Your information is stored in NADRA along with information of your other family
members. So, safeguarding this data is an ethical responsibility of NADRA.
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Q.19
Ans:

Q.20
Ans:

Q.21
Ans:

10.

11.

v

NADRA stands for what? (K.B)
NADRA ) -

NADRA stands for National Database and Registration Authority, " <_— _

Why privacy policies are declared by different wehsites? ™ | | 7, XilB)

\WEBSITES POLICIES :
Most of the websites declare, theis gorivacynolizies. Amat!y, tr'e vvebsite wants to inform
you that hcuwfar they witl-aoito'safeguard byour ; Jrl GOV,
What s fneant Gvwariarily 6 |I0t'l|l Vi (Summary) (K.B)
' V"/‘\F’RHNTY OR LIABILITY
Projrjises mads by 4n organization, like software developer, to repair or replace the

nioductyiita in specific period of time, is known as warranty or liability.

MULTIPLE CHOICE QUESTIONS

Protecting data from malicious users is called: (K.B)
(A) Data privacy (B) Information privacy
(C) Authenticating (D) BothA & B
On which principles, the foundation of all security systems is formed? (U.B)
(A) Computer (B) Ethical (C) Mathematical (D) Non-ethical
Which is related to security issue? (U.B)
(A) Piracy (B) Copyright (C) Trade secrets (D) All of these
Keeping privacy and confidentiality has become in this era of computers
and Internet. (K.B)
(A) Easy (B) Simple (C) Difficult (D) None of these
The potential threats to privacy include the use of computerized data. (K.B)
(A) Improper (B) Proper (C) Correct (D) Exact
Some software companies sell software with a confidential text, called: (K.B)
(A) Installation key  (B) Product key (C) Password (D) BothA & B
Types of piracy are: (K.B)
(A) 2 (B) 4 (©)5 (D)7
Installing more copies of the software than you have licenses for, is called: (K.B)
(A) Client-server overuse (B) Counterfeiting . —,|
(C) Online piracy (D) Softlifting .~ | [~ | 11 :
Installing and selling unauthorL7ed ce pr—=s r)f a\'\]“tW.d e oa re urb onp-i or “hew
computers is called: \ R AL T TR A SR TR TR I (K.B)
(A) Countn'feltmg (R) & oﬂlaft nu 1R ’C) f)nnm p.uacy '(L)) Hard disk loading
Fastest crOwilig fr‘rrr of pirag A \ (K.B)
A) Onlipeiniracy |\ \Bh So**'.ftmg (C) Counterfeiting (D) Hard disk loading
- Using cCrn'pll Iters or the purpose of some unauthorized activities is called: (K.B)
(I;‘ \jriracy (B) Fraud & misuse (C) Patent (D) Sabotage
Which law says that some idea or product cannot be copied? (U.B)
(A) Privacy (B) Patent (C) Copyright (D) Piracy
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13.

14.

15.

16.

[ e

Q.1

Ans:

To protect value and usefulness, we may apply: (U.B)
(A) Sabotage (B) Piracy (C) Trade secrets (D) Cegyright

It is a serious attack on a computer system. : AN N (KB
(A) Patent (B) Sabotage- | (L) Traoe secreis | v (D) Miracy: '
For what CCTV stands?’ | - ~ | \ A (K.B)
(A) Closec-Tircuit Televisipn| /- KBl Closea Circuit Telecom

© Clos=d\Cirtuit-Telethon _ - ('D) Closed Cut Television

Which haolicies|indicate what information is collected from you and your computer,
ario it wihorn'this information will be shared? (U.B)

{/ A3 CCoyright (B) Privacy (C) Ethical (D) Legal

4.2 IMPORTANCE OF DATA PRIVACY

LONG QUESTIONS
What are the privacy concerns that arise through the mass collection of data? (K.B)
PRIVACY CONCERNS
Many organizations are keeping our data due to the computerized systems in-place. Following
concerns may arise due to mass collection of data:
e There can be more people/organizations having information about you than you think.
e A piece of information can flow from one place to another without any intimation.

Database

Organization Collecting Data:

Following are some organizations that keep personal data:

e A hospital may have your birth record

e NADRA has your family information

e Your school has your record

e BISE (Board of Intermediate and Secondary Education)
e Passport office if you have a passport

e Email service providers, if you have emall accounts -
e Online social networklng websites etc | - T\ AR LS | o
Reason for Keeping Date; | = WAV WANY Y
There are ¢smpanies mtﬁmsbd ina/ Ior mure th N just \ yourname, address and other basic facts
about your life.(Tiie Jg_ \n__ant 0 .kr_ew\wj_ene w0y hiave travelled, what type of clothes you wear,
how often ou'hiave tieen sick)-if you buy a product then do you buy something else with that
pradct r riot ahd ruci more. Answers of these questions help them in decision making.

Ekatngte:

If you buy a packet of potato crisps, then you usually buy a drink as well. This
information is useful for a shopping mall to increase its sales if it introduces new offers
on both potato crisps and drinks.
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Q.2

Ans:

What are the security concerns that arise with any use of computational system? (K.B)
OR

Explain analyzing the personal privacy and securlty concerns Ll"u:éf arise vmn any

use of computational system. - :
SECU&TLCﬂ_t_PES '

With the advent of Internel, Cur ccfriputirs-ere 'r.o loriger stand-alon’ tevices. In fact, now

they are_czimected to.millinny of/ othe! computars_in- e world. Due to this connectivity,

many sacurity, coricams elsc grise, ' -

Aspectd tc Sedure|Cate; | ||

Prirjirily;, Ve Want fo'secure our data according to the following three aspects:

v Confidenuality
¢ Integrity
e Auvailability

Confidentiality:

It means that we want to keep our data as confidential (private). We do not want to share it
with unintended persons.

Examples:

If a bank shares the information about someone’s banking transactions with its business
competitors then it can harm the business.

Integrity:

Integrity refers to the accuracy and consistency of data. It means that we want to keep the
data correct.

Example:

We do not want that the website of our bank shows less account balance than it actually is.
Availability:

It means that we want to have access to the data when we want. If data is not available when
needed, then in some cases it becomes useless.

Example:
If the ATM machine is out of order when we need money, then it becomes useless.

Importance:

All the security aspects are important in a computerized system during:

e Processing

e Storage

e Transmission of data

Computation: - il WA, S
Computation is a general term for apy: type of mfrwnc fior pr OURSkil: a 1h< ,al'. D2 teresented
mathematically. . L AN A

Examgle . YA n :
Your ¢ ace, ir 9th E,fo.c'a wili lie l,ong){*ec‘- accurdirg to your marks in every subject.

|4, -
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Q.1

Ans:

Q.2

Ans:

Data Gathering

Fact Behind Privacy Concerns:

In everyone's life there is stunning growth of usage of computational systems. This fact is
behind raising concerns about privacy.

Companies Interest:

When we surf the Internet, personal information is generated that may be of interest to
businesses or people with malevolent aims. Companies want to read minds of Web surfers
and sometimes they store some piece of information with the Web surfer, called cookies.

Use of Cookies:

Using ““cookies,” companies are able to track purchases and gather personal data. They can use
this information to target their marketing. It can be considered an invasion of their privacy.

What privacy concerns arise through the mass collection of data? (K.B)
PRIVACEY CONCERNS

Following concerns may arise due to mass collection of data:

e There can be more people/organizations having information about you than you think.

e A piece of information can flow from one place to another without any intimation.

Write names of any four organization that keep our personal data. (K.B)
NAMES OF ORGANIZATIONS

Following are some organizations that keep personal data:

e NADRA _
e Your school w2 LA
e BISE (Board of Intermediate and Secondcry Ed!' ation-, N (G N0~
e Online social networkirg, websites ! \ -
How does data gatherlng he!p meams Al 0 '\wlte an exampin (K.B)
- LjR '._
How da “1a l er r’sg is IStf J| f‘cr\ogr*‘,aarnes’? (U.B)
' “DATA GATHERING
- I-lelgfulne‘s

’ Dataga hcrlng helps companies in decision making.

Example:
If you buy a packet of potato crisps, then you usually buy a drink as well. This information is
useful for a shopping mall to increase its sales if it introduces new offers on both potato crisps

and drinks.
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Q4
Ans:

Q5
Ans:

Qf |

1 J I' le\b

Q.7
Ans:

Q.8
Ans:

Q.9
Ans:

Q.10
Ans:

What are brokers? (Do you know?) (K.B)
BROKERS :

There are certain companies that solely exist to collect, aggregﬂ buy e se'l chn uwr

information. These are called data brokers. \

Why do security concerrs-arise ¢ue to.diie use of corapu aLlo nai sy stern 5 (U.B)
iEé;’Ql;Q__\LER-*"

With ttie aivonf ofiaternet,\our camput €rs dre.r,0 fonger stand-alone devices. In fact, now

they are Cn. moctex' 10 millions ‘of-otrier computers in the world. Due to this connectivity,

many’ SeGurity CCNCRrS Arse.

\Wikat is integiity? (K.B)

- INTEGRITY

Definition:

Integrity refers to the accuracy and consistency of data. It means that we want to keep the

data correct.

Example:
We do not want that the website of our bank shows less account balance than it actually is.
Where the security aspects are important? (K.B)

IMPORTANCE OF SECURITY ASPECT
All the security aspects are important in a computerized system during:
e Processing
e Storage
e Transmission of data
Define computation. (K.B)
COMPUTATION
Definition:
Computation is a general term for any type of information processing that can be represented
mathematically.

Example:

Your grade in 9th class will be computed according to your marks in every subject.

What are cookies? (K.B)
KIE

Definition:

“Cookies are small pieces of data sent from webs1te and btﬂ’f‘u Wil th us 1] s'
computer by web browser.” ~ e Y I
Usage: _ Bie N | N
They are used to record browsing iCTA\IItI(‘S '"h ak webpog= \,qswpd on'rg member information
like items acitded in shopging, cart, rassword ato. |

Why mmpamr\s lme (O)kWES'? \ | e (U.B)
\ £ OF KIE

_. Uaing; “dookies!’ _c_ompames are able to track purchases and gather personal data. They can
 igaithisy inforination to target their marketing. It can be considered an invasion of their

siivacy.
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¢

MULTIPLE CHOICE QUESTIONS

Security concerns arise due to collection of data. _-(:(.B)"
(A) Less (B) Mass _fCyvalid " (D) Imiproper

With the adventof ___ ouf computers are np lpnger stana-al(ne-devices.  (U.B)
(A) Internet (B) Viitugi péality [ \(C)\GRA ~ (D) Al

Primaiily, we waiii<c-secl re oux cata a(:(_;é-r:ing ' aspect(s). (K.B)
A1 (Bl " ©)3 (D) 5

\Which cf the 1.’)f|ONi| 10 is not the aspect to secure our data? (U.B)
V, \,"Jor.fidentiality (B) Integrity (C) Encryption (D) BothA & B

It means that we want to have access to the data when we want. (K.B+U.B)
(A) Confidentiality  (B) Availability (C) Integrity (D) Interdependency
All aspects of data security are important during of data. (K.B+U.B)
(A) Processing (B) Storage (C) Transmission (D) All of these

Using companies are able to gather personal data. (K.B+U.B)
(A) Cookies (B) PCs (C) Viruses (D) None of these

4.3 SIMPLE ENCRYPTION

Q.1
Ans:

A .l| my*"fmr iiT Ancient Time:

LONG QUESTIONS

Explain encryption. Also write its importance for everyday life on the internet.  (K.B+U.B)
ENCRYPTION
Definition:
“Encryption is the process of encoding data in such a way that only authorized
person can read it.”
Encoding:
Encoding means conversion of the data to an unreadable format which is called
ciphertext.
Secret Code / Key:
A secret code (called Key) is a set of characters, required to encrypt or to read the

encrypted data. A key is just like a password.
Encryption Decryption

= ﬂny_nza 7 =)

Encryptlon Decryption Process

I, @incient times when messages were carried by foot for miles, kings and rulers used to
encrypt the letters they would send to allies. This helped to protect the secrecy of the
message in case they were stolen.
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Q.2
Ans:

Importance of Encryption on the Internet:

Encryption is one of the most important methods for providing data secu_rity from illegal
access. In everyday life on the Internet, vast amounts of personal inforrpaiion ore starel Hn
multiple places. Importance of encryption can he described in-the %olio\ vmg titee points:

ARY

'. Enterlng Personal Information

o Protectlon from Hackers

e Privacy Protection

e Data Protection across Devices

Protection from Hackers:

Encryption helps us to save data from hackers. Hackers don’t just steal information; they
can also alter the data to commit fraud.

Example:

In a bank transaction of online money transfer, they can fraud by changing the target
account number.

Privacy Protection:

Encryption is used to protect sensitive data, including personal information for individuals.
This helps to ensure privacy and minimizing the opportunities for surveillance (observation)
by criminals.

Data Protection Across Devices:

Multiple devices (laptops and mobiles) are a big part of our lives, and transferring data
from device to device is a risky proposition. Encryption can help to protect stored data
across all devices, even during transfer.

Transferring Data o~ -
Explain Caesar Cipher method with different examples.  —, 1 [ (K/[Z+L.R)
MIF’HER A N (O S’
Definition: AN [ N
“In this method, Vvie replacs™ wach a pr abe in ihe plc'in'rex tly another alphabet.
The replasing alphabet-is \some /fized \numoes ‘af Steps 10 the left or right of original
alphalsat i, thie sedr IENZE, 0! dlphab‘e\' ) —
Reasori Fbu 1iFe l\|cm'-‘ '

Caesnr was a Pﬂmar, polmuan and military general. He played a critical role in the rise

T ine Romar Empire. Caesar used this method of encryption for sending messages to his

24ldiers and generals. This is the reason for calling this method as Caesar Cipher.
Example-1:

A three-character substitution to the right results in the following transformation of the
standard English alphabet:
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Q3

i '\I]:;

Initial alphabets: ABCDEFGHIUKLMNOPQRSTUVWXYZ
Encryption alphabets: DEFGHIJKLMNOPQRSTUVWXYZABC
Within this substitution scheme, the plaintext PAKISTAN Would he P.lcrypted i i
ciphertext SDNLVWDQ.
Example-2: ( '
A five-character substitution to the |ghf msmrs in ti e follow; ng, trunsterination of the
standard English alphabet:
Initial alpkgbets: ABLCDEGHILKS a/II\n(“DQr(oTUVVv/(YZ
Encrydtipn alnhaoets: FGIHIGKL.® /INC‘DQRbTUVWXYZABCDE
Within s, stlistituticn 'schemz;-thi =laintext PAKISTAN would be encrypted into the
mphertext1 FRINXYFS.
\Wirjt2 a'detail note oit Vigenere Cipher. (K.B+U.B)
1 VIGENERE CIPHER

Deiinition:

“Vigenere cipher is a substitution cipher method, which uses a table known as
Vigenere Cipher Table for substituting the letters of plaintext.”
Vigenere Cipher Table:
The table consists of 26 rows and 26 columns, where the first row contains the original
alphabets from A-Z. In each subsequent row the alphabet is shifted by one letter to the
right. All the columns are labeled by alphabets from A-Z, and all the rows are also
labeled by alphabets from A-Z.

A BCDETFGHI JKLMNOPQRSTUVWXYZ
A(AB|C|D|E|[F|G|H|I|J[K|[L|M|N[O|P|Q|R|S|T|U|V W X]|Y]|Z
B|B|C|D|E|F|G|H|I|J|K|L|M/N|O[P|QIR[S|[T|U[V|W[X|Y|[Z]|A
C|CD|E|[F|G|H|T|J|K|L|M N O|P|QIR|[S|T|U|V | W/X|Y|Z|A|B
D|D E|F|[G|H|I|J|K|L|/M|[N|O|/P|Q|R|S|T|U|V|WX|Y|Z|A|B|C
E|E|F|G|H|I|J|K|[L|M N|O|P|Q|R|S|T|JU|V|W/X|Y|Z|A|B|C|D
FIF|G/H|[T|[J|K|[L|M/N/O[P|Q|R|S|[T|U[V|W/X|[Y|Z|A|B|C|DJE
G|G/H|IT|J|K|L|MN|O|P|Q|R|S|T|U|V|[W[X|Y|Z|[A|B|C|DJ|E|F
HIH 1 |[J|K|L|M/NO|P|Q|R|S|T|U|V|IW[Xx|Y|Z|A|B|C|D|E|F|G
1|1 J|[K[L|M/NO/P|Q|R|[S|T|U|V|W/X|Y|[Z]|A|B|C|D|E|F|G|H
J|J|K|L|M|/N|O|P|Q|R|S|T|U|V|W|/X|¥|Z|A|B|C|D|E|F|G|H]|I
K|K|L|{MN[O|P|Q|R|S|T|U|V|W|[X|Y[Z|A|B|C|D|E|F|G|H|I]|]J
L{L/MN|O|P|Q|R|S|T|U|V|W/ X|Y|Z|A|B|C|D|E|F|G|H|I|J]|K
M M N|O|P|Q|R|S|T|U|V|W X|Y|Z|A|[B|C|D|E|F|G|H|I|J|K]|L
NN O|P|Q|R|[S|T|U|V|W/X Y|Z|A|B|IC|D|E|F|G|H|I|J|K|L|M
O|lO|P|Q|R|S|T|U|V|W/X|Y|Z|A|[B|C|ID|E|F|G|H|I|JIK|L|M|M
PPQRSTU\:WXYZABCDEFGH__I__.L.JKIL.__MFQH?
QQ|RIS|T|U|V W/ X|Y|Z|A|B|C|DE|F|GLH I K| LM N Sup
RRSTUVWXYZABL\:DE___f_-_,_g'_"-[_:_'_J_"T_u_'-_@ﬁ:*uﬁQ
s|s|Tlulviwx|Y|z|Aals|lc=|ELEGIHI D N[ KLL, M/N|O|P|Q|R
TTUVWEYZABL{_-L“-__E_F__C-.___._-I_i'i._'.KLM"_NOPQRS
UUVW*I:I-Y__?;_A~+P3‘£ Q"L—E___'."- VW Ht [J|K|L|MN|O|P|Q|R|S]|T
VIV IW XA B'-_(-.D._'._Ef'ﬂ'“f,-l-llJKLMNOPQRSTU
WLW X ¥ 2 a8 ¢ D= F|G|H[T]|J[K|L{M/N|O[P|Q|R|S|T[U|V
Y gz | Al  DIE|F|G|H|IT|J]|K|[L|MN[O/P|Q[R|S|T|U|V|W
Y A B[ C|D|E|F|G|H|[I|[J|K|L|M[N|[OIP|Q|R[S|T|U|V WX
“dlz AlBlcIDIE|FIG|H|I[J) K|LIMN|O|P|Q|R|[S|[T|U|V|W[X]Y

Vigenere Cipher Table

COMPUTER SCIENCE-9 124



Chapter -4 Data and Privacy

Q.1

Ans:

Q.2

Ans:

Q.3

Ans:

Vigenere Cipher Method:

In this method, we have a substitution key that is combined with the plaintext to genersie
the ciphertext. We encrypt each letter of the plaintext by finding i lcttei; in/coiurin
labels of the Vigenere table and in that colnn, we find-a-etterthat/is in front| of, the row
label for the respective letter of #he key Ne LO"]t nue this plomss uritilgii the text is
finished. -

Example:

Let’s &ssiine that we( v 'alt tor-erier! 'pl R @AmTA ” with the help of substitution key
“ZINDABAD?!.\We firid P\ (first fetter of plaintext) in column labels and ‘Z’ (first letter of
substtutiont irey) | in. rew’ labels. We can observe that the row and the column meet at letter
1G Saytaefietier ‘P’ is converted to ‘O’. Similarly, we can encrypt the other letters.

I this way the word “PAKISTAN” is converted to cyphertext “OIXLSUAQ” as shown
in table.

Column Label A | K I S| T|A|N
Rows Label | N|  D|A|B|A]|D
Common Letter I X|L|S|]U| A|Q

Interim Ciphertext:

If the key has less number of letters than plaintext, we repeat the letters of that key from
beginning until it has same number of letters. This key is called interim ciphertext.
Example:

To encrypt the text “PAKISTAN” having 8 letters with the key “BEAUTY” having 6
letters, we repeat the letters of the key to make them equal in length to the given

plaintext. So, the key becomes “BEAUTYBE” having same number of letters.
SHORT QUESTIONS

Define encryption. (K.B)
ENCRYPTION

Definition:

“Encryption is the process of encoding data in such a way that only authorized
person can read it.”
Define ciphertext. (Ex. Q-4.3[1]) (K.B)

CIPHERTEXT

Ciphertext (Cyphertext) is the result of encryption performed on plaintext using a
method, called a Cipher. It is in unreadable form. _ —. 1
Differentiate between plaintext and ciphertext. - '._(K.B-:-L..a)" '

DIFFERENTIATION .~ =0 % | 7 \

Following are the differences betwzen plalr telt-and ciplierte; t néthods?: A

L Plaintext _§} 7 T 4 ’iﬁﬁﬁ_

— 1\4
Ju s

Unencrypted text is calledplaintext,” | 1\ |4 E neryntea text is called ciphertext.
It is in reac Eb_’e_gan_m_v_.'___.al L \ [=="itis in unreadable form.
“PAKIST; I\’ is an oxé molp oft olaintext. |e “SDNLVWDQ” is an example of
\ ciphertext.
Du ne wSeciet Code/Key in encryption. (K.B)
' SECRET CODE /KEY

Definition:
“A secret code (called Key) is a set of characters, required to encrypt or to read
the encrypted data.”
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Q.5
Ans:

Q.6
Ans:

Q.7
Ans:

Q.8
Ans:

Q.9

Ans:

Q.10
Ans:

Q.11
Ans:

Example:

Let’s assume that we want to encrypt “PAKISTAN” with the help of SUbStltUt'ull
“ZINDABAD”. Here “ZINDABAD?” is the secret code or key W (e

Define a hacker. [ ; Y I .('r«’;.b)

HACKER
“A computer expert who'can stezi data wheh! it moves 1'om ‘ong |ocation to other, is
called a hacrer.”
How the/impoitarce of eng ry aticn cc.n be descrlbed’> (U.B)
' IIJIFOP TANCE OF ENCRYPTION
ImapCrtance OF bitcr VEtion can be described in the following three points:
1 Praceetion from Hackers
¢ Privacy Protection
e Data Protection across Devices
How does encryption help to save data from hackers? (U.B)
PROTECTION FROM HACKER
Hackers don’t just steal information; they can also alter the data to commit fraud.
Encryption converts data in unreadable format, in this way it helps us to save data from
hackers.
Example:
In a bank transaction of online money transfer, they can fraud by changing the target
account number.
How can a system be protected from unauthorized user? (U.B)
PROTECTION FROM UNAUTHORIZED USER
Advanced authentications, like password, biometric means etc, help to prevent unauthorized
users to access the system.
Define Substitution Cipher methods. (U.B)
BSTITUTION CIPHER METHOD

Definition:
“Substitution Cipher methods are the methods of encryption in which the
characters of original text are replaced by some other characters. This substitution is done
by a fixed predefined system.”
Write commonly used Substitution Cipher methods. (K.B)
TYPES OF SUBSTITUTION CIPHER
Two commonly used Substitution Ciphers methods are:
e Caesar Cipher _ I T
e Vigenere Cipher . P T NS
Define Caesar Cipher. "\ VALY

2 (K.B)
i_ ?=

\J

Q

il'o

N
A -

DeflnlL]Ol o .
i this ‘miethod, \Welrepiac \Pt\.um,h alphabet in the plaintext by another alphabet.
The_replacing'c Ipnaae s-some fixed number of steps to the left or right of original

3 g 4o helbet'in tie )Lquence of alphabets.”
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Q.12

Ans:

Q.13

ANS:

Q.14

Ans:

Q.15
Ans:

Q.16
Ans:

Q.17
Ans:

Q.18
Ans:

Write the plaintext PAKISTAN into ciphertext using three-characters substitution
to the left for encrypting in Caesar Cipher method. (Activity 4.3) (A.5)
ENCRYPITNG WORD PAKISTAN - € "

A three-character substitution in CaesarGipher to, theleit results in. .he falianing
transformation of the standard Engiish alphabet;
Initial alphabets: ARC SEFSHTIKLMNOFC RETUYWXYZ
Encrypticiralphabets:—. |\ XYZABZDERGHIKLVIWNOPQRSTUVW
Withiri.thig siistitutiom scheme, the| piaintext PAKISTAN would be encrypted into the
ciphertext M} FIFPQX K. | | '
Dafilie VVigenert Cipher. (K.B+U.B)
[ [ i i VIGENERE CIPHER
Cefinition:

“Vigenere cipher is a substitution cipher method, which uses a table known as
Vigenere Cipher Table for substituting the letters of plaintext.”
How text is encrypted in Vigenere Cipher method? (U.B)

OR
What is Vigenere Cipher method?
VIGENERE CIPHER METHOD
In this method, we have a substitution key that is combined with the plaintext to generate
the ciphertext. We encrypt each letter of the plaintext by finding that letter in column
labels of the Vigenere table and in that column, we find a letter that is in front of the row
label for the respective letter of the key. We continue this process until all the text is
finished.
What is interim ciphertext? (K.B)
INTERIM CIPHERTEXT
If the key has less number of letters than plaintext, we repeat the letters of that key from
beginning until it has same number of letters. This key is called interim ciphertext.
What do you know about Gaius Julius Caesar? (Do you know?) (K.B)
Al LI AESAR

Gaius Julius Caesar was born in July 13, 100 BC, Rome, Italy. He was a military
general and played a great role in the rise of Roman Empire. He was also a historian and
author of Latin prose. He was assassinated on March 15, 44 BC.
Write famous quotes of Gaius Julius Caesar? (K.B) .

FAM TE — -

The famous quotes of Gaius Julius Caesar are: e [~ A
o Experience is the teacher of all things. T\ — "~ " & [ (& o~
e Men freely believe thatwhich thely desie. | \ A
leferentlate between Cagser Cipher ar(d ?or dcm S. nmtuuon methods (K.B+U.B)

- R 1) Fh_Ri_N&ATKu‘
Follow.x 2 are the urffm nces b en.Caesar Cipher and Random Substitution methods:

G G 1 Random Substitution

o i <,1'-’51r Cipnér “azti alphabet is replaced | ¢  In Random Substitution every letter of the
NN 0) nolhet alphabet, shifting the whole alphabet is mapped to a random different
NN alphabet to fixed number of step to left or letter of the alphabet.
right of original text.
e Itis easy to crack. e Itis difficult to crack.
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Q.19
Ans:

Q.20
Ans:

What is cryptanalysis? (K.B)
CRYPTANALYSIS _ B

Cryptanalysis (frequency analysis) is the study of the frequency ofititeis or grodp: of

letters in a ciphertext. The method is used g5 aid to breax clessical ciphe-r:. :

Example: :

‘E’ is the most common I€tter usesi Ent.nh |1nLu ge mws. n’ the time such properties

of plaintextare preserved. il the cipheriext.

What are the weaknesses gnc-secu ritl #avis of the Substitution Cipher? (K.B)

0 WEAKNESSESOF SUBSTITUTION CIPHER

The jveaknzrses\ant security flaws of the Substitution Cipher are:

v Thissimiplest of all substitution ciphers are those in which the cipher alphabet is
merely a cyclical shift of the plaintext alphabet. The weakness is that the frequency
distributions of symbols in the plaintext and in the ciphertext are identical, only the
symbols having been relabeled.

e Another major problem with simple substitution ciphers is that the frequencies of
letters are not masked at all.

MULTIPLE CHOICE QUESTIONS

Encoding means conversion of the data to format. (K.B)
(A) Readable (B) Unreadable (C) Corrupted (D) All of these
Data in unreadable form is called: (K.B)
(A) Plaintext (B) Decoded text (C) Secret Code (D) Ciphertext
Decryption is the process of data. (K.B)
(A) Decoding (B) Encoding (C) Transmitting (D) Computing
Decoding means conversion of the data to format. (K.B)
(A) Corrupted (B) Unreadable (C) Readable (D) All of these
Data in readable form: (K.B)
(A) Plaintext (B) Ciphertext (C) Secret Code (D) Binary coded
It is one of the most important methods for providing data security. (K.B)
(A) Decryption (B) Encryption (C) Decoding (D) Password
Encryption helps to protect data: (K.B)
(A) From Hackers  (B) Privacy (C) Across devices (D) All of these
Commonly used substitution ciphers is: (K.B)
(A) Caesar (B) Vigenere (C) Random (D) BothA & B
Gaius Julius Caesar was a politician and military general. (K.B%
(A) German (B) Roman (C) Scottish __ (By3rtain, [ |
In Caesar Cipher the replacing alphabkzt is some-fixed number Of stnp“ to e
of original alphabet injirig sequericsCf alplr alets. | “+K.B+U.B)
(A) Left (B) Right = /~ — (G Lafton Right_\ (D)) Mid
Using One= character substitution 1o he |=‘t 'r':f‘ piaintext “BINARY would be
encryjited|inte- e \ | M (A.B)
(A) CIOBSZ || 4 B-) ;-:_\H MZQ‘A" (C) DKPCTA (D) ZGLYPW
_In wwhich ragtticd we have a substitution key to generate ciphertext? (K.B+U.B)
A aesir Zipner  (B) Random (C) Vigenere Cipher (D) All of these

I, Vigenere cipher a substitution key is combined with the plaintext to generate: (K.B)
(A) Original text (B) Decoded text (C) ASCII text (D) Ciphertext
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14.

15.

If the key has less number of letters than original text, then we repeat the letters of

that key from: (U.5)
(A) Beginning (B) Mid (C) End (D) Aak-of thessy

It shows animation of the encryptlon ana-decryption-ei olamtut DY usiNg Nigetere
Cipher method. _ ' (U.B)
(A) Vigenere Cipher Key : - (E‘») Vigendars Cipher Takle

(C) Vigenzig Cipher Widget LR ,-’D\ None-gf these

Gaius ' Juius\Gagsar was Dorm.in: (K.B)

(A) July 13; 1000 BE (B) Juhe'15,100 BC (C) July 23,100 BC (D) July 13,100 BC
Cagsar was'assassinatea on(K.B)
(4 duty L5 44 BC  (B) March 15, 44 BC (C) August 14, 44 BC (D) March 15, 54 BC

M iessages encrypted with the Caesar cipher are very to crack. (K.B)
(A) Easy (B) Difficult (C) Hard (D) Challenging

The most common letter used in the English language is: (K.B)
A) E (B) ‘O’ (C) ‘m (D) ‘A’

In simple substitution cipher the frequency distributions of symbols in the plaintext
and in the ciphertext are: (K.B)

(A) Different (B) Changed (C) Identical (D) All of these

4.4 ENCRYPTION WITH KEYS AND PASSWORDS

SHORT QUESTIONS

Q.1 What s the relationship between passwords and cryptographic keys?
OR
Differentiate between passwords and cryptographic keys. (U.B)
Ans: RELATIONSHIP
Following is the relationship between passwords and cryptographic keys:
Passwords | Cryptographic Keys
e Passwords are set of secret characters used Cryptographic keys are used to encrypt or
for authentication to enter a system. to read an encrypted message.
e Password is generated, read, remembered, A key is used by the software or human to
and reproduced for a human use. process a message by using that key and
the cryptographic algorithm.
Q.2 What is Captcha? (K.B)
Ans: CAPTCHA \
Captcha stands for Completely Automated. Public Turinr* Tastutq e;' C omputer i
Humans Apart. It is used to check whether he user NP nurmn ra g clnr.c ad T
Q.3 How does a password hetp? L4 L (U.B)
Ans [ /EA ;A :E
Apaswvuml t elns- © ureven una harigze nie TrOM accessing:
e Files | AL
e Drograms | | \
= poCthad resasices
J I' L3 | "WYhiat are the characteristics of a good password? (K.B)
| Ans: CHARACTERISTICS OF A PASSWORD
A good password must contain the following characteristics:
e It should be difficult to guess or crack.
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Q.1

Ans:

e |tis at least eight characters long.

e |t contains uppercase letters, lowercase letters, numbers, and symbols.

e It doesn't contain your user name, real name, kid's name or company-riane
e Itdoesn't contain a complete word. -

e ltissignificantly differeat fror» previsus passwords.

MULTIRLE BHOICE DUZsTIDNSTR

It is uged vor authieritization to entér a's avstem (K.B)
(A) Password ‘B) ey (C) Captcha (D) Cryptographic key
It is-nossikle that a passavord can be used as a: (K.B)
(AjFasscoce - (B) Captcha (C) Key (D) None of these

|1l 1z-used on websites to check whether the user is a human or a machine. (U.B)
(A) Code (B) Captcha (C) Key (D) Password

A password helps to prevent unauthorized people from accessing: (K.B+U.B)
(A) Files (B) Programs (C) Other resources (D) All of these

4.5 CYBERCRIME
LONG QUESTIONS

What is cybercrime? Explain different examples of cybercrime. (K.B+U.B)
CYBERCRIME
Definition
“A crime in which computer network or devices are used is called a cybercrime.”
Examples:

Some examples of cybercrime are:

e |dentity Theft

Transaction Fraud

Advance Fee Fraud

Hacking

Piracy

Phishing

e DoS Attack

Identity Theft:

One common form of cybercrime is identity theft. Hackers may use fake emails to trap

someone to give passwords and account information. :

Transaction Fraud: L B s T WP N

Simple financial fraud is a common crimé in, the (nl'.k crma 5(-.'m': “exmipies of

transaction fraud are: \ _ IAERIERR

e A scammer may offer an, isern 'for sale hmJg an auaction S|t= \Nlth no intention of
dehvtl'ng ongerelshe ecel\/ )a yrerit -

e Achiminal might puichase atwitéra-ior sale usmg a stolen credit card.

Advance Fee i-raya;

L Sometimes| the Frackers congratulate you upon winning a big prize and ask you pay a
_4ma!. arnount in advance, so that the prize can be dispatched. This is a common type of

cybercrime. The lure of easy wealth has found many victims of these frauds.
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Q.2
AnNs:

F"HZ" Offe; Adver tisprient

Hackhw - .
An actlvnv of ac*easmu gomeorie elses computer illegally, is called hacking. It is a

_ practce 'of\cybrlcrinmie: This happens mostly when you download some file from internet
I qninrexEsute icwithout knowing details.

Hacker Using Spyware

Piracy:
Piracy means making illegal and unauthorized copies of the software without owner's

permission. Piracy is a type of a cybercrime.
Phishing:
Phishing is the fraudulent attempt by sending emails to obtain sensitive information such
as usernames, password and credit card details.
DoS Attack:
DoS stands for Denial of Service. In computing, DoS attack is a cyber-attack to make a
machine or network resource unavailable.
Define phishing. Write down the characteristics of phishing emails and websites. (K.B)
PHISHIN
Definition
“Phishing is the fraudulent attempt by sending emails to obtain sensitive
information such as usernames, password and credit card details.”
Characteristics of Phishing Emails:

Following are some characteristics of Phishing Emails: =l “. 1
e Appealing subject — Y e AV IR
e Attractive message L\ e (Y M\ VN e

e Forged sender’s addreds | - ':"J'- £t ) Wl |

o Contenis) of actual thte \ ;- L ' -

o Foim/for fe"ie"lp ent | | ™ \

Appealin¢ 3ubi eqts

- lend mcII) 1p,*u ars as'an"important notice, urgent update or alert. The subject of such

'-.5'-11,'r-:§_;i1 S set In a way that the email recipient believes that the email has come from a
‘wusted source.

Examples:
e Change of Password Required Immediately

e Email Account Updates
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Q.3
Ans:

Attractive Message:

It sometimes contains messages that sound attractive rather than threatenina e.u:
promising the recipients a prize or a reward. ; a
Forged Sender’s Address: -

It normally uses forged sender's address

Example:

Forged emails may lop!«tika: |

e admin@facebrak.com

o info@ainailcon ets.|

o, princCipal@ /ausciiool.edu.pk

Insush2iaail there can be some link that has no relation with your school. So, while filling
online forms, take care of the URL appearing in the address bar of the web browser.
Contents of Actual Website:

It usually takes contents such as logos, images from the actual website to make the
fraudulent email look like a genuine email.

Form for the Recipient:

It may contain a form for the recipient to fill in personal/financial information and let
recipient submit it. This information is submitted to a different database.

Characteristics of a Phishing Website:

Following are some characteristics of Phishing Website:

e Original look

e Links to legitimate website

e Similar name

e Use of forms

Original Look:

It looks like original due to same contents such as images, texts, logos, colour scheme etc.
Links to L egitimate Website:

It may contain actual links to web contents of the legitimate website such as contact us,
privacy or disclaimer to trick the visitors.

Similar Name:

It may use similar name as that of the actual website.

Use of Forms:

It may use forms to collect visitors' information where these forms are S|m|Iar to those in, =
the legitimate website. 1 \
Explain DoS attack Wlthadlagram . SN | ’K.'a'a.-.'_;E,"-
Definition ' =2 ARIERRE

“DaoS stands for Denml of er' ce I1 camputsny, uOS att'"k is a cyber-attack to
make & ma:h Ne-gi- frt,'[‘NOI‘( re<0u € unu\/anzb!e T

Explan at on:
It mean; & service, 15 (18...cd It IS jUS'[ like a robot is sending many requests in small

._;].rt. Junt.Of tirae, bt for a user, either the service becomes very slow or it is denied. So, by
|

Ihezing the targeted machine or resource with superfluous requests is an attempt to
overload the system. It may also cause shutting down a machine or network.
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Attacker machine o~ —
running cient . [ 1ML

- DI"D'_:"."?.’.'I'. - | - p : Y
f / WA ? o=_[J

Hardler

COK MZW

Internet

Compromiser Compromiser

>

Targeted Server(s) :
Dos Attack I N e a1

Example: [\ (A
If you want to visit a website but someong e'se is umdy ndmg tco mur;y 5&..1U€S[S to
the same website using ca,.npute| r:r-oqxams f"‘lEﬂ _/OrJ may n.)t e able to access that

website. \ AR1R=AL L

DoS Aitedkers Taraet: | © 4 | |\ = 40—
DoS atiz= ’<‘rs cft(*n targ tw-=b St%‘\‘ Of high-profile organizations such as:
e Ranisi L
-~ L‘.om neree ,mnpanles
[TV N\ companie

s % 7 e Government organization
B e Trade organizations
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Q.1

Ans:

Q.2

Ansi

Q.3

Ans:

Q4

Ans:

Q.5

Ans:

Q.6

Ans:

Q.7

Ans:

Loss by DoS Attacks:
DoS attacks do not typically result in the theft or loss of significant information or otl*e._
assets, but they can cost the victim a great deal of time and money. ¢

=9 LIG-NDN

What type of tool an Interret is? =) 1R VL (K.B)

The Internziiis an amazing t¢el for, comriaunicadion,“ahiowing users to connect instantly
over great| distarices. <ntpitupately) the.sarie communication is also a great tool for
criminass. R
Defire cybererime, | (K.B)
. ) CYBERCRIME
Definino
- “A crime in which computer network or devices are used is called a cybercrime.”
Examples:
e |dentity Theft
e Transaction Fraud
Write two examples of transaction fraud. (K.B+U.B)
TRANSACTION FRAUD
?imgle financial fraud is a common crime in the online arena. Some examples of transaction
raud are:
e A criminal might purchase an item for sale using a stolen credit card.
e |t is also possible to buy something from own credit card but then reporting the card
stolen. This is a transactional fraud if the cardholder claims chargeback
What is hacking? (K.B)
HACKING
An activity of accessing someone else's computer illegally, is called hacking. It is a
practice of cybercrime. This happens mostly when you download some file from internet
and execute it without knowing details.
Define spyware. (K.B)
SPYWARE
Definition:

“A type of malware (malicious software) that aims to gather information, about a
person or organization sometimes without their knowledge. This type of software is
called spyware.”

Example:
A software installed in your computer connects someone else to your computer without
your permission.

What is NR3C? (Do you know") (K. '?\ Tt

NR3C
NR3C stands for National Response Centre for Cyber Crime, it s aQ -A\N enfo! cer*‘m-:
agency of Pakistan dedicated to f.lqht c;bercrlmc ’1 |s WOiks ng Lnie +1A-{Feveral

Investigation Agency). ._

Website: Yari

Its Wet‘si-.*:e_'i'é:_ e~ "r]ttp:i"vd‘*:i/v.f',n|'-30"-_g0\;-.pk_._"-,

Define ;aai*s‘hii-g. IRARIRRS (K.B)
ARIR " PHISHING

N\ Pt 1< h"\u 14 the Traudulent attempt by sending emails to obtain sensitive information such

a5 usernames, password and credit card details.”
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Q.8
Ans:

Q.9
Ans:

Q.10
Ans:

Q.11
Ans:

Write down the some examples of appealing subjects in phishing emails. (K.B+U.B)
APPEAL ING SUBJECTS . .
Following are some examples of appealing.srbjects in phisning a-mmls':
e Official Data Breach Mutificatien
o PackatiUzliverv at-ysur Hame Adcrass.
o IT Reuﬁ‘ni'e_r: Yhui Fasiword-Exyites in Less Than 24 Hours
. F evi,:e("‘u/éc,#ilari & Sick Time Policy
. ISome(')ne tried to open your account. Change your password immediately.
Write down the characteristics of phishing website. (K.B+U.B)
HARACTERISTI F PHISHING WEBSITE
Following are some of the characteristics of phishing website:
e Original look
e Links to legitimate website
e Similar name
e Use of forms
Define Denial of Service. (Ex. Q-4.3[3]) (K.B)
DENIAL OF SERVICE
Definition
“In computing, Denial of Service (DoS) is a cyber-attack to make a machine or
network resource unavailable.”
Example:
If you want to visit a website but someone else is already sending too many requests to th_e_ ,
same website using computer programs, then you may not be able_t_o aces Y thqt webcm )
What type of loss is done by DoS att_acks" Ty . Y | | . (K B, B)'
LossEADISATIACGKS || |\ ) )

DoS att f‘i s 10 not-typically r'su\ ihe i ft r-lsss of S|gn|f|cant mformatlon or other

assets, nut lhe__/ can ot the victira-a'great deal of time and money.
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Activity 4.7 (K.B+U.B+A.B)
Find the categories of cybercrime at http://www.nr3c.gov.pk and make notej bﬂut each -

Teacher can make groups of students and ask each,group to make ciag ort mwn drh catnocwﬁ -

Mt"ﬁo_o_ RS O HE3C ™, [ L2
e Hacking \ “Data thefl, | AW '
e Identity theft- —\ |/ 4 | Cenicl of service-attack
e Financidl fiaud, " | \\ln eilect(ial property rights
¢ Digital piragy, || V1) e Website defacement
o _Maticipusisciwgra | e Cyber stalking
o Mgy lauidering e Social engineering
' | «_| Computer viruses and worms e Electronic terrorism, vandalism and extortion

MULTIPLE CHOICE QUESTIONS

1. Itis a great tools for criminals. (K.B)
(A) Virtual reality  (B) Internet (C) Mobile (D) Google
2. The lure of easy wealth has found many victims of these frauds. (K.B)
(A) Transaction (B) Identity theft (C) Hacking (D) Advance fee
3. An activity of accessing someone else’s computer illegally is called: (K.B+U.B)
(A) Phishing (B) Programming (C) Hacking (D) Surfing
4. A law enforcement agency of Pakistan dedicated to fight cybercrime is: (K.B)
(A) FIA (B) NR3C (C) FBR (D) NAB
5. A cyber attack to make machine or network resource unavailable, is called: (K.B+U.B)
(A) DoS (B) Hacking (C) Phishing (D) None of these
6. DosS attack results in loss of: (K.B+U.B)
(A) Information (B) Time (C) Money (D)BothB & C )
- A~ | >\ o=
Y ! . h, M
o S |
X J |;'~.::'-I b J |
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“

Q-4.1 Choose the correct option.

1. Which of the following doesn’t mcludes the types of seftware p racy’? LK B =S
(i) Softlifiting _ (7 -dgbitity '
(iii) Client server overuse ' (v Ln |m piracy-—

2. Which 07 the follsvwing 1 hot'a evbersr m.e” (K.B+U.B)
(1) Hazkirg )y Phishiag<rime  (iii) Identity Theft  (iv) Decryption

3. VW hith ¢f the 1'0‘Id/ve‘ng is not the characteristics of phishing emails? (K.B+U.B)

N {i D Cral data breach notification (i) Email account update
J N (iii) IT reminder (iv) Similar domain of actual website

4. Which of the following is not characteristics of phishing website? (K.B+U.B)
(1) Similar domain of actual website (i) Using of forms to collect visitors
(iii) Actual link to web content (iv) Email account updates

5. Which of the following is not a characteristic of good password? (K.B+U.B)
(i) Is eight characters long (if) Doesn’t contains username
(iii) Contains uppercase letters (iv) Password is your name only

Q-4.2 Fill in the blanks.

1. Making illegal copies of software is called (K.B)

2. is a general term for any type of mformatlon processing that can be
represented mathematically. (K.B+U.B)

3. is the process of the encoding data.

4. When a key has less number of character than the text to encrypt, then repeating letters of
the key is called (K.B+U.B)

5. is a cyber attack to make machine or network resource unavailable
for a user. (K.B+U.B)

Q-4.3 Write short answers. .

1. Define cyphertext. _ KB

Ans: See SQ. 3 (Topic 4.3) e )

2. Why do we need an lnstallatlon Key whe! ens & s.ntwcue Pan b(' pl‘uu—‘.—f‘f Wlth a
password? A A R A LR | (U.B)

Ans: —MEEL OF INSFALLATION KEY -
Follovv.r‘ﬂ are (the “’ecSt ns, 0| USHaY. instaiiation key instead of password to protect a
software; VL

TR -.Inchuam k'éy is automatically expired after a certain number of use where a
A J [N | Y password never expires.

e Installation key is used to install software while password is set to use a software.
e Installation key is public where as password is private.
e Installation key cannot be reset by the user while a password can be.
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3. Define Denial of Service. (K.B)
Ans: See SQ. 10 (Topic 4.5) :
4. Give a reason to add captcha on websites. ( L35
Ans:  See SQ. 3 (Topic 4.4)

5. What is Patent, and why'dc we r#ed t regigtor it? . (K.B+U.B)

Ans:  See SQ-14(Topic4.1)

Q-4.1 (‘hm se the co'riect opdon
. | H BvEIvEvE
[[\43:4,2 "Rill'in the blanks,

4 Piracy B Computation B Encryption Interim cyphertext [ Denial of Service |

ANSWER KEY

4.1 ETHICAL ISSUES RELATED TO SECURITY

B Bl i B

4.2 IMPORTANCE OF DATA PRIVACY
sEIAEICEICE s EIo A

4.3 SIMPLE ENCRYPTION

BDACABDDBC
e A CEIO MM AR CEIOA I A KA AE)C
4.4 ENCRYPTION WITH KEYS AND PASSWORDS
H-AHCH:sHED]

4.5 CYBERCRIME
BeHOEHCHEHAHRD

COMPUTER SCIENCE-9 138



